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Compliance Information

Radio and TV Interference

The SmartNode series of products generate and use radio frequency energy, and if not installed and used prop-
erly—i.e. in strict accordance with the manufacturer’s instructions—may cause interference to radio and televi-
sion reception. The SmartNode devices have been tested and found to comply with the limits for a Class A
computing device in accordance with specifications in Subpart B of Part 15 of FCC rules, which are designed
to provide reasonable protection from such interference in a commercial installation. However, there is no
guarantee that interference will not occur in a particular installation. If a SmartNode series device does cause
interference to radio or television reception, which can be determined by disconnecting the unit, the user is
encouraged to try to correct the interference by one or more of the following measures: moving the computing
equipment away from the receiver, re-orienting the receiving antenna and/or plugging the receiving equipment
into a different AC outlet (such that the computing equipment and receiver are on different branches).

CE Notice

The CE symbol on your Patton Electronics equipment indicates that it is in compliance with the Electromag-
netic Compatibility (EMC) directive and the Low Voltage Directive (LVD) of the European Union (EU). A
Certificate of Compliance is available by contacting Technical Support.

EU Declaration of Conformity
EU Directives covered by this declaration

89/336/EEC  |Electromagnetic Compatibility Directive amended by 92/31/EEC & 93/68/EEC
72/23/EEC Low Voltage Equipment Directive amended by 93/68/EEC

Note During the transition period, products may not comply with the Low
Voltage Directive.

The basis on which conformity is being declared
The products identified above comply with the requirements of the above EU directives by meeting the follow-
ing standards:

* Safety compliance: EN 60950

* EMC compliance: EN 55022, EN 55024
e ETSITBR3 (BRI)

e TBR4 (PRI)

The CE mark was first applied in 2000.
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Service

All warranty and non-warranty repairs must be returned freight prepaid and insured to Patton Electronics. All
returns must have a Return Materials Authorization number on the outside of the shipping container. This
number may be obtained from Patton Electronics Technical Services at:

e Tel: +1 (301) 975-1007
* Email: support@patton.com

e URL: http://www.patton.com

Note DPackages received without an RMA number will not be accepted.
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About this guide

The objective of this SmartWare Command Configuration Guide is to provide information concerning the syn-
tax and usage of the command set. For hardware configuration information, refer to the getting started guide
that came with your SmartNode systems.

This section describes the following:
*  Who should use this guide (see “Audience”)
* How this document is organized (see “Structure”)

* Typographical conventions and terms used in this guide (see “Typographical conventions used in this docu-
ment” on page 25)

Audience

This guide is intended for the following users:

* System administrators who are responsible for installing and configuring networking equipment and who
are familiar with the SmartNode.

* System administrators with a basic networking background and experience, but who might not be familiar
with the SmartNode.

e Operators
e Installers

e Maintenance technicians

How to read this guide

SmartWare is a complex and multifaceted operating system running on your SmartNode device. Without the
necessary theoretical background you will not be able to understand and use all the features available. There-

fore, we recommend reading at least the chapters listed below to get a general idea about SmartWare and the

philosophy of contexts used for IP and circuit switching related configuration.

* Appendix A, "Terms and definitions" on page 517 contains the terms and their definitions that are used
throughout this SmartWare Software Configuration Guide

¢ Chapter 1, "System overview" on page 27 provides an overview of the main elements of a SmartNode sys-
tem.

¢ Chapter 10, "IP context overview" on page 117

 Chapter 26, "CS context overview" on page 293

Structure

This guide contains the following chapters and appendices:
* Chapter 1, "System overview" on page 27 provides an overview of the main elements of a SmartNode system.

 Chapter 2, "Configuration concepts” on page 35 introduces basic SmartWare configuration concepts.
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* Chapter 3, "Command line interface (CLI)" on page 41 gives an overview of the CLI and the basic features
that allow you to navigate the CLI and edit commands effectively.

 Chapter 4, "Accessing the CLI" on page 47 describes the procedures for entering SmartWare commands via
the command line interface (CLI), to obtain help, to change operator mode and to terminate a session.

 Chapter 5, "Establishing basic IP connectivity" on page 57 explains how to establish network-based con-
nections to and from your SmartNode by using IP interfaces and Ethernet ports.

* Chapter 6, "System image handling” on page 65 describes how to load and maintain system images and
driver software.

* Chapter 7, "Configuration file handling" on page 81 describes how to upload and download configuration
files from and to a SmartNode 1000, 2000, or 4000 Series devices.

 Chapter 8, "Basic system management” on page 95 describes parameters that report basic system informa-
tion to the operator or administrator, and their configuration.

e Chapter 9, "Radius Client Configuration” on page 107 provides an overview of the authentication, autho-
rization, and accounting (AAA) component in SmartWare and describes how to configure the Radius client,
a subpart of the AAA component.

* Chapter 10, "IP context overview" on page 117 outlines SmartWare Internet protocol (IP) context, together
with its related components.

* Chapter 11, "IP interface configuration” on page 125 provides a general overview of SmartNode interfaces
and describes the tasks involved in their configuration.

e Chapter 12, "NAT/NAPT configuration” on page 133 provides a general overview of the network address
port translation and describes the tasks involved in its configuration.

* Chapter 13, "Ethernet port configuration” on page 141 provides an overview of Ethernet ports and
describes the tasks involved in their configuration through SmartWare.

* Chapter 14, "Link scheduler configuration” on page 151 describes how to use and configure SmartWare
quality of service (QoS) features.

* Chapter 15, "Serial port configuration” on page 169 provides an overview of the serial port and describes
the tasks involved in its configuration through SmartWare.

* Chapter 16, "Basic IP routing configuration” on page 187 provides an overview of IP routing and describes
the tasks involved in configuring static IP routing in SmartWare.

* Chapter 17, "RIP configuration” on page 193 provides an overview of the routing information protocol
(RIP) and describes the tasks involved in configuring RIP features within SmartWare.

* Chapter 18, "Access control list configuration” on page 203 provides an overview of IP access control lists
and describes the tasks involved in their configuration through SmartWare.

¢ Chapter 19, "SNMP configuration" on page 217 provides overview information about the simple network
management protocol (SNMP) and describes the tasks used to configure those of its features supported by
SmartWare.

* Chapter 20, "SNTP client configuration” on page 233 describes how to configure a simple network time pro-
tocol (SNTP) client.
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* Chapter 21, "DHCP configuration” on page 245 provides an overview of the dynamic host configuration
control protocol (DHCP) and describes the tasks involved in its configuration.

* Chapter 22, "DNS configuration” on page 255 describes how to configure the domain name system (DNS)
component.

 Chapter 23, "DynDNS configuration” on page 259 describes configuring the dynamic DNS (DynDNS)

service.

* Chapter 24, "PPP configuration” on page 265 describes how to configure the point-to-point protocol over
different link layers.

 Chapter 25, "VPN configuration” on page 281 describes how to configure the VPN connections between
two SmartNodes or between a SmartNode and a third-party device.

* Chapter 26, "CS context overview" on page 293 gives an overview of SmartWare circuit-switching (CS) con-
text and its associated components and describes the tasks involved involved in its configuration.

 Chapter 27, "CS interface configuration" on page 315 gives an overview of interfaces in the CS context and
describes the tasks involved its configuration.

* Chapter 28, "ISDN interface configuration” on page 325 provides an overview of ISDN interfaces, and the
tasks involved involved in their configuration.

 Chapter 29, "FXS interface configuration" on page 329 provides an overview of FXS interfaces, and the
tasks involved involved their configuration.

* Chapter 31, "H.323 interface configuration” on page 347 provides an overview of H.323 interfaces used by
H.323 gateways and describes the specific tasks involved involved in their configuration.

* Chapter 32, "SIP interface configuration” on page 355 provides an overview of SIP interfaces used by SIP
gateways and describes the specific tasks involved involved in their configuration.

 Chapter 33, "Call router configuration” on page 361 provides an overview of call router tables, mapping
tables and call services and describes the tasks involved in configuring the call router in SmartWare.

* Chapter 34, "Tone configuration” on page 417 gives an overview of SmartWare call-progress-tone profiles
and tone-set profiles and describes the tasks involved in their configuration.

 Chapter 35, "ISDN port configuration” on page 425 provides an overview of SmartNode ISDN ports and
describes the tasks involved in configuring ISDN ports in SmartWare.

 Chapter 36, "FXS port configuration" on page 441 provides an overview of POTS signaling and Smart-
Node FXS ports and describes the tasks involved in configuring FXS ports in SmartWare.

* Chapter 38, "H.323 gateway configuration" on page 451 provides an overview of the H.323 gateway and
describes the tasks involved involved in its configuration.

* Chapter 39, "SIP gateway configuration" on page 465 provides an overview of the SIP gateway and
describes the tasks involved in its configuration.

* Chapter 40, "VoIP profile configuration" on page 475 gives an overview of SmartWare VoIP profiles, how
they are used and describes the tasks involved in VoIP profile configuration.

* Chapter 41, "PSTN profile configuration” on page 493 gives an overview of SmartWare PSTN profiles, and
describes how they are used and the tasks involved in PSTN profile configuration.
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* Chapter 42, "VoIP debugging” on page 497 helps you to localize a system component that is responsible for
faults during operation of a SmartNode device.

* Appendix A, "Terms and definitions” on page 517 contains the terms and their definitions that are used
throughout this SmartWare Software Configuration Guide.

e Appendix B, "Mode summary" on page 525 illustrates the modes hierarchy.
¢ Appendix C, "Command summary" on page 529 is a command reference.

* Appendix D, "Internetworking terms & acronyms” on page 557 contains terms and definitions relating to
internetworking,.

* Appendix E, "Used IP ports & available voice codecs in the SmartWare" on page 563 describes the used IP
ports and available voice codecs in SmartWare.
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Typographical conventions used in this document

This section describes the typographical conventions and terms used in this guide.

General conventions

In this guide we use certain typographical conventions to distinguish elements of commands and examples. In
general, the conventions we use conform to those found in IEEE POSIX publications. The procedures
described in this manual use the following text conventions:

Convention

Garamond blue type

Table 1. General conventions

Meaning

Indicates a cross-reference hyperlink that points to a figure, graphic, table, or
section heading. Clicking on the hyperlink jumps you to the reference. When
you have finished reviewing the reference, click on the Go to Previous

View button | @ in the Adobe® Acrobat® Reader toolbar fo return to your
starting point.

Futura bold type

Commands and keywords are in boldface font.

Futura bold-italic type

Parts of commands, which are related to elements already named by the
user, are in boldface italic font.

Italicized Futura type

Variables for which you supply values are in ifalic font

Futura type Indicates the names of fields or windows.

Garamond bold type Indicates the names of command buttons that execute an action.

<> Angle brackets indicate function and keyboard keys, such as <SHIFT>,
<CTRL>, <C>, and so on.

[ Elements in square brackets are optional.

{alblc} Alternative but required keywords are grouped in braces ({ }) and are sepa-

rated by vertical bars ( | )

bl ue screen

Information you enter is in bl ue screen font.

screen Terminal sessions and information the system displays are in screen font.

node The leading IP address or nodename of a SmartNode is substituted with
node in boldface italic font.

SN The leading SN on a command line represents the nodename of the Smart-
Node

# An hash sign at the beginning of a line indicates a comment line.
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Mouse conventions
The following conventions are used when describing mouse actions:

Table 2. Mouse conventions

Convention Meaning

Left mouse button | This button refers to the primary or leftmost mouse button (unless you have
changed the default configuration).

Right mouse button  |This button refers the secondary or rightmost mouse button (unless you have
changed the default configuration).

Point This word means to move the mouse in such a way that the tip of the pointing
arrow on the screen ends up resting at the desired location.

Click Means to quickly press and release the left or right mouse button (as instructed in
the procedure). Make sure you do not move the mouse pointer while clicking a
mouse button.

Double-click Means to press and release the same mouse button two times quickly

Drag This word means to point the arrow and then hold down the left or right mouse but-
ton (as instructed in the procedure) as you move the mouse to a new location.
When you have moved the mouse pointer to the desired location, you can release
the mouse button.

Service

All warranty and non-warranty repairs must be returned freight prepaid and insured to Patton Electronics. All
returns must have a Return Materials Authorization number on the outside of the shipping container. This
number may be obtained from Patton Electronics Technical Services at:

e Tel: +1 (301) 975-1007
* Email: support@patton.com

e URL: http://www.patton.com

Note Packages received without an RMA number will not be accepted.
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Introduction

This chapter provides an overview of the main elements of a SmartNode system and includes the follow-
ing sections:

SmartNode hardware platforms (see page 29)
SmartWare embedded software (see page 30)

SmartView Management Center tools (see page 31)

A complete SmartNode system or network, as installed in any of the application scenarios introduced in section
“Applications” on page 31, is typically composed of the following main elements plus a third-party network infra-
structure:

28

The first and most obvious element is the SmartNode devices (also referred to as hardware platforms or net-
work nodes) that provide the physical connectivity, the CPU and DSP resources. All SmartNode models
support packet-routed and circuit-switched traffic equally well.

The second element comprises the embedded software—called SmartWare—running on the SmartNode
hardware platforms.

The third element is the set of SmartView Management Center tools for configuring and controlling
SmartWare and SmartNodes in a network. Complementing the management interfaces provided in
SmartWare, the SmartView tools enable network administrators and operators to handle large numbers
of SmartNode devices.

Finally, a third-party IP network and transmission infrastructure provides IP connectivity between the
above elements. This infrastructure can range from a simple Ethernet hub or switch to highly complex net-
works including multiple access technologies, backbone transmission, and services nodes.

Introduction
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Network Management System

il
——

Embedded
Software

Embedded Embedded
Software Software

Figure 1. System overview with a SmartView Management Center

Node

SmartNode hardware platforms

The SmartNode series of devices covers a performance range varying from that suitable for small office/home
office (SOHO) applications to large corporate sites, or in terms of voice channels from 2 channels (one BRI/So
or 2 FXS) to 120 (two PRI/S2m). The SmartNodes comprise the following classes:

The SmartNode 1000 series compact devices with fixed configured on-board BRI/So ports

The SmartNode 2000 series with on-board ports plus expansion slots for individual interface configurations
using a range of optional interface cards (IC).

The SmartNode 4000 series compact devices with fixed on-board analog ports

Figure 2 depicts the basic system model of a Patton SmartNode. All SmartNode devices have the following
main components:

64k circuit switching between on-board ISDN ports and between ISDN and PSTN interface cards. The
circuit switching engine uses dedicated hardware resources and therefore can bypass the VoIP gateway and
packet routing engine.

A gateway (GW) that converts telephone circuits into Internet protocol (IP) packet streams and vice versa.
H.323-compliant and SIP Voice over IP (VoIP) is supported.

An IP router with on-board ports and optional data interface cards is QoS enabled, thereby allowing classi-
fication, shaping, and scheduling of multiple service classes.

For more detailed hardware information, refer to the getting started guide that came with your Smart-
Node system.

SmartNode hardware platforms 29
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IC Circuit Port Inferface Card ) (

IC Data Port

Inferface Card
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On-hoard circuit ports

On-board data ports x

Routing Engine Switching Engine

Figure 2. SmartNode System Model

SmartWare embedded software

SmartWiare is the application software that runs on the SmartNode hardware platforms. SmartWare is available
in several releases that support all available SmartNode models. Refer to SmartWare release notes for detailed
information about hardware support.

For each SmartWiare release there are platform-specific build numbers. There may be more than one build per
release and platform as updates become available. Refer to SmartWare release notes for build numbers and
build-specific enhancements and limitations.

A SmartWare build is a binary image file. It is usually divided into several checksum-protected files to improve
download efficiency and security. The download to the SmartNode is handled in sequence by using a down-
load batchfile. Refer to chapter 6, “System image handling” on page 65 for details on SmartWare image down-
loads.

In addition to the actual SmartWare images there are several additional embedded software components that
you will encounter:

* The boot loader is a “mini” application that performs basic system checks and starts SmartWare application.
It also provides minimal network services, allowing the SmartNode to be accessed and upgraded over the
network even if SmartWare application should not start. The boot loader is installed in the factory and
requires no upgrading.

e The PMC loader initializes the PMC interface cards when mounted in SmartNode 2000 series devices. It
checks the hardware versions and determines whether compatible PMC drivers are available. The PMC
loader may be upgraded together with a SmartWare release.

* The PMC driver software performs the runtime tasks on the PMC interface cards mounted in SmartNode
2000 series devices. The PMC drivers are interface card specific and also have build numbers. Refer to the
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SmartWare release notes for PMC driver software compatibility. The PMC drivers may be upgraded
together with a SmartWare release or they can be downloaded individually onto the device’s flash memory
file system.

Network Management System

Network file system access I%I
>

Configuration Server

SNMP Telnet

/ N/

4520 4110 1200 1400 2300 2400

Figure 3. SmartNode Management System

SmartView management center tools

SmartWare provides two management interfaces:

* The Command Line Interface (CLI), which supports full online configuration and monitoring access for the
operator

* The SNMP agent and MIB, with an emphasis on inventory and alarm management for integration in a
third-party Netwwork Management System (NMS)

With the aid of configuration files and TFTP up and downloads, the SmartNodes can also be managed offline
using standard text editors and file systems.

A number of host-based management applications are available to facilitate generating, editing, and maintain-
ing configuration files. Tools are also available for integrating SmartNode management into standard network
management platforms such as HP OpenView.

Applications

The Patton SmartNode product family consists of highly flexible multi-service IP network devices, which fit a
range of networking applications. This section provides an overview of the following SmartNode applications
and the main elements in a SmartNode network.

* Carrier networks—SmartNodes are used as customer gateways or integrated access devices at the customer
premises. These applications are also called Integrated Service Access (ISA).

* Enterprise networks—SmartNodes are used as WAN routers and voice gateways for inter-site networking.
These applications are also called multiservice intranets (MSI).

SmartView management center tools 31
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* LAN telephony—SmartNodes serve as gateways between the LAN and the local PBX or PSTN access.
These applications are also called LAN voice gateway (LVG).

Carrier networks

The network termination (NT) device in a multi-service IP based provider network plays a vital role. It pro-
vides the service access point for the subscriber with respect to physical connectivity and protocol interopera-
bility.

Since the access bandwidth in most cases represents a network bottleneck, the NT must also ensure traffic clas-
sification and the enforcement of service level agreements (SLA) on the access link. In broadband access net-
works, this NT is also called an Integrated Access Device (IAD) or customer gateway.

SmartNode products offer unique features as customer gateways for business services. It provides amongst oth-
ers full ISDN feature support, local switching and breakout options and mass provisioning support.

_______________________________________________________

X PSTN

Subscriber PBX

Backbone

SN2300

Services

' Subscriber LAN

Figure 4. Typical carrier network application with a SmartNode 2300

Figure 4 shows the deployment of SmartNodes in carrier networks. Each subscriber site is equipped with a
SmartNode that connects the subscriber CPE on one side with the provider network and services on the other.

Typical services in these networks are softswitch-based telephony, PSTN access through V5.2 gateways, PBX
networking services, and LAN interconnection.

Typical access technologies for these networks include xDSL, WLL, PowerLine, and conventional leased lines.
With the use of an external modem, the SmartNode can connect to leased lines or any bridged-Ethernet broad-
band access.

Enterprise networks
In company-owned and operated wide area networks, SmartNodes can be used to converge voice and data
communications on the same IP link.

In combination with centralized services such as groupware and unified messaging, the SmartNodes provide
migration and investment protection for legacy telephony systems.
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Figure 5. Typical enterprise network with a SmartNode 1400 and 2300

Figure 5 shows the deployment of SmartNodes in enterprise networks. Each site (headquarter, branch or home
office) is equipped with a SmartNode that connects the local LAN and telephony infrastructure with the IP

WAN and the local PSTN carrier.
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H.323 Gatekeeper SN1400

[——=1

| |
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PCs with SoftPhone
Figure 6. Typical LAN telephony system with a SmartNode 1400 gateway

LAN telephony

With its voice-over-IP gateway features, the SmartNode can be used as a standalone gateway for H.323 or SIP
LAN voice systems such as LAN-based PBXs or call centers (see figure 6).

A standalone gateway has performance reliability and scalability advantages compared with PC-based gateway
cards. In this application, the SmartNode also offers a migration path to enterprise or carrier networking.

Figure 6 shows the deployment of a SmartNode as a LAN voice gateway.

The PSTN connections can be scaled from a single ISDN basic rate access to multiple primary rate lines. With
Q.SIG, integration in private PBX networks is also supported.
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Introduction

This chapter introduces basic SmartWare configuration concepts. A good understanding of these concepts is
vital for the configuration tasks explained in the remaining chapters of this guide.

Patton strongly recommends that you read through this chapter because it introduces the fundamental ideas
behind the structure of the command line interface. Once you understand and know this structure, you will
find it much more intuitive to navigate through the CLI and configure specific features.

This chapter includes the following sections:

* Contexts and gateways (see page 37)

* Interfaces, ports, and bindings (see page 38)
* Profiles and Use commands (see page 39)

Patton SmartNodes are multi-service network devices that offer high flexibility for the inter-working of circuit-
switched and packet-routed networks and services. In order to consistently support a growing set of functions,
protocols, and applications, SmartWare configuration is based on a number of abstract concepts that represent

the various SmartWare components.

H.323 GW
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hind ;
bind command SIP GW commands
llsip"
VolP L yse command usecommand L VolP
NAPT Profile Profile
Profile
Service
Context PO"@Y Context
use command IP Profile (
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Figure 7. Configuration concept overview

Figure 7 shows the various elements of a complete SmartNode configuration. Each of these elements imple-
ments one of the configuration concepts described in this chapter. The figure also shows the relationships and
associations between the different elements. The relations are specified through bind (arrow) and wuse (bullet-
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lines) commands. For example, you need bind commands to bind a physical port to a logical interface, and use
commands to assign profiles to contexts.

The sections that follow refer to figure 7 on page 36 and describe the concepts and elements in more
detail.

Contexts and Gateways

Context

A SmartWare context represents one specific networking technology or protocol, namely IP (Internet Protocol)
or CS (circuit-switching). A context can be seen as virtual dedicated equipment within the SmartNode. For
example:

* A CS context contains the circuit-switching functions of the SmartNode. It can be thought of as an embed-
ded multiplexer or cross-connect within the SmartNode

* An IP context contains the routing functions of the SmartNode. It can be thought of as an embedded
router within the SmartNode

The contexts are identified by a name and contain the configuration commands that are related to the technology
they represent. A separate configuration can be built by means of the context concept for newly supported net-
work layer technologies without complicating the configuration methods of existing features. For example, as
bridging, ATM, or FR switching becomes available so a bridging, ATM, or FR context can be introduced.

Each context contains a number of interfaces, which build the connections to other SmartWare elements and
the outside world. Figure 7 on page 36 shows two contexts:

* one of type IP named router
* one of type CS named switch

This corresponds to the default configuration of all SmartNodes.
Note SmartWare currently supports only one instance of the CS and IP context types.

Example

The IP context named router can contain static routes, RIP, and NAT configuration parameters. The default
circuit-switching context named swizch can contain number translations, local breakout conditions, and least-
cost routing parameters.

Gateway

The concept of a gateway is introduced for the communication between contexts of different types. A gateway
handles connections between different technologies or protocols. For example, an H.323-gateway can connect
an IP context to a circuit-switching context.

The gateways are each of a specific type and are identified by a name. Each named gateway contains its config-
uration parameters. With this concept, a separate gateway can be built for newly-supported technology such as
MGCTP or SIP without complicating the configuration methods of existing software parts. Figure 7 on page 36
shows two gateways, one of type h323 named /323 and one of type SIP named sip.

Contexts and Gateways 37
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Example

An H.323 gateway named /323-gw has an H.323 gateway ID and an associated gatekeeper configuration. It is
connected to the interface ip-trunk on the circuit-switch context swizch and the interface global-wan on the IP
context router.

Interfaces, Ports, and Bindings

Interfaces

The concept of an interface in SmartWare differs from that in traditional networking devices. Traditionally, the
term interface is often synonymous with port or circuit, which are physical entities. In SmartWare however, an
interface is a logical construct that provides higher-layer protocol and service information, such as layer 3
addressing. Interfaces are configured as part of a context, and are independent of physical ports and circuits.
The decoupling of the interface from the physical layer entities enables many of the advanced features offered

by SmartWare.

In order for the higher-layer protocols to become active, you must associate an interface with a physical port or
circuit. This association is referred to as a binding in SmartWare. Refer to the “Bindings” section for more
information. In figure 7 on page 36, the IP context shows three interfaces and the CS context shows four inter-
faces. These interfaces are configured within their contexts. The bindings shown in the figure are not present
when the interfaces are configured; they are configured later.

Ports and circuits

Ports and circuits in SmartWare represent the physical connectors and channels on the SmartNode hardware.
The configuration of a port or circuit includes parameters for the physical and data link layer such as line
clocking, line code, framing and encapsulation formats or media access control. Before any higher-layer user
data can flow through a physical port or circuit, you must associate that port or circuit with an interface on a
context. This association is referred to as a binding. Refer to the “Bindings” section for more information.

Examples of SmartNode ports are: 10Base-T Ethernet, Serial ISDN BRI, and ISDN PRI, analog FXS and
FXO. Ports are numbered according to the SmartNode port numbering scheme. The port name corresponds to
the label (or abbreviation) printed on the hardware.

Example: Ethernet 0/1, Serial 0/0, BRI 3/2

Some ports may contain multiple circuits. For example, serial ports can contain one or more Frame Relay Per-
manent Virtual Circuits (PVC). If a port has one or more circuits configured, the individual circuits are bound
to interfaces on a context. The port itself may not be bound in that case.

Example: frame-relay pvc 112.

Figure 7 on page 36 shows five ports. Three ports are bound directly to an IP interface. One port has a single
circuit configured, which is bound to the IP context. Two ISDN ports are bound to CS interfaces.

Bindings
Bindings form the association between circuits or ports and the interfaces configured on a context. No user
data can flow on a circuit or Ethernet port until some higher-layer service is configured and associated with it.

In the case of IP interfaces, bindings are configured statically in the port or circuit configuration. The binding
is created bottom-up, that is from the port to the interface.
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In the case of PSTN CS interfaces (BRI, PRI, FXS, FXO interfaces), bindings are configured statically in the
port or circuit configuration. The binding is created bottom-up, that is from the port to the interface.

In the case of VoIP CS interfaces (H.323, SIP), bindings are configured statically in the CS interface configura-
tion. The binding is created from the interface to the gateway.

Bindings from ports to IP interfaces and from CS interfaces to ISDN ports are shown in figure 7 on page 36.

Profiles and Use commands

Profiles

Profiles provide configuration shortcuts. They contain specific settings that can be used in multiple contexts,
interfaces, or gateways. This concept allows to avoid repetitions of groups of configuration commands that are
the same for multiple elements in a configuration.

Profiles used in the IP and CS contexts are shown in figure 7 on page 36.
Use Commands

Use commands form the association between profiles and contexts, gateways, or interfaces. For example, when
a profile is used in a context, all the configuration settings in that profile become active within the context.

Profiles and Use commands 39
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Introduction

The primary user interface to SmartWare is the command line interface (CLI). You can access the CLI via the
SmartNode console port or through a Telnet session. The CLI lets you configure the complete SmartWare
functionality, as opposed to the SNMP and HTTP management interfaces that offer a more limited subset of
the functions. You can enter CLI commands online or as a configuration script in the form of a text file. The
CLI also includes monitoring and debugging commands. CLI commands are simple strings of keywords and
user-specified arguments.

This chapter gives an overview of the CLI and the basic features that allow you to navigate the CLI and edit
commands effectively. The following topics are covered:

¢ Command Modes
e Command Editing (see page 43)

Command modes

The CLI is composed of modes. There are two mode groups: the exec mode group and the configuration mode
group. Within the exec mode group there are two modes: operator exec and administrator exec. The configura-
tion mode group contains all of the remaining modes. A command mode is an environment within which a
group of related commands is valid. All commands are mode-specific, and certain commands are valid in more
than one mode. A command mode provides command line completion and context help within the mode. The
command modes are organized hierarchically. The current working mode is indicated by the CLI prompt.
Appendix B, “Mode summary” on page 525 contains a detailed overview of all command modes, and
appendix C, “Command summary” on page 529 describes the commands that are valid in each mode.

CLI prompt

For interactive (online) sessions, the system prompt is displayed as:

nodenane>

In the operator exec mode, the system prompt is displayed as:

nodenane#

In the administrator exec mode and in the different configuration modes, the system prompt is displayed as:

nodenane( node) [ nane] #

Where:

* nodename is the currently configured name of the SmartNode, the IP address or the hardware type of the
device that is being configured

* mode is a string indicating the current configuration mode, if applicable.
* name is the name of the instance of the current configuration mode

Example: the prompt in radius-client mode, assuming the nodename SNV and the instance deepblue is:

SN(r adi us) [ deepbl ue] #

The CLI commands used to enter each mode and the system prompt that is displayed when you are working
in each mode is summarized in appendix B, “Mode summary” on page 525.
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Navigating the CLI

Initial mode

When you initiate a session, you can log in with operator or administrator privileges. Whichever login you use,
the CLI is always set to operator exec (non-privileged exec) mode by default upon startup. This mode allows
you to examine the state of the system using a subset of the available CLI commands.

System changes

In order to make changes to the system, the administrator exec (privileged exec) mode must be entered. The
enable user interface command is used for this purpose (the enable command is only accessible if you are
logged in as an administrator). Once in administrator exec mode, all of the system commands are available to
you.

Configuration

To make configuration changes, the configuration mode must be entered by using the configure command in
the administrator exec mode. After doing that, other configuration modes are accessible, as diagrammed in the
overview in figure 7 on page 36.

Changing Modes
The exit command moves the user up one level in the mode hierarchy (the same command works in any of
configuration modes). For example, when in puvc configuration mode, typing exit will take you to framerelay
configuration mode.

The exit command terminates a CLI session when typed from the operator exec mode.

A session can also be terminated by using the logout command within any mode.

Command editing

Command help

To see a list of all CLI commands available within a mode, type a question mark “?” or the <tab> key at the sys-
tem prompt in the mode of interest. A list of all available commands is displayed. Commands that have
become available in the current mode are displayed at the bottom of the list, separated by a line. Commands
from higher hierarchy levels are listed at the top.

You can also type the question mark or the <tab> key while in the middle of entering a command. Doing so
displays the list of allowed choices for the current keyword in the command. Liberal use of the question mark
functionality is an easy and effective way to explore the command syntax.

The No form

Almost every command supports the keyword no. Typing the no keyword in front of a command disables the
function or “deletes” a command from the configuration. For example, to enable the Session Router trace tool,
enter the command debug session-router. To subsequently disable the Session Router trace, enter the com-
mand no debug session-router.

Command completion

You can use the <tab> key in any mode to carry out command completion. Partially typing a command name
and pressing the <tab> key causes the command to be displayed in full up to the point where a further choice
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has to be made. For example, rather than typing configure, typing conf and pressing the <tab> key causes the

CLI to complete the command at the prompt. If the number of characters is not sufficient to uniquely identify
the command, the CLI will provide a list with all commands starting with the typed characters. For example, if
you enter the string co in the configure mode and press <tab>, the selections configure, copy, and context are

displayed.

Command history
SmartWare maintains a list of previously entered commands that you can go through by pressing the <up-
arrow> and <down-arrow> keys, and then pressing <enter> to enter the command.

The show history command displays a list of the commands you can go through by using the arrow keys.

Command Editing Shortcuts

SmartWare CLI provides a number of Emacs-style command shortcuts that facilitate editing of the command
line. Command editing shortcuts are summarized in table 3 on page 44. The syntax Ctrl-p means press the p
key while holding down the keyboard’s “Control” key (sometimes labeled C#/ or C#7/, depending on the key-
board and operating system of your computer).

Esc f is handled differently; press and release the “Escape” key (often labeled Esc on many keyboards) and then
press the f key.

Table 3. Command edit shortcuts

Keyboard Description
Ctrl-p or <up-arrow> Recall previous command in the command history.
Ctrl-n or <down-arrow> Recall next command in the command history.
Ctrlf or <right-arrow> Move cursor forward one character.
Ctrl-b or <left-arrow> Move cursor backward one character.
Escf Move cursor forward one word.
Esc b Move cursor backward one word.
Ctrl-a Move cursor to beginning of line.
Ctrl-e Move cursor to end of line.
Ctrlk Delete to end of line.
Ctrlu Delete to beginning of line.
Ctrl-d Delete character.
Esc d Delete word.
Ctrlc Quit editing the current line.
Ctrl Refresh (redraw) the display.
Ctrl+t Transpose characters.
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Table 3. Command edit shortcuts (Continued)

Description

Insert a code to indicate to the system that the keystroke
immediately following should be treated as normal text,
not a CLI command.

E.g. Pression the question mark (2) character in the CLI
prints a list of possible tokens. If you want to use the '2" in
a configuration command, e.g. to enter a regular expres-
sion, press Ctrlv immediately followed by the question
mark (2).

Command editing
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Introduction

SmartNode products are designed for remote management and volume deployment. The management and
configuration of SmartNodes is therefore based on IP network connectivity. Once a SmartNode is connected
to, and addressable in, an IP network, you can remotely perform all configuration, management, and mainte-
nance tasks.

This chapter describes the procedures for entering SmartWare commands via the command line interface (CLI),
to obtain help, to change operator mode, and to terminate a session. You can access a SmartNode as follows:

* Directly, via the console port (by using a terminal directly connected to a SmartNode)
* Remotely, via the IP network (by using a Telnet application)

The ports available for connection and their labels for each SmartNode model are shown in the getting started
guide that came with your SmartNode system.

Remember that the CLI supports a command history and command completion. By scrolling with the Up and
Down arrow keys, you can find many of your previously entered commands. Another timesaving tool is com-
mand completion. If you type part of a command and then press the <tab> key, the SmartWare shell will
present you with either the remaining portion of the command or a list of possible commands. These features
are described in chapter 3, “Command line interface (CLI)” on page 41.

Although SmartWare supports concurrent sessions via Telnet or
A the console port, we do not recommend working with more than

one session to configure a specific SmartNode.

IMPORTANT

Accessing the SmartWare CLI task list

The following sections describe the basic tasks involved in accessing the SmartWare command line interface.
Depending on your application scenario, some tasks are mandatory while others could be optional.

* Accessing via the console port (see page 49)

* Accessing via a Telnet session (see page 50)

* Logging on to the SmartWare (see page 51)

* Selecting a secure password (see page 52)

* Configuring operators and administrators (see page 52)
* Displaying the CLI version (see page 54)

* Displaying account information (see page 54)

* Switching to another log-in account (see page 54)

* Checking identity and connected users (see page 55)

* Ending a Telnet or console port session (see page 506)
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Accessing via the console port
To access a SmartNode via its console port, the host computer must be connected directly to the console port
(labeled CONSOLE) with a serial cable (see figure 8). The host must use a terminal emulation application that
supports serial interface communication.

Serial
Interface Console

Node

[ =]

Host
Figure 8. Setup for initial configuration via the console port

Note You do not need to configure IP settings if you access the SmartNode via the
console port.

Console port procedure
Before using the CLI to enter configuration commands, do the following:

1. Set up the hardware as described in the getting started guide that came with your SmartNode system.
2. Configure your serial terminal for 9600 baud, 8 data bits, no parity, 1 start bit, 1 stop bit, and no flow control.

3. Connect the serial terminal to your SmartNode. Use a serial cable according to Appendix A of the getting
started guide included with your SmartNode device.

4. Power on your SmartNode. A series of boot messages are displayed on the terminal screen. At the end of
the boot sequence, press the <Return> key and the login screen will be displayed.

5. Proceed with logging in.
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Accessing via a Telnet session

This is the most commonly used method for connecting to a SmartNode. The Telnet host accesses the Smart-
Node via its network interface. A host can be connected directly to the ETH 1 port (LAN) with a crossover
cable (see figure 9, part A) or through an Ethernet hub with two straight cables (see figure 9, part B).

Network ETH O
Interf LAN
A nterface (LAN) Node
Host Crossover Cable
Network ETHO

Inferface (LAN)

[ =

Host

Straight Cables

Figure 9. Setup for initial configuration via an Ethernet port

Note If the IP configuration of the Ethernet port (LAN port) is not known or is
incorrectly configured, you will have to use the console interface.

The host must have a valid IP address configured in the same subnet as the SmartNode. Table 4 lists the default
IP address and network mask of the Ethernet ports of the SmartNode.

Table 4. Default IP address configuration

Port IP Address Network Mask
ETH O 172.16.40.1 255.255.0.0/16
(formerly 10.0.0.10)
ETH 1 192.168.1.1 255.255.255.0/24
(formerly 10.0.0.10) (formerly 244.255.0.0/16)

Note The default IP addresses listed in table 4 apply to an operating scenario com-
patible with the factory configured settings of the SmartNode. If your operating
requirements are significantly different, your SmartNode may have different
default IP addresses. Check SmartWare release notes for more details.
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Telnet Procedure
Before you begin to use the CLI to input configuration commands, do the following:

1. Set up the SmartNode as described in the getting started guide included with your SmartNode device.

2. Connect the host (PC) or hub to the ETH 1 (LAN) port of your SmartNode with crossover or straight-
thru cables, according to Appendix A of the getting started guide included with your SmartNode device.

Power on your SmartNode and wait until the Ruz LED lights.

Be sure that the IP address and subnet mask of your host are in the same address range as the ETH 1
(LAN) port of your SmartNode.

Open a Telnet session to the ETH 1 (LAN) port with the IP address 10.1.0.10 of your SmartNode.
6. Proceed with logging in.

Log onto the SmartWare

Accessing your SmartNode via the local console port or via a Telnet session opens a login screen. The following
description of the login process is based on a Telnet session scenario but is identical to that used when accessing
via the local console port.

The opening Telnet screen you see resembles that shown in figure 10. The window header bar shows the IP
address of the target SmartNode.

A factory preset administrator account with name administrator and an empty password is programmed into
the SmartWare at the factory. For that reason, use the name administrator after the login prompt and simply
press the <Enter> key after the password prompt.

login: administrator

naccumeyd-
P L} =

172.16.40.77>0

Figure 10. Login display

Upon logging in you are in operator execution mode, indicated by the “>” as command line prompt. Now you
can enter system commands.

Note Details on screen in figure 10, such as the IP address in the system prompt
and window header bar, may be different on your SmartNode device.
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You are responsible for creating a new administrator account to

A maintain system security. Patton Electronics accepts no responsi-

bility for losses or damage caused by loss or misuse of pass-
IMPORTANT  words. Please read the following sections to secure your network
equipment properly.

Selecting a secure password

It is not uncommon for someone to try to break into (often referred to as hacking) a network device. The net-
work administrator should do everything possible to make the network secure. Carefully read the questions
below and see if any applies to you:

* Do your passwords consist of a pet’s name, birthdays or names of friends or family members, your license
plate number, social security number, favorite number, color, flower, animal, and so on?

* Do you use the same password repeatedly? (Example: Your ATM PIN, cell phone voice mail, house alarm
setting code, etc.)

* Could your password or a portion thereof be found in the dictionary?
* Is your password less than six characters long?

To prevent unauthorized access, you should select passwords that are not dictionary words or any of the above-
mentioned examples. Every password should be at least 6 characters long and include at least one capital letter,
one number, and one lowercase letter.

A good example of a password is: 3Bmshtr

You are probably asking yourself, “How am I going to remember that?” It’s easy, the password above is an acro-
nym taken from: “3 blind mice see how they run.” Making a good password is that easy! But please, don’t use
the above example password for your SmartNode device.

Configure operators and administrators

To secure the system, as well as to enable remote access to the system, you must create operator and administra-
tor login accounts. These accounts are valid system-wide. Operators and administrators can log in to the
SmartWare via the console or through Telnet.

Note Only administrators are allowed to create new administrator and operator
accounts.

Factory preset administrator account

At the beginning of setup, SmartWare contains a factory preset administrator account with the name adminis-
trator and an empty password. After adding a new administrator account, the factory preset administrator
account is automatically deleted and only the newly created administrator account is available. You can create
more than one administrator account, but there has to be at least one administrator account defined. If, for
some reason, the last administrator account is deleted, SmartWare automatically recreates the factory preset
administrator account with the name administrator and an empty password.

Creating an operator account

Operators do not have the privileges to run the enable command and therefore cannot modify the system con-
figuration. Operators can view partial system information.
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Creating a new operator account is described in the following procedure:

Mode: Operator execution

Step Command Purpose
1 |node>enable Enters administration execution mode
2 |node#configure Enters configuration mode

3 |node(cfg)# operator name password password|Creates a new operator account name and
password password

4 |copy running-config startup-config Saves the change made to the running config-
uration of the SmartNode, so that it will be
used following a reload

Example: Create an operator account

The following example shows how to add a new operator account with a login name support and a matching
password of s4DFerqw. The changed configuration is then saved.

SN>enabl e

SN#confi gure

SN( cf g) #oper at or support password s4DF&gw
SN( cf g) #copy runni ng-config startup-config

Creating an administrator account

Administrators can run the enable command and access additional information within the SmartWare config-
uration modes. Therefore administrators can modify the system configuration, as well as view all relevant sys-
tem information.

Creating a new administrator account is described in the following procedure:

Mode: Operator execution

Step Command Purpose
1 |node>enable Enters administration execution mode
2 |node#configure Enters configuration mode

3 |node(cfg)# administrator name password password|Creates a new administrator account
name and password password

4 |node(cfg)#copy running-config startup-config Permanently stores the new administrator
account parameters.

Example: Create an administrator account

The following example shows how to add a new administrator account with a login name super and a matching

password Gh3*Ke4h.

SN>enabl e

SN#confi gure

SN( cf g) #admi ni strat or super password Gh3*Ke4h
SN( cf g) #copy runni ng-config startup-config
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Displaying the CLI version

This procedure displays the version of the currently running SmartWare CLI.

Mode: Operator execution

Command Purpose

1 |node>show version cli Displays the CLI version

Example: Displaying the CLI version

The following example shows how to display the version of the current running SmartWare CLI on your
device, if you start from the operator execution mode.

SN>show version cli
CLlI version : 3.00

Displaying account information
You can use the show command in the SmartWare to display information about existing administrator and
operator accounts. This command is not available for an operator account.

The following procedure describes how to display account information:

Mode: Administrator execution

Command Purpose

1 |node#show accounts Displays the currently-configured administrator and operator
accounts

Example: Display account information

The following example shows how to display information about existing administrator and operator accounts.

SN#tshow account s

adm ni strator accounts:
super

operator accounts:
support

Switching to another account

A user can use the su command to switch from one user account to working in another. With this command, a
user can change from his current account to another existing account ‘name’. After executing su with the
account name to which the user wants to change as argument, he must enter the password of the particular
account to get privileged access.

Mode: Administrator or operator execution

Command Purpose

node>su account-name Changes to the user account accountname.
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Example: Switching to Another Account

The following example shows how to change from your current user account to an administrator account,
starting from the operator execution mode. In the example below the who command is used to check the iden-
tity within both accounts

| ogi n: support
password: <password>

SN>who

You are operator support
SN>su super

Ent er password: <password>
SN>who

You are admi ni strator super

Checking identity and connected users

The who command displays who is logged in or gives more detailed information about users and process states.
Depending on the execution mode, the command displays varying information. In administrator execution
mode, the command output is more detailed and shows information about the ID, user name, state, idle time,
and location. In operator execution mode, only the user name being used at the moment is reported, which

helps checking the identity.

Mode: Administrator or operator execution

Step Command Purpose

1 node#who |[Shows more detailed information about the users ID, name, state, idle time and
location

or

| node>who |Shows the user login identity

Example: Checking identity and connected users

The following example shows how to report who is logged in or more detailed information about users and
process states, depending on the execution mode in which you are working,.

Used in administrator execution mode:

SN#who
ID User nane State Idle Locati on
* 0 admnistrator exec 00: 00: 00 172.16.224.44:1160
1 support exec 00:01:56 172.16.224.44:1165

Note The “*” character identifies the user executing the who command. /D repre-
sents the ID of the account. Szate represents the actual running condition of
the user, which can be logout, login, exec and config.

Used in operator execution mode:

SN>who
You are operator support
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Ending a Telnet or console port session
Use the logout command in the operator or administration execution mode to end a Telnet or console port ses-
sion. To confirm the logout command, you must enter yes on the dialog line as shown in the example below.

Mode: Operator execution

Step Command Purpose

1 |node>logout Terminates the session after a confirmation by the user.

Example: End a Telnet or console port session

The following example shows how to terminate a session from the administrator execution configuration
mode.

SN>I ogout
Press 'yes’ to logout, 'no’ to cancel

After confirming the dialog with “yes”, the Telnet session to the SmartNode is terminated and the Telnet appli-
cation window on your host closes.

Note Using the command exit in the operator execution mode also terminates a
Telnet or console port session, but without any confirmation dialog.
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Introduction

This chapter explains how to establish network-based connections to and from your SmartNode using IP inter-
faces and Ethernet ports. You can configure basic IP connectivity in the contexs IP and the subsidiary interface
command modes. For a complete description of the IP context and interface configuration related commands
referred to in this chapter, see chapter 10, “IP context overview” on page 117, and chapter 11, “IP interface
configuration” on page 125.

The chapter includes the following sections:
* IP context selection and basic interface configuration tasks
*  Examples (see page 62)

The predefined IP context in SmartWare contains the functionality of a classic IP router. Within the IP con-
text, packets are routed between IP interfaces according to the routing table. The following sections guide you
through all the steps necessary to establish network-based IP connectivity to and from your SmartNode.

IP context selection and basic interface configuration tasks

The following are the basic tasks involved in configuring an IP context, the related interfaces, and ports:
 Entering the IP context, creating IP interfaces and assigning an IP address

* Defining IP Ethernet encapsulation and binding an IP interface to a physical port (see page 59)

¢ Activating the physical port (see page 59)

* Displaying IP interface information (see page 60)

* Deleting IP interfaces (see page 61)

After you have entered the IP context and performed the basic configuration tasks, it is possible to configure
additional protocols and services such as RIP, ICMP, and NAPT for your IP context.

Entering the IP context, creating IP interfaces and assigning an IP address
SmartWare application software running on your SmartNode has a predefined IP context, which has to be
selected for the configuration procedure. An IP interface name can be any arbitrary string of not more than 25
characters. Use self-explanatory names for your IP interfaces which reflect their usage. Each IP interface needs
its explicit IP address and an appropriate net mask to be set.

Mode: Configure

Step Command Purpose
1 |node(cfg)#context ip router Enters the predefined IP context configuration
mode.
2 |node(ctx-ip)[router]#interface name Creates the new interface name, which repre-

sents an IP interface. This command also
places you in interface configuration mode
for the interface name you have just created.

3 |node(if-ip)[namel#ipaddress ip-address netmask|Sets the IP address ip-address and netmask
netmask for the interface name
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Example: Enter IP context, create IP interfaces, and set IP address and netmask

The procedure below assumes that you want to create an IP interface named /an, with an IP address of
192.168.1.3 and a net mask of 255.255.255.0. Use the following commands in configuration mode to select
the IP context and create the IP interface.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface | an
SN(i f-ip)[lan]# paddress 192.168. 1.3 255.255.255.0

Defining IP Ethernet encapsulation and binding an IP interface to a physical port
Before an IP interface is accessible, you must define the IP Ethernet encapsulation for the related port. It is
assumed that you would like to define the IP Ethernet encapsulation for port port on slot sloz. Before an IP
interface can be used, it needs to be bound to a physical port of your SmartNode. The SmartNode has one or
more expansion slots that can have one or more ports. Specifying a port unambiguously means that you must
define the slot in which it is located. It is assumed that you would like to bind the IP interface name to port
port of slot slot.

Mode: Configure

Step Command Purpose

1 |node(cfg)#port ethernet slot port Enters port configuration mode and
selects the Ethernet port port on slot
slot, on which use the IP Ethernet
encapsulation and to which bind an IP
inferface.

2 |node(prt-eth)[slot/port]#encapsulation ip Sets IP Ethernet encapsulation for port
port on slot slot

3 |node(prt-eth)[slot/port]#bind interface name router |Binds the interface name to port port
on slot slot to the IP context named
router, which is the IP router context

Example: Define IP Ethernet encapsulation and bind IP interface to physical port

It is assumed that you would like to set the IP encapsulation for the Ethernet port 0 on slot 0 and bind the
already defined IP interface Jan to the same physical port. Use the following commands in port Ethernet mode.
SN(ctx-ip)[router]#port ethernet 0 O

SN(prt-eth)[0/0] #encapsul ation ip
SN(prt-eth)[0/0] #bind interface |lan router

Activating a physical port

After completing all the settings for the IP interface, you must activate the physical port. The SmartWare
default status for any port is disabled. In SmartWare terminology, any port is in the shutdown state unless it is
activated by command.
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Using the command show port ethernet sloz port lists the actual status for the selected physical port. The fol-

lowing listing shows the port Ethernet information for port 0 on slot 0, which is in the shutdown state as indi-
cated by the current state CLOSED.

SN(prt-eth)[0/ 1] #show port ethernet 0 O

Et hernet Configuration

Por t . ethernet 000
State . CLOSED

MAC Addr ess : 00:30:2B: 00: 1D: D4
Speed . 10Mops

Dupl ex : Hal f

Encapsul ation : ip

Bi ndi ng T wan@ out er

Frane For mat . standard

Default Service: 0O

To activate a port for operation, you must remove the shutdown status of the port. That means you must
change the state of the port to OPENED. To activate a physical port, use the no shutdown command in port
configuration mode.

Step Command Purpose

1 |node(ctx-ip)[router]#port ethernet slof port |Enters port configuration mode and selects the
Ethernet port port on slot slof, which is to be acti-
vated

2 |node(prt-eth)[slot/port]#no shutdown Activates the physical port port on slot slot for
operation

Example: Activating the physical port

It is assumed that you would like to activate the physical port 0 on slot 0, for which you use the following com-
mands in port configuration mode.

SN(cfg)#port ethernet 0 O

SN(prt-eth)[0/0] #no shut down

At this point, your SmartNode has a running IP interface on Ethernet port 0 on slot 0, which uses IP encapsulation.

Displaying IP interface information
You can display information for all the configured IP interfaces by using the show command. The command
lists relevant information for every IP interface. The IP interfaces are identified by the name.

Mode: Configure

Step Command Purpose

1 |node(cfg)#show ip interface Displays IP interface information
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Example: List existing IP interfaces

You can display IP interface information by using the show ip interface command in configuration mode. In
the following example, only the information available for IP interface /an is displayed. Depending on the num-
ber of defined IP interfaces, the output of the show ip interface command can be longer.

SN(ctx-ip)[router]#show ip interface

Cont ext : router

Nare: I an

| P Address: 192.168. 1.3 255. 255.255.0
P2P: poi nt -t o- poi nt

MTU: 1500

| CVMP router-di scovery: enabl ed

I CVP redirect: send only

State: OPENED

Bi ndi ng: ethernet 0 O O/ethernet/ip

An easy way to list existing interfaces is by using the interface command followed by a “?” in the IP context
configuration mode, which creates a list of all the defined IP interfaces.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface <?>

<interface> New i nterface

ext er nal Exi sting interface
i nternal Exi sting interface
I an Exi sting interface
wan Exi sting interface

Deleting IP interfaces

It is often necessary to delete an existing interface in the IP context. The procedure described below assumes
that you would like to delete the IP interface name. Use the no argument to the interface command as in the
following demonstration in IP context configuration mode.

Mode: Context IP

Command Purpose

1 |node(ctx-ip)[router]#no interface name |Deletes the existing IP interfaces name

Example: Delete IP interfaces

The procedure described below assumes that you would like to delete the IP interface named exzernal. Use the
following commands in IP context mode.

1. List the existing interfaces:

SN(ctx-ip)[router]#interface <?>

<interface> New i nterface

ext er nal Exi sting interface
i nternal Exi sting interface
I an Exi sting interface
wan Exi sting interface
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2. Delete the interfaces named external with the no interface command, with the interface name as argu-
ment:
SN(ctx-ip)[router]#no interface external
3. List the interfaces again to check if the IP interface external has been deleted:
SN(ctx-ip)[router]#interface <?>
<interface> New i nterface
i nt ernal Exi sting interface
I an Exi sting interface
wan Exi sting interface
Examples

Setting up an IP interface on an Ethernet port

The following example shows all required configuration steps, which end in an activated IP interface on Ether-
net port 0 on slot 0. Figure 11 shows the relation between the IP interface /a7 and the Ethernet port 0 on

slot 0. The configuration procedure below starts in the operator execution mode:

62

interface lan

bind command

Port Port
Ethernet Ethernet
00 01

Figure 11. Relation between IP Interface lan and Ethernet port O on slot O

Select the context IP mode for the required IP interface configuration.

SN>enabl e

SN#confi gure

SN( cf g)#context ip router

Create a new interface /an, for which both the IP address and net mask are specified.
SN(ctx-ip)[router]#interface |an

SN(i f-i p)[| an] #i paddress 192.168.1.3 255. 255, 255. 0

Select the Ethernet port 0 on slot 0; set the medium to 10 Mbps in half-duplex mode, and choose the IP
encapsulation for this port.

SN(if-ip)[lan]#port ethernet 0 O
SN( prt-eth)[0/0] #nedi um 10 hal f

Examples
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SN(prt-eth)[0/0] #encapsul ation ip

4. Bind the interface /an you just defined to the Ethernet port, and then activate the port.

SN(prt-eth)[0/0] #bi nd interface |l an router
SN(prt-eth)[0/0]#no shut down

5. Store the configuration settings in the startup configuration so as to be available after the next system
reboot.

SN(prt-eth)[0/0]#copy running-config startup-config
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Introduction

This chapter describes how to load and maintain system images and driver software. System images contain the
application image and driver software images. The application image represents the software running Smart-
Ware, which must be stored in the persistent region of the memory. Driver software images contain software
that must also be stored in the persistent region of the memory. Driver software images are used for optional
PMC interface cards.

This chapter includes the following sections:

*  Memory regions in SmartWare

* Boot procedure and bootloader (see page 68)
* Factory configuration (see page 76)

* System image handling task list (see page 77)

Patton SmartNode devices are shipped with a default system image that is stored in persistent flash memory.
The system image contains the application image and driver software images that comprise the SmartWare. In
addition, a factory configuration is loaded into the SmartNode at the factory that sets initial SmartWare
parameters.

Operational configuration files that you create are stored in SmartNode flash memory. Backup copies can also
be stored on a remote server. Transferring configuration files between the flash memory and a remote server
requires using the trivial file transfer protocol (TFTP). The TFTP server must be accessible through one of the
SmartNode IP interfaces. TFTP cannot be used from the console interface.

The following sections focus on SmartWare memory regions, as well as the software components you can copy
into the memory or move between a TFTP server and the memory of the SmartNode. Since SmartWare uses a
specific vocabulary in naming those software components, refer to appendix A, “Terms and definitions” on
page 517 to ensure that you understand the concepts.

Memory regions in SmartWare

The SmartNode memory SmartWare uses is divided into several regions as shown in figure 12 on page 67. A
remote TFTP server is used for uploading or downloading the configurations, application, and driver software
images to or from the SmartNode’s memory. In SmartWare command syntax, you must prefix the file path of a
file on the TFTP server that is used for image upload or download with #fip:, followed by the absolute file path
starting from the root directory of the TFTP server.

The flash memory persistently stores data it contains and has two logical regions called flash: and nvram:,
which are used as follows:

* The application image, a bootloader image and one or more driver software images must be stored in the
logical region flash: of the flash memory.

* Configuration files must be stored in the logical region nvram: of the flash memory. The factory default configu-
ration is always loaded and may be restored by pressing the SmartNode reset button; see the getting started guide
that came with your SmartNode. The startup, or user-specific configuration, is also stored in nvram:.

The factory configuration is read-only. It is contained in the logical region nvram: of the SmartNode. It can be
used if no user-specific configuration is available to start-up SmartWare with a minimal functionality. This
configuration is named factory-config in SmartWare terminology.
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A dedicated user-specific configuration must be created and stored in the flash memory. This configuration
defines the user’s desired system functionality and is used to start-up the system under normal conditions. This
configuration must be stored as default-config in the logical region nvram: of the flash memory. Any configura-
tion stored in the logical region nvram: can be copied to a remote server by using TFTD.

Since configurations cannot be executed from the persistent memory, any configuration to be used must be cop-
ied into the volatile memory of the SmartNode prior to operation. This procedure takes place after the system
bootstrap, where the application image (i.e. SmartWare) is started and a configuration must be available. Shortly
before SmartWare is fully started up, the configuration startup-config is copied from the logical region nvram: of
the flash memory as the running-config into the volatile memory system: of the SmartNode. The volatile memory
system: is a logical region in the random access memory (RAM) of the SmartNode.

Changing any settings during operation of a SmartNode alters the running configuration, i.e. the one named
running-config in the volatile memory system:. In order to have such modifications available after the next sys-
tem start, the running configuration must be stored back as szarzup-config into the persistent memory nvram:.
Furthermore, it is possible to backup the running-config located in the volatile memory syster: into the persis-
tent memory nvram: or on a remote TFTP server, by using a user-defined name.

/\

Memory Regions in Storing the current Running Configuration remotely

Embedded Software

Storing the current Configuration locally

AN

Configuration File Upload

Volatile

tip:

© Configuration
Files

o Baichfiles for
System Image
download

\

/7 7 /
Remote (TFIP Server) Local (Intelligent Acess Device) \ / \
/ Persistent V

flash: nvram
o Application Image o Factory
o Bootloader Image Configuration
© Microcode Image “factory-config”
(read-only)
o Startup
Configuration

“startup-config”
o User specific

Configuration

“user-config”

4

system:

o current Running
Configuration
“running-config”

/

4
JAN

4

NN

_~

\

/
/

Image / Microcode Download N

\ Only on Startup to execute the
Configuration File Download

Startup or Factory Configuration
Figure 12. SmartNode memory regions logically defined in SmartWare
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Boot procedure

During a normal boot procedure of a SmartNode, the bootstrap application checks for an application image in
the persistent memory of the logical region nvram:. The application image is then executed, i.e. the SmartWare
is started module by module. Shortly before SmartWare is fully started up, the configuration szartup-config is
copied from the logical region nvram: of the flash memory as running-config into the volatile memory system:
and it is used to parameterize SmartWare. Figure 13 illustrates the boot procedure.

)

Bootstrap v Bootloader

pressed

System Button

released >

Application
Image

valid

Application v

start Software Modules

pressed

System Button

released

A 4
use startup-config use factory-config
[ System Up ]

Figure 13. Boot procedure

There are two situations during bootstrap when the bootloader takes control:

* The bootstrap application checks the status of the Reset button (not available for SN4xxx) on the back
panel of the SmartNode; if the user has pressed the system button, it launches the bootloader

e Ifa valid application image is not available

The bootloader ensures that basic operations, network access, and downloads are possible in case of interrupted
or corrupted application image downloads. After downloading an application image, the bootstrap only
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switches to the newly loaded application image if it is valid. Otherwise, the bootstrap still uses the previous
application image.

If the application image is valid, it is started and SmartWare is brought into operation module by module.
During this system initialization phase (when the message Press reset button to restore factory defaults... appears
on the console screen), the status of the reset button on the back panel of the SmartNode is checked. If the but-
ton has been pressed, the factory configuration is loaded into the volatile memory and is used to parameterize
the SmartWare (not available for SN4xxx). If the button has not been pressed, the startup configuration is
loaded into the volatile memory and is used to parameterize the SmartWare.

Bootloader (for SmartNode 1000 and 2000 Series)

Start Bootloader and login

To start the Bootloader explicitly, power on the SmartNode while pressing the reset button. All front LEDs will
light up. Keep pressing the reset button until the BRI/Ethernet LEDs on SmartNode 1x00 and the ACT LED on
SmartNode 2x00 are off. When the bootloader starts, the BRI LEDs on SmartNode 1x00 and the ACT LED on
SmartNode 2x00 are blinking. Open a Telnet connection to the SmartNode via either one of Ethernet interfaces
and the Login display shown in figure 14 will appear. Use the credentials admin/patton to login.

Note The Bootloader does not support the console interface. The Ethernet inter-
faces preserve the IP addresses, IP masks, and default gateway that they had
before starting the bootloader.

P |
=

File Edit Setup Control Window Help

Sof tware Version: SmartWare BootLoader_ V_1.00
Hardware Version: 0001
Serial Humber: 100000020363

copyright 2000 by —

login : admin
Password:

Figure 14. Login display

Main shell and domains
After login, you access the Main Shell (see figure 14). You can select from three available domains:

* Route Table Manager (RTM)
¢ Download Agent

e Diagnostic

Bootloader (for SmartNode 1000 and 2000 Series) 69
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The available command set is shown in table 5.

Table 5. Main shell command set

Command Function
2 Displays the main menu with available commands, domains and active sessions.
help Displays a list of the commands available in the current domain.
boot Restarts the system.

divds |Diverts the output of domain d to another session s, i.e. to Telnet interfaces.

sd d Switches to another domain. You can display the available domains in the main
menu by entering “2”. The “d = 0” command invokes the Route Table Manager;
“d = 1" invokes the Download Agent; “d = 2" invokes the Diagnostics.

quit/quit s |Terminates the current session/the session at Telnet interfaces.

File Edit Setup Control Window Help

TARGET MAIN SHELL

Available commands:

help : display domain specific commands

boot . restart

diw d t : divert output of domain d to =es=sion =
=d d ¢ switch to domain d

quit = . terminate session =

quit . terminate current session

Active sessions:
TELHET 0

Available domains
0 : RTH {output on TELWET 0}

1 : Downloadigent {output on TELWET 0}
2 . Diagnostic {output on TELWET 0}

[0 »»

Figure 15. Main shell

Route Table Manager (RTM)
To access the Route Table Manager, type sd 0.
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Type help to display a list of commands that are available in the RTM domain (see figure 16).

File Edit Setup Control Window Help

HELF FOR ROUTE TAELE MANAGER

Available Commands:
help : display this text

add : add a new static route
add [destination] mask[ma=sk] gw[gateway] metric[metric] [port[port]]

delete : delete a static route
delete [destination] mask[mask] gw[gateway] [port[port]]

clear ¢ un-mount all static routes on router

update : re—mount all static routes on router

print : display all routes currently active
WETH[O]

Figure 16. Route Table Manager display

To add a new static route, use the command add.

For example:

add 1.2.3.4 mask 255.255.0.0 gw 1.2.3.10 metric 0
You can delete a route by using the command delete.

For example:

delete 1.2.3.4 mask 255.255.0.0 gw 1.2.3.10
To deactivate/activate all static routes, use the commands clear followed by update.

You can display a list of all routes currently active by typing print.

Download Agent
To access the Download Agent, type sd 1.
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Type help to display a list of commands that are available in the Download Agent domain (see figure 17).

File Edit Setup Control Window Help

HELF FOR DOWHLOAD AGENT

g=ip:

gt

gtcf

gdfl:

==ip <Server IP address::
=zetz TFTP =erver address {(e.g. =ssip 172.16.1.175)
D
di=play=s TFTF server addres=s
=trc <number of retries::
=zetz the TFTP retry count
ro:
gets the TFTP retry count
=tcf <trues|false::
=zetsz the TFTP continue flag
cf:
gets the TFTP continue flag
=dfl <time in minutes::
zets the download file lifetine
gets the download file lifetime
download <=erver base path: <file name::
downloads and reads the config file. then downloads what i=s listed

in the config file.
Downloadigent[0] »3»

{e.g. download ~homesconfig-inl200 my_config)

Figure 17. Download Agent display

The Download Agent allows you to set and read different TFTP server settings:

 IP address (ssip, gsip)
* Retry count (strc, gtrc)

* Continue flag (stcf, gtcf)

* Download file lifetime (sdfl, gdfl)

You can use the command download to download an application image or a configuration file from the TFTP

server, for example:

downl oad / Smar t Wr e/ Sn1xxx/ Vx/ R2. 10/ BUI LD21215 b

where /SmartWare/... is the path to the directory where the application image (Build) is stored, relative to the
configured TFTP root, and ‘D’ is the batch file that tells the Download Agent which files to download.

Diagnostic

To access the Diagnostic domain, type sd 2.

72
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Type help to display a list of the available commands in the Diagnostic domain (see figure 18).

File Edit Setup Control Window Help

HELF FOR DIAGHOSTICS

Available Commands:

ping <IP addres=: [<Hr of packets:]
flashtest <Hr of sectors:

eraseefs

Bizgnostic[0] >

Figure 18. Diagnostic Display

The command ping allows you to verify the IP connectivity within a network.
You can test the various sectors of the SmartNode flash memory with the command flashtest.

Use the command eraseefs to delete the contents of the EFS.

Bootloader (for SmartNode 4110/4520 Series)

The SmartNode 4110/4520 Series comes with a new Bootloader, the RedBoot Bootloader. It offers new features
such as console access to the Bootloader and the capability for downloading application images (e.g. Smart-
Ware) via the serial link of the console.

Start Bootloader
To start the Bootloader, reload the system and press Ctrl-C (when the message Press AC to abort boot script, ...
appears on the console screen). The follow prompt will be displayed:

RedBoot >

Type help to display an overview of the available commands.
Note If the cursor keys (up, down, left, right) are not working, use Ctrl-N (for up)

and Curl-P (for down) instead. Commands can be abbreviated as long as
they do not become ambiguous.
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Start-up with factory configuration

Step Command Purpose

1 RedBoot> fis load Copies the SmartWare application image from the
persistent memory (flash:) to the volatile memory
(RAM) from where it will be executed.

2 RedBoot> go -s factory-config |Starts the SmartWare application telling it to use
‘factory-config’ as startup configuration.

You can also start-up with any other configuration
available in the persistent memory (nvram:) by pro-
viding its name instead of ‘factory-config’.

Load a new application image (SmartWare) via TFTP
The following procedure downloads the application image (SmartWare) for the mainboard. See the note below
on how to download the respective CLI description file.

Step Command Purpose
1 RedBoot> ip_address - | Sets the IP address and subnet mask of the
optional |local_ip_address [/ mask_len] Ethernet interface 0/0 which shall be used to

receive the new application image.

mask_len is the length of the network address
(or the number of 1’s within the subnet mask).
See Note below.

2 RedBoot> ip_address -g gateway Sets the IP address of the default gateway.
optional
3 RedBoot> ping -h ffipserver_ip_address |Tests the connectivity to the TFTP server.
optional

4 RedBoot> load -r -v -h host -b Downloads an application image into the vola-
base_address file_name tile memory (RAM) from where the SmartNode
could directly execute it.

host: IP address of the TFTP server
base_address: memory location where to store
the application image. Use the default address
0x1800100

file_name: path and name of the file on the
TFTP server. Note: use the image file that con-
tains the whole application, not the image
parts.

5 RedBoot> fis delete -n 1 Deletes the first application image.
Reply with ‘y’ to the confirmation request.

6 RedBoot> fis create Stores the downloaded application image to
the permanent memory (flash:).
Reply with ‘y’ to the confirmation request.

7 RedBoot> fis list -I Checks whether the image has been success-
fully stored, whether it is the desired Release
and Build, and whether it is valid.
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Command Purpose

8 RedBoot> go Starts the application image that was down-
loaded into the volatile memory (RAM).

Note With the Bootloader, only the Ethernet interface 0/0 is available. The Boot-
loader applies the IP address, subnet mask, and default gateway that were last
configured by the Bootloader itself or by another application (e.g. Smart-
Ware). If an application configured the Ethernet interface 0/0 to use DHCP,
the Bootloader will also use DHCP to learn the interface configuration. It
can receive and apply the IP address, subnet mask, default gateway, and
default (TFTP) server (transmitted as basic DHCP information ‘Next server
IP address)).

Note This procedure does not download the respective CLI description file.

Download it after starting up SmartWare with the following command:
copy tftp://<tftp_server_address>/<server path>/bl flash:

Example: Downloading and storing a new application image (SmartWare)

RedBoot> ip -1 172.16.40.98/19

RedBoot> ip -g 172.16.32.1

RedBoot > ping -h 172.16. 32. 100

Network PING - from 172.16.40.98 to 172.16.32. 100
.......... PING - received 10 of 10 expected

RedBoot> | oad -r -v -h 172.16.32.100 -b 0x1800100 / Sn4xxx/i mage. bin
Usi ng default protocol (TFTP)

Raw file | oaded 0x01800100- 0x0199ca6b, 1689964 bytes, assumed entry at 0x01800100

RedBoot> fis delete -n 1
Delete inmage 1 - continue (y/n)? vy
Erase from 0x60030000-0x601cc974: ........ ... ...

RedBoot > fis create

Use address 0x01800100, size 1684402 ? - continue (y/n)? vy

... Erase from 0x60030000-0x601ch3ba: .......... ... ... .. ... . ...
Program from 0x00011leec- 0x00011lef4 at 0x60030000:
Program from 0x01800100- 0x0199b4b2 at 0x60030008: ..........................
Program from 0x0001leec- 0x00011lef 4 at 0x60030000:

Image successfully witten to flash

RedBoot > fis |ist -1

Id Address Lengt h State Description
Entry Load Addr Ver si on

1 0x60030000 1693438 valid SmartWare R2.10 BU LD28015
0x01800100 0x01800100 V2. 10

RedBoot > go
Starting ' SmartWare R2.10 BU LD28015 at 0x01800100 via 0x01800100
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Load a new application image (SmartWare) via the serial link
The Bootloader supports the X-Modem’ and ‘Y-Modem’ protocols to download application images via the
serial link of the console. Do the following to initiate the download:

Step Command Purpose
1 RedBoot> load -r -v -m { | Downloads an application image into the volatile memory
xmodem | ymodem } -b  |(RAM) from where the SmartNode could directly execute it.
base_address ‘xmodem’ or ‘ymodem’: Specify the protocol to be used, X-

Modem or Y-Modem

base_address: memory location where to store the application
image. Use the default address 0x1800100

Execute the above RedBoot command first, then start the trans-
fer from the terminal program with the command ‘Send file via
X-Modem’ (or similar).

5 RedBoot> fis delete -n 1 Deletes the first application image.
Reply with ‘y’ to the confirmation request.

6 RedBoot> fis create Stores the downloaded application image to the permanent
memory (flash:).
Reply with ‘y’ to the confirmation request.

7 RedBoot> fis list -| Checks whether the image has been successfully stored,
whether it is the desired Release and Build, and whether it is
valid.

8 RedBoot> go Starts the application image that was downloaded to the vola-

tile memory (RAM).

Note This type of download takes about 25 minutes (for the SmartNode 1000
series) since it uses a serial link at only 9600 baud.

Factory configuration

SmartNodes are delivered with a factory configuration stored in the logical region nvram: of the memory. It is used
to initially parameterize the network and component settings of SmartWare, which makes sense at the very begin-
ning. Moreover, in case of SmartWare malfunction, you can reset to the initial state by reloading the factory con-
figuration. The factory configuration consists of the default settings for the IP networking subsystem.

Once the user-specific configuration is created and stored as startup configuration, the factory configuration is
no longer used but it remains in the persistent memory. It is possible to switch back to the factory configura-
tion at any time during the operation of a SmartNode. See section “Boot procedure” on page 68 and section
“Start-up with factory configuration” on page 74 for information on how to restore the factory configuration.

Avoid downloading any system image if you do not completely
A understand what you have to do!

IMPORTANT
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System image handling task list

To load and maintain system images, perform the tasks described in the following sections:
* Displaying system image information

* Copying system images from a network server to the Flash memory (see page 78)

* Copying the driver software from a network server to the Flash memory (see page 79)
Displaying system image information

This procedure displays information about system images and driver software

Mode: Administrator execution

Step Command Purpose

1 |show version |Lists the system software release version, information about optional interface
cards mounted in slots, and other information.

Example: Display system image information

The following example shows the information that is available for a SmartNode 2000 series device with an
optional IC-4BRV interface card mounted in slot 2.

SN#show ver si on

Product nane : SN2300

Software Version : SnmartWare R3.10 R2. 00 BUI LD22031
Suppl i er :

Provi der

Subscri ber

Information for Slot O:

2500 (Admin State: Application Started, Real State: Application Started)
Hardware Version : 1, 1

Serial nunber : 100000021579

PLD Ver si on : 23010204h

Software Version : SmartWare R2. 00 BU LD22031

Information for Slot 1:
this Slot is enmpty

Information for Slot 2:
IC-4BRV (Adnin State: Application Started, Real State: Kernel Started)
Hardware Version : 1

PLD Version : 170001h
Sof tware Version : Build 24026, min required : Build 24027
Loader Version : Build 39, nminrequired: Build 39

Information for Slot 3:
this Slot is enpty
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Copying system images from a network server to Flash memory

As mentioned previously, the system image file contains the application software that runs SmartWare; it is
loaded into the flash memory at the Patton Electronics Co. factory. Since most of the voice and data features of
the SmartNode are defined and implemented in the application software, upgrading to a new release might be
necessary if you want to have additional voice and data features available. A new system image file must be
stored permanently into the flash memory of your SmartNode to be present when booting the device.

Since the system image file is preloaded at the Patton Electronics Co. factory, you will have to download a new
SmartWare application software only if a major software upgrade is necessary or if recommended by Patton
Electronics Co. Under normal circumstances, downloading a system image file should not be needed.

Downloading a new system image file means storing it permanently at a defined location within the Smart-
Node flash memory. To store the system image file, you must use a special download script file. This script file
defines how to handle the system image file and where to store it. You cannot download any system image file
without an appropriate script file.

Each line in the script file is a command for the CLI of your SmartNode. To download a system image file,
which will replace the currently running SmartWare application software, a script file with only one command
is necessary.

Comment lines must have a hash character # in column one and can appear anywhere in the script file. Com-
ment lines contain information for administrators or operators who maintain or use the script file.

The following example shows a script file used to download a system image and command line syntax defini-
tion file from a TFTP server.

# script file for systeminmge downl oad
# Patton El ectronics Co. 2001-10-24
i mage. bin 1369474 21; ver 2300. 1, 2300. 2;

cli.xm
+/ flash/cli/spec. xm
*UD

Note The script file includes a 32-bit CRC on the last line, displayed as four char-
acters when seen in an ordinary text editor. Do not delete the line containing
the CRC entry or the download will fail!

You can download the script file with the copy command. The copy command source defines the TFTP path
to the script file and the target is set to use the script parser. After downloading the script file, the system image
file and command line syntax definition file download starts automatically.

Mode: Administrator execution

Step Command Purpose

1 |node(cfg)# copy tftp://node-ip-address/b flash:  |Downloads the script file b from the TFTP
server at address node-ip-address and starts
the system image download process. This
progress is visualized with a counter, count-
ing up from O to 100% according to the
downloaded amount of the file size for each
file that needs to be downloaded.
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Example: Copy system images from a network server to the Flash memory

The following example shows how to download the driver software image file from the TFTP server at IP
address 172.16.36.80. The download is defined by a script file, which has to be downloaded first. After down-

loading the script file, the driver software image file is downloaded automatically.

SN>enabl e

SN#confi gure

SN( cf g)#copy tftp://172.16. 36.80/sn2300/ bui | d22032/ b fl ash:
Conpl et ed i mage downl oad

Conpl eted file downl oad /flash/cli/spec.xm

SN(cfg)#

Note When encountering problems due to memory exhaustion (message Parsing
batch file... % APP - OUT OF MEMORY). shutdown the H.323 gateway
prior to initiating the download command as follows (which will tempo-
rarily free the required memory): node( gw h323) [ h323] #shut down

After the successful download, either issue the reload command (in order to start the IPNode with the new
software) or restart the H.323 gateway, thus enabling calls again (with the current software):

node( gw h323) [ h323] #no shut down

Copying driver software from a network server to Flash memory
Driver software images contain the driver software to be downloaded into hardware devices such as optional
interface cards.

Downloading a driver software image file means storing it permanently at a defined location within the flash
memory on the motherboard or in the non-volatile memory of an optional interface card. To download the
driver software image file, you must use a special download script file.

The following example shows a script file used to download a driver software image file from a TFTP server for
an IC-4BRYV interface card.

# script file for driver software inmage downl oad
# Patton El ectronics Co. 2001-10-24

/1 G- 4BRVol P_Vx_R2. 00_BUI LD24028
+/ f1 ash/ bi n/ pnt000216a6
4 -

This script file defines how to handle the driver software image file and where to store it.

Note You cannot download any driver software image file without an appropriate

script file.
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Mode: Administrator execution

Step Command Purpose

1 |node(cfg)# copy titp://node-ip-address/b flash: Downloads the script file b from the TFTP
server at address node-ip-address and
starts the driver software image download
process. This progress is visualized with a
counter, counting up from O to 100%
according to the downloaded amount of
the file size for each file that needs to be
downloaded.

Example: Copy driver software from a network server to the Flash memory

The following example shows how to download the driver software image file from the TFTP server at IP
address 172.16.36.80. The download is defined by a script file, which has to be downloaded first. After down-
loading the script file, the driver software image file is downloaded automatically.

SN>enabl e

SN#confi gure

SN(cf g)#copy tftp://172.16.36.80/ic-4brvoi p/buil d24028/b fl ash:
Conpl eted file downl oad /fl ash/bin/pnc000216a6

SN(cf g) #
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Introduction

This chapter describes how to upload and download configuration files from and to a SmartNode 1000, 2000,
or 4000 Series devices. A configuration file is a batch file of SmartWare commands used in the software mod-
ules that perform specific functions of the SmartNode. This chapter also describes some aspects of configura-

tion file management. Refer to chapter 6, “System image handling” on page 65 for more information.

This chapter includes the following sections:
¢ Factory configuration (see page 84)
* Configuration file handling task list (see page 85)

All Patton SmartNode devices are shipped with a factory configuration file, which is stored in their flash mem-
ory.

A configuration file is like a script file containing SmartWare commands that can be loaded into the system.
Configuration files may also contain only partial configurations. This allows you to keep a library of command

sequences that you may want to use as required. By default, the system automatically loads the factory configu-
ration from the flash memory if no user-specific configuration is defined as the startup configuration.

Changing the current running configuration is possible as follows:

* You may change the running configuration interactively. Interactive configuring requires that you access the
CLI by using the enable command to enter administrator execution mode. You must then switch to the
configuration mode with the command configure. Once in configuration mode, enter the configuration
commands that are necessary to configure your SmartNode.

* You can also create a new configuration file or modify an existing one offline. You can copy configuration
files from the SmartNode flash memory to a remote server. Transferring configuration files between the flash
memory and a remote system requires the Trivial File Transfer Protocol (TFTP). The TFTP server must be
reachable through one of the SmartNode network interfaces.

See chapter 4, “Accessing the CLI” on page 47 for information concerning access to the CLIL.

The following sections focus on SmartWare memory regions and software components that can be copied
within the memory or uploaded/downloaded between a TFTP server and the memory of the SmartNode.
Since SmartWare uses a specific vocabulary in naming those software components, refer to appendix A, “Terms
and definitions” on page 517 to ensure that you understand the concepts. Refer to chapter 6, “System image
handling” on page 65 for a brief description of how SmartWare uses system memory.

Understanding configuration files

Configuration files contain SmartWare commands that are used to customize the functionality of your Smart-
Node device. During system startup, the SmartWare command parser reads the factory or startup configuration
file command-by-command, organizes the arguments, and dispatches each command to the command shell for
execution. If you use the SmartWare CLI to enter a command during operation of a SmartNode, you alter the
running configuration accordingly. In other words, you are modifying a live, in-service system configuration.
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Figure 19, shows the characteristics of a configuration file. It is stored on a TFTP server in the file
SN2300_001.cfg for later download to the SmartNode S/V. The command syntax used to enter commands
with the CLI and add commands in configuration files is identical. For better comprehension, you can add
comments in configuration files. To add a line with a comment to your configuration file, simply begin the line
with the hash (#) character. The command parser skips everything after the hash character to the end of the

line.

e
# Smart Node | P and Voi ce configuration
g
#

# Node: SN

# Config: SN2300_001. cfg

# Model : SN2300 0001- 0001

# Serial No.: 100000021579

# Administrator: LB

# Date: 12/ 10/ 2001

#
-

# SNTP configuration used for tine synchronization

HHIFHEHHFHHHHFHRHR

cli version 3.00
sntp-client
sntp-client server primary 172.16.1.10 port 123 version 4
sntp-client poll-interval 600

sntp-client

gnt - of fset + 01:00: 00

# systemdefinitions

system

cl ock-source 1 2
host name SN

# | P context configuration

cont ext
route 0.0.
route 172.
route 172.

# interface

ip router

0.0 0.0.0.0 172.19.32.2 1
19.41.0 255.255.255.0 172.19. 33. 250
19.49. 0 255. 255.255.0 172.19. 33. 250

LAN used for

connection to internal network

172.19.33.30 255.255.255.0

interface | an
i paddr ess
ntu 1500
# interface WAN used for
interface wan
i paddr ess

mu 1500

connection to access network

172.19.32.30 255.255.255.0

# CS context configuration

cont ext

cs switch

no shut down

# routing table configuration
routing-table called-el64 rtab
dest-interface tel ecom operator

route 2..
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# interface used to access the PSTN tel ecom operat or
interface isdn tel ecom operator
route call dest-interface h323

# interface used to access the Vol P tel ecom provi der
interface h323 voi p- provi der

route call dest-table rtab

renotei p 172.19. 33. 60

bi nd gat eway h323

# H. 323 gateway primarily used
gat eway h323
faststart
no ras
gat ekeeper - di scovery auto
bind interface |lan router
no shut down

port ethernet 0 O
nmedi um aut o
encapsul ation ip
bind interface | an router
no shut down

port ethernet 0 1
medi um 10 hal f
encapsul ation ip
bind interface wan router
no shut down

Figure 19. Sample configuration file

Each configuration file stored in the flash memory needs a unique name. The user has to assign a file name to
any user-specific configuration. SmartWare predefines some names for configuration files. These are the factory
configuration (factory-config), startup configuration (startup-config), and running configuration (running-
config) file names. Refer to appendix A, “Terms and definitions” on page 517 to learn more about configura-
tion file types.

Factory configuration

Patton SmartNodes are delivered with a factory configuration in the logical region nvram:. This factory configu-
ration initially parameterizes the most useful network and component settings of SmartWare. Moreover, in case
of SmartWare malfunction, resetting to the initial state means possibly reloading the factory configuration. The
factory configuration consists of:

* Default settings for the IP networking subsystem
* Default settings for H.323 and SIP gateway subsystem
* Default settings for the quality of service subsystem

Once a user-specific configuration is created and stored as the startup configuration, the factory configuration
is no longer used, but still remains in the persistent memory. It is possible to switch back to the factory config-

84 Factory configuration



SmartWare Software Configuration Guide 7 ¢ Configuration file handling

uration at any time during the operation of a SmartNode configuration. The getting started guide included
with your SmartNode device describes the restoration procedure for restoring the default settings.

pletely understand what you have to do! If a configuration file
download fails or succeeds only partially your SmartNode device
IMPORTANT  cannot start up without a support intervention at the factory.

r Avoid downloading any configuration file if you do not com-

Configuration file handling task list

This section describes how to create, load, and maintain configuration files. Configuration files contain a set of
user-configured commands that customize the functionality of your SmartNode device to suit your own oper-
ating requirements.

The tasks in this chapter assume that you have at least a minimal configuration running on your system. You
can create a basic configuration file by using the configure command; see section “Modifying the running con-
figuration at the CLI” on page 91 for details.

To display, copy, delete, and download or upload configuration files, perform the tasks described in the follow-
ing sections:

 Copying configurations within the local memory (see page 80)

* Replacing the startup configuration with a configuration from the Flash memory (see page 87)

* Copying configurations to and from a remote storing location (see page 89)

* Replacing the startup configuration with a configuration downloaded from the TFTP server (see page 90)
* Displaying configuration file information (see page 91)

* Modifying the running configuration at the CLI (see page 91)

* Modifying the running configuration offline (see page 92)

* Deleting a specified configuration (see page 93)
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Copying configurations within the local memory
Configuration files may be copied into the local memory in order to switch between different configurations.
Remember the different local memory regions in SmartWare as shown in figure 20.

Store the current Running

/ Configuration persistently \

Persistent * Volatile

Local Memory Regions

Local (Intelligent Access Device)

nvram: system:
© Factory o current Running

Configuration Configuration
“factory-config” “running-config”

Copy Configuration Files within . gz::; e
the persistent Memory Region (onfigI:Jrution

“startup-config”
o User specific
Configuration

| “user-config”

T =

N\, Only on Starfup fo execute .~
the Startup or Factory
Configuration

Figure 20. Local memory regions in SmartWare

In most cases, the interactively modified running configuration known as the running-config, which is located
in the volatile memory region system:, is copied into the persistent memory region nvram:. This running config
is stored under the name startup-config and replaces the existing startup configuration.

You can copy the current running configuration into the persistent memory region nvram: under a user-speci-
fied name, if you want to preserve that configuration.

In addition, an already existing configuration is usually copied into the persistent memory region nvram: by
using a user-specified name, for conservation or later activation.

As shown in figure 20 the local memory regions are identified by their unique names, like 7vram:, which is
located in flash memory, and system:, which is the system RAM, i.e. the volatile memory. As already men-
tioned, configuration files in the same memory region need a unique name. For example, it is not possible to
have two configuration files with the name running-config in the memory region nvram:.

As you might expect, the copy command does not move but replicates a selected source to a target configura-
tion file in the specified memory region. Therefore the source configuration file is not lost after the copy pro-
cess. There are three predefined configuration file names for which it is optional to specify the memory region,
namely factory-config, startup-config and running-config.
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Mode: Administrator execution

Command Purpose
1 |node#copy {factory-config | startup- Copies the selected source configuration file
config | running-config | nvram: source- |source-name as target configuration file target-
name } nvram:target-name name into the local memory.

Example: Backing up the startup configuration

The following example shows how to make a backup copy of the startup configuration. It is copied under the
name backup into the flash memory region nvram:.

SN#copy startup-config nvram backup

Replacing the startup configuration with a configuration from Flash memory
It is possible to replace the startup configuration by a configuration that is already present in the flash memory.
You can do so by copying it to the area of the flash memory where the startup configuration is stored.

Mode: Administrator execution

Command Purpose

1 |node# copy nvram:new-startup startup-config  |Replaces the existing persistent startup con-
figuration with the startup configuration new-
startup already present in flash memory.

Note It is assumed that the configuration new-startup that is present in flash mem-
ory was previously copied to the flash memory, e.g. from a TFTP server by
using the copy command.
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Example: Replacing the startup configuration with a configuration from Flash memory

The following example shows how to replace the persistent startup configuration in the flash memory of a
SmartNode by overwriting it with the configuration in the file new-startup stored in flash memory.

1. Replace the current startup configuration, by using the copy command, into the flash memory area where

88

the startup configuration is stored.

SN#copy nvram new startup startup-config

Check the content of the persistent startup configuration by listing its command settings with the show

command.

SN#show st artup-config
Startup configuration:

# SmartWare R3.10 BUI LD24128 #
# 2001- 10- 25T09: 20: 42
# Generated configuration file

cli version 3.00
snnp conmmunity public rw

franerel ay
exit

SN#
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Copying configurations to and from a remote storage location

Configuration files can be copied from local memory (persistent or volatile region) to a remote data store.
Remember the different store locations; they are the local memory in your SmartNode and the remote data store
on a server system (see figure 21). A remote storage location is mostly used to store ready configurations for later
download to a certain SmartNode. A TFTP server has to be used as a remote data store. From within SmartWare,
this remote TFTP server is represented by the memory region #f#p: in combination with the IP address of the
TFTP server and the name and path of the configuration file. We will explain the usage of the remote memory
region #f#p: in the following section more detailed. Another typical task is uploading the current running configu-
ration to the remote data store for backup purpose, or if an extensive configuration file is to be edited on the
remote host. In this case the running configuration, named running-config, which is to be found in the volatile
memory region system: is transferred to the TFTP server. On the TFTP server the running configuration is stored
to a file whose name is defined as one of the arguments of the copy command.

Configuration File Upload Remote Memory

Store the current Running

Configuration remotely Regions
Remote (TFIP Serve]) Local (Intelligent Access Device)
Persistent \\ Volatile \
tip: nvram: system:
o Configuration Files o Factory o current Running
o Batchfiles for Configuration Configuration
System Image “factory-config” “running-config”
download (read-only)
o Starfup
Configuration
“startup-config”
o User specific
Configuration
“yser-config”

\ Configuration File Download /

Figure 21. Remote memory regions for SmartWare

Finally, configuration files, i.e. the startup configuration or a user-specific configuration that is stored in the
persistent memory region nvram: are often uploaded to the remote data store for backup, edit or cloning pur-
poses. The latter procedure is very helpful when you have several SmartNode devices, each using a configura-
tion which does not greatly differ from the others, or which is the same for all devices. During the
configuration of the first SmartNode according to your requirements, the running configuration of this device,
named running-config and located in the volatile memory region system:, is edited. Next, the configuration is
tested and if everything is as required, the running configuration is copied as startup configuration, named szar-
tup-config, into the persistent memory region nvram: of the target device. After this, the startup configuration is
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transferred to the TFTP server, where it can be distributed to other SmartNode devices. These devices therefore
get clones of the starting system if the configuration does not need any modifications.

Replacing the startup configuration with a configuration downloaded from

TFTP server

From within the administration execution mode, you can replace the startup-configuration by downloading a
configuration from the TFTP server into the flash memory area where to store the startup configuration.

Mode: Administrator execution

Step Command Purpose

1 |node(cfg)# copy tftp://ip-address[:port]/  |Downloads the configuration file new-startup from
new-starfup nvram:startup-config the TFTP server at address ip-address replacing the
existing persistent startup configuration. Optionally
you can enter the UDP port where the TFTP server lis-
tens. If the port is not specified, the default port 69 is
used. This progress is visualized with a counter,
counting up from O to 100% according to the down-
loaded amount of the file size. Should the download
fail, an error message % File Transfer - Get failed is
displayed.

Example: Sample configuration download from the TFTP server

The following example shows how to replace the persistent startup configuration in the flash memory of a
SmartNode by overwriting it with the configuration contained in the file new-startup located on the TFTP
server at IP address 172.16.36.80.

1. Download the startup configuration with the copy command into the flash memory area where to store
the startup configuration.

SN>enabl e

SN#confi gure

SN( cf g) #copy tftp://172.16. 36. 80/ user/ newstartup nvram startup-config
Downl oad. . . 100%

SN(cf g) #

2. Check the content of the persistent startup configuration by listing its command settings with the show
command.
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SN#show nvram startup-config
Startup configuration:

e e #
# SmartWare R3.10 BUI LD22128 #
# 2001- 10- 25T09: 20: 42 #
# Generated configuration file #
R e L #

cli version 3.00
snnp comunity public rw

franerel ay
exit
SN#

Displaying configuration file information
This procedure describes how to display information about configuration files

Mode: Administrator execution

Command Purpose

show nvram: Lists all persistent configurations
show running-config Displays the contents of the running configuration file
show startup-config Displays the contents of the startup configuration file

Modifying the running configuration at the CLI

SmartWare accepts interactive modifications on the currently running configuration via the CLI. Interactive
configuring needs access to the CLI. Use the enable command to enter administrator execution mode, and
then switch to the configuration mode by typing the command configure. Once in configuration mode, you
can enter the configuration commands that are necessary to your SmartNode’s operation. When you configure
SmartWare by using the CLI, the shell executes the commands as you enter them.

When you log in to a SmartNode by using the CLI, all commands you enter directly modify the running con-
figuration located in the volatile memory region system: (or RAM) of your SmartNode. Because it is located in
volatile memory, to be made permanent, your modifications must be copied to the persistent (non-volatile)
memory. In most cases you will store it as the upcoming startup configuration in the persistent memory region
nvram: under the name szartup-config. On the next start-up the system will initialize itself using the modified
configuration. After the startup configuration has been saved to persistent memory, you have to restart the
SmartNode by using the reload command to cause the system to intialize with the new configuration.

Mode: Administrator execution

Command Purpose

1 |node#configure Enters administrator configuration mode

2 Enter all necessary configuration commands.

3 |node(cfg)#copy running-config startup-config |Saves the running configuration file as the
upcoming startup configuration
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Step Command Purpose
4 |node(cfg)#reload Restarts the system

Example: Modifying the running configuration at the CLI

The following example shows how to modify the currently running configuration via the CLI and save it as the
startup configuration.

SN#confi gure

SN(cfg)#

SN( cf g) #copy runni ng-config startup-config
SN( cf g) #r el oad

Press 'yes’ to restart, 'no' to cancel : yes
The systemis goi ng down

Modifying the running configuration offline

In cases of complex configuration changes, which are easier to do offline, you may store a SmartNode’s running
configuration on a TFTP server, where you can edit and save it. Since the SmartNode is acting as a TFTP cli-
ent, it initiates all file transfer operations.

First, upload the running configuration, named running-config, from the SmartNode to the TFTP server. You
can then edit the configuration file located on the TFTP server by using any regular text editor. Once the con-
figuration has been edited, download it back into the SmartNode as upcoming startup configuration and store
it in the persistent memory region nvram: under the name startup-config. Finally, restart the SmartNode by
using the reload command to activate the changes.

Note Consider that a customized configuration file will not modify any function of
SmartWare until it has been copied to persistent memory as the new configu-
ration file startup-config.

Mode: Administrator execution

Step Command Purpose

1 |node#copy running-config tftp://node-ip- Uploads the current running configuration as file
address[:port] /current-config current-config to the TFTP server at address node-
ip-address. Optionally you can enter the UDP
port where the TFTP server listens. If the port is
not specified, the default port 69 is used. This
progress is visualized with a counter, counting up
from O to 100% according to the downloaded
amount of the file size. If the upload should fail
an error message “% File Transfer - Put failed” is

displayed.

2 Offline editing of the configuration file current-
config on the TFTP server using any regular text
editor.
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Step Command Purpose

3 |node#copy titp://node-ip-address/ current-config |Downloads the modified configuration file cur-
nvram: starfup-config rent-config from the TFTP server at address node-
ip-address into the persistent memory region
nvram: by using the name startup-config. This
progress is visualized with a counter, counting up
from 0 to 100% according to the downloaded
amount of the file size. Should the download fail,
an error message “% File Transfer - Get failed” is
displayed.

4 |node#reload Restarts the system

Example: Modifying the running configuration offline

The following example shows how to upload the running configuration from the SmartNode to the file cur-
rent-config on a TFTP server at IP address 172.16.36.80. The uploaded configuration file is written into the
root directory specified by the TFTP server settings, and overwrites any existing file with the same name. Read
your TFTP server manual to get a thorough understanding of its behavior. After this, the configuration file is
available for offline editing on the TFTP server. Once the configuration file current-config has been modified, it
is downloaded from the TFTP server, at IP address 172.16.36.80, into the SmartNode’s persistent memory
region nvram: using the name szartup-config. Finally, you must restart the SmartNode.

SN#copy running-config tftp://172.16. 36.80/user/current-config
Upl oad. .. 100%
At this point in time, the offline editing of the configuration file current-config on the TFTP server takes place.

SN#copy tftp://172.16.36.80/user/ current-config nvramstartup-config
Downl oad. . . 100%

SN#r el oad

Press 'yes’ to restart, 'no’ to cancel : yes

The systemis goi ng down

Deleting a specified configuration
This procedure describes how to delete configuration files from the SmartNode flash memory region nvram.:.

Mode: Administrator execution

Step Command Purpose

1 |node#show nvram: Lists the loaded configurations

2 |node#erase name Deletes the configuration name from the flash memory.

Example: Deleting a specified configuration

The following example shows how to delete a specific configuration from among a set of three available config-
urations in Flash memory. The configuration named minimal is to be deleted, since it is no longer used.

1. Use the command show nvram: to list all available configurations.

SN#show nvram
Per si stent configurations:
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backup
m ni mal
startup-config
factory-config

2. Delete the configuration named minimal explicitly.

SN#er ase nvram mi ni mal

3. Enter again the command show nvram: to check if the selected configuration was deleted successfully
from the set of available configurations.

SN#show nvram

Persi stent configurations:
backup

startup-config
factory-config
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Introduction

This chapter describes parameters that report basic system information to the operator or administrator, and
their configuration. The following are basic SmartWare parameters that must be established when setting up a
new system:

* Defining the system's hostname

* Setting the location of the system

* Providing reference contact information

¢ Setting the clock

Additionally, the following tasks are described in this chapter:
* Checking the CRC of configuration files

* Displaying the currently running SmartWare commands

*  Moving SmartWare commands into the foreground

¢ Setting the system banner

* Enabling the embedded web server

Basic system management configuration task list

All tasks in the following sections are optional, though some such as setting time and calendar services and sys-
tem information are highly recommended.

To configure basic system parameters, perform the tasks described in the following sections.
* Managing feature license keys (see page 97)

* Setting system information (see page 98)

¢ Setting the system banner (see page 99)

e Setting time and date (see page 100)

* Displaying clock information (see page 100)

* Displaying time since last restart (see page 100)

* Configuring and starting the web server (see page 101)

* Determining and defining the active CLI version (see page 101)
* Restarting the system (see page 102)

* Displaying the system event log (see page 102)

* Controlling command execution (see page 103)

* Displaying the checksum of a configuration (see page 104)

* Configuration of terminal sessions (see page 105)
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Managing feature license keys
Several features of the firmware require a system specific license key to be installed to enable the feature. You
will receive a file containing license keys for all of your purchased features from your equipment vendor.

This section describes how to install the feature license keys on your equipment. Because license keys comprise
very long strings of characters, the standard way of installing them is to download the file containing the
license keys from a TFTP server to the equipment. Therefore, a TFTP server must be present in the IP network
where you can store the license keys file obtained from the distributor. If no TFTP server is available, the
license key can also be manually typed (or copied and pasted) in a console or Telnet window. Both procedures
are described below.

Mode: Configure

Command Purpose

1 |SN(cfg)#copy titp://ifipo-server/path/filename |Downloads the license key file and install the
licenses: licenses.

Example: Installing license keys from a TFTP server

The following example shows the command used to install license keys, which are stored in a license file on a

TFTP server.
SN(cf g)#copy tftp://172.16. 4. 3/ keystore/ sn1x00_120393.1ic |icenses:

Mode: Configure

Step Command Purpose
1 |node(cfg)#install license license-key Install the license key
2 Repeat step 1 for any additional license keys

Example: Installing license keys from the console

The following example shows the command used to install license keys manually on the console.

SN(cfg)#install |icense 10011002R1W63yKV5v28eVhDsVG / JwKql dpCAW 1BHaNt enXUYF/
2gNLoi hi facaTPLKcV+uQDGBLJi s6EdWUNK/

GxVOhDEWPFJ5bTV3bI | f UZ1eUe+8c50pCCd7PSAe83Ty2c/

CnZPSl Ej | r VI Jrr 8VhOr 1DYxkEV9evBp+t SY+y9sCeXhDW 5Xq15SAPI znTLQryn7f Dakvmtzl t zswX/
KX13sdkROub9l X4Sj n6Yr vkyr J2dCG vTTB3i OBnRj V1u

After installing license keys, you can check if the license keys have been added successfully to your system using
the following command.

Mode: Configure

Step Command Purpose

1 |node(cfg)#show licenses Display all installed licenses

Example: Displaying installed licenses
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The following example shows the command used to display all installed licenses on a system and a sample of its
output.
SN( cf g) #show | i censes
VPN [ vpn]
Li cense serial nunber: 14343534
Status: Active

SN(cfg) #

Setting system information
The system information includes the following parameters:

¢ Contact

* Hostname

* Location

* Provider

*  Subscriber

* Supplier

By default there is no information specified for any of the above parameters.

System contact information tells the user how to contact the information service, e.g. the help line of the ser-
vice provider. The contact information may be any alphanumeric string, including spaces, that is no longer
than one line. This entry corresponds to the MIB II system sysContact object.

The system name, also called the hostname, is used to uniquely identify the SmartNode in your network. The
selected name should follow the rules for ARPANET hostnames. Names must start with a letter, end with a let-
ter or digit, and have as interior characters only letters, digits, and hyphens. Names must be 63 characters or
fewer. For more information, refer to RFC 1035. This entry corresponds to the MIB II system sysName object.
After setting the hostname of the SmartNode the CLI prompt will be replaced with the chosen name.

Assigning explanatory location information to describe the system physical location of your SmartNode (e.g.
server room, wiring closet, 3rd floor, etc.) is very supportive. This entry corresponds to the MIB II system sys-
Location object.

The system provider information is used to identify the provider contact for this SmartNode device, together
with information on how to contact this provider. The provider is a company making services available to sub-
scribers. The provider information may be any alphanumeric string, including spaces, that is no longer than
one line. This entry corresponds to the Patton Electronics enterprise-specific MIB provider object.

The system subscriber information is used to get in touch with subscriber for this SmartNode device, together
with information on how to contact this subscriber. The subscriber is a company or person using one or more
services from a provider. The subscriber information may be any alphanumeric string, including spaces, that is
no longer than one line. This entry corresponds to the Patton Electronics enterprise-specific MIB subscriber
object.

The system supplier information is used to get in touch with the supplier for this SmartNode device, together
with information on how to contact this supplier. The supplier is a company delivering SmartNode devices to
a provider. The supplier information may be any alphanumeric string, including spaces, that is no longer than
one line. This entry corresponds to the Patton Electronics enterprise-specific MIB supplier object.
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Mode: Configure

Step Command

1 |node(cfg)#system contact information

8 ¢ Basic system management

Purpose

Sets the contact information to information

node(cfg)#system hostname information

Sets the hostname to information

node(cfg)#system location information

Sets the location information to information

node(cfg)#system provider information

Sets the provider information to information

node(cfg)#system subscriber information  |Sets the subscriber information to information

node(cfg)#system supplier information

o hOWODN

Sets the supplier information to information

Note If the system information must have more than one word, enclose it in dou-

ble quotes.

Example: Setting system information

The following example shows the commands used to configure the contact information for your device, if you
start from the operator execution mode.

SN( cf g) #system contact "Bil | Phone 818 700 1504"
SN( cf g) #syst em host nane SN

SN(cf g)#system | ocation Wring C oset,

Anybody,

3rd Fl oor

SN(cf g) #system provi der Best Internet Services, contact@is.com Phone 818 700
2340

SN(cfg)# system subscriber Mechanical Tools Inc., jsnmth@rechtool.com Phone 818
700 1402

SN(cfg)# system supplier WhiteBox Networks Inc., contact @hitebox.com Phone 818
700 1212

Setting the system banner

The system banner is displayed on all systems that connect to your SmartNode via Telnet or a serial connection
(see figure 22). It appears at login and is useful for sending messages that affect administrators and operators,
such as scheduled maintenance or system shutdowns. By default no banner is present on login.

To create a system banner use the banner command followed by the message you want displayed. If the banner
message has to be formed out of more than one word the information is enclosed by double quotes. Adding the
escape sequence “\n” to the string forming the banner creates a new line on the connected terminal screen. Use
the no banner command to delete the message.

Mechani cal Tools Inc.
jsmth@recht ool . com
Phone 818 700 1402
| ogi n:
Figure 22. System banner with message to operators

Mode: Configure

Purpose

node(cfg)#banner message

Sets the message for the system banner to message
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Example: Setting the system banner

The following example shows how to set a message for the system banner for your device, if you start from the
configuration mode.

SN( cf g) #banner "#\n# Patton El ectronics Co.\n#\ n# The password of all operators has
changed\ n# pl ease contact the adm nistrator\n#"

Setting time and date

All SmartNode devices provide time-of-day and date services. These services allow the products to accurately
keep track of the current time and date. The system clock specifies year, month, day, hour, minutes, and
optionally seconds. The time is in 24-hour format yyyy-mm-ddThh:mm:ss and is retained after a reload.

Mode: Configure

Command Purpose

node(cfg)#clock set yyyy-mm-ddThh:mm:ss Sets the system clock to yyyy-mm-ddThh:mm:ss

Note SmartWare includes an integrated SNTP client, which allows synchroniza-
tion of time-of-day and date to a reference time server. Refer to chapter 20,
“SNTP client configuration” on page 233 for more details.

Example: Setting time and date

The following example shows the commands used to set the system clock of your device to August 6, 2001 at
16:55:57, if you start from the operator execution mode.

SN( cf g) #cl ock set 2001-08-06T16: 55: 57

Display clock information
This procedure describes how to display the current date and time

Mode: Both in operator and administrator execution

Step Command Purpose
1 |node>show clock Display the local time.

Example: Display clock information

The following example shows the commands used to display the time and date settings of your device in local
time, if you start from the operator execution mode.

SN>show cl ock
2001- 08-06T16: 55: 57

Display time since last restart
This procedure describes how to display the time since last restart
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Mode: Operator execution

Step Command Purpose
1 |node>show uptime Display the time since last restart.
Example:

The following example shows how to display the uptime of your device, if you start from the configuration mode.

SN>show upt i e
The systemis up for 1 days, 23 hours, 44 minutes, 18 seconds

Configuring and starting the Web server

SmartNode includes an embedded web server, that can be used together with a customer-specific Java applet
that must be downloaded into the persistent memory region of your SmartNode. Applets are similar to appli-
cations but they do not run as standalones. Instead, applets adhere to a set of conventions that lets them run
within a Java-compatible browser. With a Java applet, custom-specific configuration tasks of SmartWare are
possible using a browser instead of accessing the SmartWare CLI via Telnet or the serial console.

Without a Java applet the value of the embedded web server is limited. Contact Patton Electronics Co. for any
questions about custom designed Java configuration tools for SmartWare.

Mode: Configure

Step Command Purpose
1 |node(cfg)#webserver language Sets the language to either German (de) or English (en).
{de | en}
2 |node(cfg)#webserver port port- Sets the listening port number in the 1 to 65535, default
number port number for the web server is 80.

Example: Configuring and starting the Web server

The following example shows how to set the web server language and the listening port of your device, if you
start from the configuration mode.

SN( cf g) #webserver | anguage en
SN( cf g) #webserver port 80

Determining and defining the active CLI version

SmartWare allows having a number of CLI version installed together, whereas only one CLI version is acti-
vated. There are commands available to determine the currently running CLI version and if necessary switch to
another CLI version. The idea of having several CLI version available on a system is mostly to offer reduced or
enhanced command sets to users.

Mode: Configure

Step Command Purpose

1 |node(cfg)#show version cli Displays the currently running CLI version
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Command Purpose

2 |node(cfg)#cli version version.revision  |Selects the active CLI version in the form version.revi-
sion

Example: Defining the desired CLI version

The following example shows how to determine the running CLI version and define CLI version 2.10 for your
device, if you start from the configuration mode.
SN( cf g) #show version cli

CLI version : 3.00
SN(cfg)#cli version 2.10

Restarting the system
In case the SmartNode has to be restarted, the reload command must be used. The reload command includes a

two-dialog, where the user is allowed to store any unsaved configuration data and finally confirms the system
restart.

Restarting the system interrupts running data transfers and all
A voice calls established via the SmartNode that is to be restarted.

IMPORTANT

Mode: Administrator execution

Command Purpose

1 |node#reload Restarts the system

Example: Restarting the system

The following example shows how to restart the currently running system, if you start from the administrator
execution mode.

SN#r el oad

System confi guration has been changed.

Press 'yes’ to store, 'no’ to drop changes : yes
Press 'yes’ to restart, 'no’ to cancel : yes
The systemis goi ng down

Displaying the system logs

The system logs contain warnings and information from the system components of SmartWare. In case of
problems it is often useful to check the event or the supervisor logs for information about malfunctioning sys-
tem components. The event log stores general events such as flash full, DSP failed etc., comparable with the
event log on Windows NT. The supervisor log stores information from the system supervisor such as memory

full, task failed etc.

System resets may have a number of reasons, the most prominent being a manual reset issued on the Telnet/
console (‘reload’). Other reset reasons include power off failures and system failures. In order to pinpoint the
problem, the reset log contains the reset cause.
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Mode: Administrator execution

Step Command Purpose

1 |node#show log [event] Show event log.

2 |node#show log supervisor|Show log of the system supervisor. Used For example, after an unex-
pectedly reboot.

3 |node#show log reset Output a list of reset reasons (with date and time).

4 |node#show log boot Displays the console and log messages captured during startup of the
SmartNode.

5 |node#show log login Displays a list of succeeded and failed CLI login attempts.

Example: Displaying system logs

The following example shows how to display event log warnings and information of your device, if you start
from the operator execution mode.

SN#show | og event

2001-12-10T14:57:18 : LOGQ NFO : Link down on interface internal.
2001-12-10T14:57: 39 : LOA NFO . Warmstart.

2001-12-14T08: 51: 09 : LOG NFO : Slot 2: Event Logging Service for ic-4brvoip -
started.

2001-12-14T08: 51: 09 : LOGE NFO : Slot 2: DrvPckt_Dsp_Ac48xx: DSP driver for

AC481xx creat ed!

Controlling command execution

The SmartWare command shell includes a basic set of commands that allow you to control the execution of
other running commands. In SmartWare, the commands jobs and fg are used for such purposes. The com-
mand jobs lists all running commands, and fg allows switching back a suspended command to the foreground.
Moreover using Ctrl-Z suspends an active command and lets the system prompt reappear. With Ctrl-C the
currently active command can be terminated.

Mode: Administrator execution

Step Command Purpose
1 Execute the first command
2 |node#<Ctrl-Z> | Suspend the active command and get system prompt back
3 Execute the second command
4 |node#jobs Shows the currently running commands
5 |node#fg jobid Brings job with jobid back to foreground
6 |node#<Ctrl-C> Terminates the currently running command

Example: Controlling Command Execution

The following example shows how to suspend an active command, list the running commands, switch back a
suspended command and terminate a currently active command on your device, if you start from the configu-
ration mode.

SN>ping 172.16. 36.80 1000 tineout 3
Sendi ng 1000 | CWP echo requests to 172.16.36.80, tinmeout is 3 seconds:
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Reply from 172. 16. 36. 80: Time <10mns
Reply from 172. 16. 36. 80: Time <10mns
Reply from 172. 16. 36. 80: Tinme <10ns
Reply from 172. 16. 36.80: Tinme <10ns

Ctrl-Z suspend active command

% Suspended

System prompt reappears and is ready to execute further commands

SN>show i p interface

Cont ext : router

Show the currently running commands

SN>j obs
* [run ] jobs
0 [bg ] ping

Bring job 0 to foreground

SN>f g

% Resumed [ pi ng]

Reply from 172. 16. 36. 80: Time <10mns
Reply from 172. 16. 36. 80: Time <10mns

Ctrl-C Terminate current command

% Aborted (ping)

Displaying the checksum of a configuration

In SmartWare configuration files, e.g. startup configuration, running configuration, and user-specific configu-
ration, contain a checksum entry. This checksum informs the user about the validity and helps distinguish con-
figuration files on the basis of the checksum.

Mode: Administrator execution

Command Purpose

1 |node#show crc filename Displays checksum of a configuration

Example: Displaying the Checksum of a Configuration

The following example shows how to display the checksum of the configuration test of your device, if you start
from the configuration mode.

SN#show crc nvramt est
File nvram test:
checksum Oxfaddc88a
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Configuration of terminal sessions
In certain cases it may be desirable to change the settings of the current terminal session.

Mode: System

Step Command Purpose
1 |[name] (sys)#terminal height Configures the terminal height.
2 ([name] (sys)#[no] terminal idle-time-  |After 30 minutes without user input, a terminal session
logout is automatically closed. If longer session periods are

required (logging/debugging) this command allows
to increase the session timeout, or to disable it com-
pletely.

3 |[name] (sys)#terminal more Enables pausing of display for commands which pro-
duce more output than the current terminal window
can display at once.

4 |[name] (sys)#terminal width Configures the terminal width.
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Introduction

This chapter provides an overview of the authentication, authorization, and accounting (AAA) component in

SmartWare and describes how to configure the Radius client, a subpart of the AAA component. It is important
to understand how AAA works before configuring the Radius client. This chapter also describes the local data-
base accounts configuration, which is another subpart of AAA.

To use the authentication and authorization service on SmartWare you have to configure the AAA component,
the Radius component and the local database accounts.

This chapter includes the following sections:
e The AAA component
* Radius configuration (see page 111)

* Configuration of the local database accounts (see page 114)

The AAA component

Authentication, authorization, and accounting (AAA) is a term for controlling access to client resources,
enforcing policies, auditing usage, and providing information necessary to invoice users for services.

Authentication provides a way of identifying a user (usually in the form of a login window where the user is
expected to enter a username and password) before allowing access to a client. The AAA component compares
the user's authentication login information with credentials stored in a database. If the information is verified,
the user is granted access to the network. Otherwise, authentication fails and network access is denied.

Following authentication, authorization determines the activities, resources, or services a user is permitted to
access. For example, after logging into a system, a user may try to issue commands, the authorization process
determines whether the user has the authority to issue such commands.

Accounting, which keeps track of the resources a user consumes while connected to the client, can tally the
amount of system time used or the amount of data transferred during a user’s session. The accounting process
records session statistics and usage information that is used for authorization control, billing, and monitoring
resource utilization.

AAA information can be stored in a local database or in a database on a remote server. A current standard by
which network access servers interface with the AAA server is the Remote Authentication Dial-In User Service

(Radius). SmartWare supports local database and Radius AAA.

Currently, the SmartWare AAA component is used only by the login service. Authentication verifies the user by
password, authorization grants access to the command line interface at administrator or operator levels. The
SmartNode gets the AAA information from the local database or from one ore more Radius servers. Figure 23
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illustrates the authentication procedure for a user logging into a SmartNode that is configured to use Radius as
authentication method.

AAA Server
(Radius)

3. Authentication accepted

4. Access granted

2. Authentication requested

1. Login Request “| smartNode

Figure 23. Authentication procedure with a Radius server

General AAA Configuration

The AAA component consists of AAA profiles and AAA methods. A service (e.g. Telnet) has to specify a profile it
wants to apply to all login requests. The profile then specifies the sequence in which methods are applied to obtain
AAA information. Figure 24 illustrates the correlation between the Telnet login and console login services.

AAA method

Service . radius_deepblue
AAA profile
Telnet
5 dli-login radius_extern
local database
Console

console-
login

/A —O-

Figure 24. How to use AAA methods and AAA profiles

The Telnet service uses an AAA profile called c/i-login. This profile specifies that the following methods are used
in the order they appear in the configuration:

1. Query radius server radius_deepblue.

2. Query radius server radius_extern.
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3. Query the local database (see “Configuring the local database accounts” on page 114 for information on
how to configure the local database)

If, e.g. radius_deepblue is not available, radius_extern will be queried after a timeout. But if radius_deepblue
gives an answer that rejects the login request, the remaining methods are not used and the login is denied. The
same applies to the console service, which uses the profile console-login. This profile uses the following sequence
of methods:

1. Ask radius server radius_deepblue.
2. Ask predefined method 7one. This method always grants access as system operator.

If radius_deepblue is not available, access will be granted by the method none. If radius_deepblue rejects the
login request, console access is denied. If radius_deepblue confirms the request, console access is granted.

Do the following to configure the AAA component.

Mode: Configure

Step Command Purpose
1 |node(cfg)#profile authentication name Creates an authentication profile with name
name and enters profile authentication configura-
tion mode.
2 |node(pf-auth)[name]#method [index] Adds an AAA method to the profile. For Radius
{local | none | {Radius name}} you have to specify a name. For information on

how to configure local accounts and Radius serv-
ers, refer to chapter 10, “IP context overview” on
page 117. With index you can add a method

between to others.

3 Repeat step 2 for all AAA methods you want to
add

4 |node(pf-auth)[name]#server-timeout Sets the timeout after that the next AAA method
seconds in the list is requested if no answer is received.

5 |node(pf-auth)[name]#exit Goes back to the parent configuration mode

6 |node(cfg)#terminal Telnet use Specifies which AAA profile the Telnet login service
authentication profile-name has fo use.

7 |node(cfg)#terminal console use Specifies which AAA profile the console login
authentication profile-name service has to use.

8 |node(cfg)#show profile authentication  |Displays the configured profiles
[name]

Example: Create the AAA profiles for login over Telnet and login over console, as they are shown in figure 24,
and use them on the Telnet login and console login services.

SN>enabl e

SN#confi gure

SN(cfg)#profile authentication renote-Radius

SN( pf - aut h) [ renot e- ~] #met hod Radi us Radi us_deepbl ue
SN( pf - aut h) [ renot e- ~] #mret hod Radi us Radi us_extern
SN( pf - aut h) [ r enot e- ~] #met hod | ocal

SN( pf - aut h) [ renpt e- ~] #server-ti meout 15
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SN( pf - aut h) [ renpt e- ~] #exi t

SN(cfg)#

SN(cfg)#profile authentication |local-only

SN( pf -aut h) [l ocal - o~] #net hod | ocal

SN( pf -aut h) [l ocal - o~] #met hod none

SN( pf -aut h) [l ocal - o~] #exi t

SN(cfg)#term nal Tel net use authentication renote-Radi us
SN(cfg)#term nal consol e use authentication |ocal-only
SN( cf g) #show profil e authentication

Aut hentication Profile: default
Server-Tineout: 10
Met hods:
| ocal (Type=l ocal)
none (Type=none)

Aut hentication Profile: renote-Radius
Server-Ti neout: 15
Met hods:
Radi us_deepbl ue (Type=Radi us)
Radi us_extern (Type=Radi us)
| ocal (Type=l ocal)

Aut hentication Profile: local-only
Server-Ti neout: 10
Met hods:
| ocal (Type=l ocal)
none (Type=none)

SN(cf g) #

Possible lock-out —If you delete the local and none methods
A from the default AAA profile, or if you create and use a profile

without methods local and none, you will be unable to access
IMPORTANT  your device if the network or Radius server is not available.

Note If you do not configure AAA, a default AAA profile exists containing the
AAA local as the first AAA method and the AAA none as the second. The Tel-
net login and the console login service use this profile. If an emergency
occurs, you can reload this default configuration by reloading the factory
configuration as described in section “Boot procedure” on page 68.

Radius configuration

Radius is a protocol for carrying authentication, authorization, and configuration information between a net-
work access server (NAS) that desires to authenticate its links and a shared authentication server. A NAS oper-
ates as a client of Radius. The client is responsible for passing user information to designated Radius servers
and then acting on the response that is returned. Radius servers are responsible for receiving user connection
requests, authenticating the user, and then returning all configuration information necessary for the client to
deliver service to the user.
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Transactions between the Radius client and server are authenticated through the use of a shared secret, which is
never sent over the network—the same secret must thus be known to the server and the client by configuration.
Using this secret as an encryption key, user passwords are sent encrypted between the client and Radius server.

Configuring Radius clients
If the AAA profiles you have defined make use of the Radius AAA method, you must configure the correspond-
ing Radius clients. To configure Radius clients, do the following steps:

Mode: Configure

Step Command Purpose
1 |node(cfg)#Radius-client name Adds a Radius client with name name and enters
Radius-client configuration mode
2 |node(Radius)[name]#Radius-server hos- |Sets the hostname (or IP address) of the remote
name Radius server
3 [node(Radius)[name]#shared-secret Sets the password shared between the Radius cli-
authentication secref ent (the SmartNode) and the remote Radius
server.
4 |node(Radius)[namel#exit Goes back to the parent configuration mode
5 |node(cfg)#show Radius-client name Displays configured Radius servers

Example: Configure the Radius clients as shown in figure 24.

SN>enabl e
SN#confi gure
SN( cf g) #Radi us-cl i ent Radi us_deepbl ue

SN( Radi us) [ Radi us_~] #Radi us- server deepbl ue

SN( Radi us) [ Radi us_~] #shar ed- secret authenticati on 78f8a23b
SN( Radi us) [ Radi us_~] #exi t

SN( cf g) #Radi us-cl i ent Radi us_extern
SN( Radi us) [ Radi us_~] #Radi us-server 219.144.12.1

SN( Radi us) [ Radi us_~] #shar ed- secret authenticati on dd9351el13cc335
SN( Radi us) [ Radi us_~] #exi t
SN(cfg)#

SN( cf g) #show Radi us-cl i ent
Radi us clients:

SN( cf g) #show Radi us-cl i ent Radi us_deepbl ue
AAA Radi us Modul e:

Radi us_deepbl ue
Radi us_extern

Radi us_deepbl ue

Aut henti cati on Shared Secret: 78f8a23b
Timeout: 6

Sessi ons:

UDP | nterface:

Configured Server Hostnane: deepbl ue

SN( cf g) #show Radi us-client Radi us_extern

AAA Radi us Mbdul e:
Aut henti cati on Shared Secret:

112

Radi us_extern

Timeout: 6
Sessi ons:
UDP | nterface:

dd9351e13cc335
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Configured Server Hostnane: 219.144.12.1
SN(cfg)#

Configuring the Radius server

Each message to and from a Radius server includes several attributes. Attributes are, For example, in a login request,
the name and password of the user that requires to log in. Each attribute is assigned a number by RFC 2865. This
section gives an overview of all such attributes that SmartWare uses. For more information about each attribute, or
other possible attributes, see RFC 2865 or the documentation of the radius server you use.

Attributes in the Radius request message
The SmartNode sends a Radius request with the following attributes:

Attribute

number Attribute Type Description
1 UserName Indicates the name of the user to be authenticated
2 UserPassword Indicates the password of the user to be authenticated
26 Protocol ls a vendor specific affribute that indicates the protocol with that the

user wants fo log on. Currently it can have the value 'console' or 'Tel-
nef'. Thus it is possible for the Radius Server to grant access depending
on whether the user wantfs to log on over console or Telnet

Attributes in the Radius accept message
After the user and his credentials are approved by the authentication procedure on the Radius server, the
SmartNode expects a Radius accept message with the following attributes:

Attribute . _
number Atiribute Type Description
6 Service-Type If the value is set fo 'administrative’, the user has administrator rights on
the SmartNode, otherwise operator rights
18 Reply-Message Contains the fext that is printed to the user affer login. If the attribute is not
included in the message, no text will be printed
27 Session-Timeout Number of seconds the user is allowed to logged on. If the attribute is
not included, the default value is infinite
28 |dle-Timeout Number of seconds to stay in idle state before automatic logout pro-
ceeds. If the attribute is not included, the default value is 30 minutes. The
command terminal idle-time-logout overwrites the value set by the
affribute

Most of the attributes are standard Radius attributes and are supported by the Radius servers. You have to spec-
ify a value for each of them as it is described in your Radius server’s user manual.

The attribute Protocol (26) is vendor specific and defined by Patton. Servers not equipped to interpret the ven-
dor-specific information will ignore it. It is defined as follows:
0 1 2 3
01234567890123456789012345678901
o e e e e e e A e m o e e e e e e e e e e e e e m e e e e e e -
| Type | Length | Vendor-1d
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S T A it e S S I U S SIS

Vendor-1d (cont) |

Vendor - Type |

Vendor - Lengt h |

R T T S T S S S S i A S S S S S e =

| Vendor-String ...
B ek s ik S RIE SRR SR S SR S

Type: 26

Length: Length of the whole attribute including the vendor data
Vendor-Id: 5349
Vendor-Type: 16

Vendor-Length: Length of all vendor data including Vendor-Type and Vendor-Length

Vendor-String: Not null terminated String with the value console or Telner

Configuring the local database accounts

The final step in configuring the authentication and authorization service in SmartWare is to set up local user
accounts. The local database—which is queried with the AAA method /local as described previously—can con-
tain administrator and operator accounts. For example, to grant access to the local SmartNode if all Radius
servers are down or the network is not reachable, you can create an emergency user in the local database so that
you can still access the SmartNode. Perform the following steps to configure the local accounts.

Mode: Configure
Step Command Purpose

1 |node(cfg)#[no] administrator name pass- |Adds an administrator account to the local dato-
word password base. The no form removes an existing account

2 |node(cfg)#[no] operator name password |Adds an operator account to the local database.
password The no form removes an existing account

3 |node(Radius)[name]#shared-secret Sets the password shared between the Radius cli-
authentication secret ent (the SmartNode) and the remote Radius

server.
4 |node(pf-auth)[name]#show accounts Display existing accounts

Example: Create an administrator and an operator account

SN>enabl e
SN#confi gure

SN( cf g) #admi ni strator neier password pencil

SN( cf g) #operat or janes password ""
SN( cf g) #show account s

Ad

oy

m ni strator accounts:
nei er

erator accounts:

j ames

SN( cf g)
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"n

Note If you are creating an account that does not require a password, type "" to
indicate that no password is needed. For example, if you were configuring an
account for an operator named James that did not need a password, the
entry would be:

SN( cf g) #oper at or james password

Configuring the local database accounts 115
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Introduction

This chapter outlines the SmartWare Internet protocol (IP) context and its related components. You will get the
fundamental understanding on how to set up your SmartNode to make use of IP related services.

The following sections describe the configuration steps necessary to put together certain IP services and the ref-
erences to the related chapters that explain the issue in more details.

To understand the information given in the following chapters, carefully read to the end of the current chapter.
Before proceeding, make sure that you feel comfortable with the underlying SmartWare configuration concept
by reading chapter 2, “Configuration concepts” on page 35.

The IP context in SmartWare is a high level conceptual entity that is responsible for all IP-related protocols and
services for data and voice. The IP context performs much the same function as a standalone IP router, and
since every context is defined by a name, the IP context is named router by default. This IP context can contain
interface static routes, RIP parameters, NAPT, QoS and access control profiles, and related SIP or H.323 gate-
ways.

In figure 25 on page 119, the IP context with all its related elements is contained within the area on the left,
which has a gray fill. The right side displays the related CS context, which communicates with the IP context
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via different types of gateways. Since the CS context and its related components are not the subject of this
chapter, they are illustrated in figure 25 with gray lines instead of black ones.
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Figure 25. IP context and related elements

The IP context undertakes the task of doing all IP-related transport of data and voice packets via the logical inter-
faces and available gateways. In addition, using profiles—which together with the IP context pinpoint how to
handle packets for specific services—enhances the possible field of application. Moreover, voice packets are
transported via a voice gateway to the CS context for further processing and forwarding to the PSTN.

IP context overview configuration task list

As previously described, this chapter outlines the IP context configuration. It does not give you all the details of
a configuration task, but refers you to the chapters in which you will find the full description.

* You can find all the information you need to configure an IP Interface in chapter 11, “IP interface configu-

ration” on page 125.

You can find the information regarding network address port translation (NAPT) in chapter 12, “NAT/
NAPT configuration” on page 133.

If you need to configure a physical port, chapter 13, “Ethernet port configuration” on page 141 or
chapter 15, “Serial port configuration” on page 169 may prove helpful.

IP context overview configuration task list
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* To set up the IP router contained in SmartWare, chapter 16, “Basic IP routing configuration” on page 187
and chapter 17, “RIP configuration” on page 193 give you the required information.

* For essential knowledge related to network security requirements, refer to chapter 18, “Access control list
configuration” on page 203.

* If your network shall provide better service to selected network traffic, chapter 14, “Link scheduler configu-
ration” on page 151 will help you to get in-depth knowledge about quality of service (QoS) management
with SmartWare.

The following sections describe the basic tasks involved in IP context configuration. Many parameters have
acceptable default values, which in most cases do not need to be explicitly configured. Hence not all of the con-
figuration tasks below are required. Depending on your application scenario, some tasks are mandatory or
might be optional. The following tasks use a bottom-up approach, starting from the ports, followed by the
interfaces up to the services running on the SmartNode. The first tasks below shall help you obtaining the nec-
essary overview, in view of the fact that there is always a risk getting lost in details before gaining a general
understanding of the whole network.

* Planning your IP configuration (see page 120)
 Configuring Ethernet and serial ports (see page 121)
* Creating and configuring IP interfaces (see page 121)
* Configuring NAPT (see page 122)

* Configuring static IP routing (see page 122)

* Configuring RIP (see page 122)

* Configuring access control lists (see page 123)

* Configuring quality of service (see page 123)

Planning your IP configuration

The following subsections provide network connection considerations for several types of physical ports types.
Patton recommends that you draw a network overview diagram displaying all neighboring IP nodes and serial
connected elements. Do not begin configuring the IP context until you have completed the planning of your
IP environment.

IP interface related information
Setting up the basic IP connectivity for your SmartNode requires the following information:

* IP addresses used for Ethernet LAN and WAN ports

* IP Subnet mask used for Ethernet LAN and WAN ports

* Length for Ethernet cables

[P addresses of the central H.323 gatekeeper

 IP addresses of the central PSTN gateway for H.323 and SIP based calls

e IP address of the central TFTP server used for configuration upload and download
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Serial interface related information
The SmartNode 2300 supports the V.35 and X.21 standard for synchronous serial interfaces with speeds up to
2 Mbps. Devices that communicate over a serial interface are divided into two classes:

* Data terminal equipment (DTE)—The device at the user end of the user-to-network interface. The DTE
connects to a data network via data DCE, and typically uses clocking signals generated by the DCE.

* Data communications equipment (DCE)—The device at the network end of the user-to-network interface.
The DCE provides a physical connection to the network, forwards traffic, and provides a clocking signal
used to synchronize data transmission between DCE and DTE devices.

The most important difference between these types of devices is that the DCE device supplies the clock signal
that paces the communications on the interface.

Note The SmartNode 2300 is working as a DTE by default.
Before you connect a device to the synchronous serial port, labeled SERIAL 0/0 on SmartNode 2300, you

need to check the following:

* Confirm that the device to which you are connecting to is a DCE providing a clock signal on the synchro-
nous serial interface.

* Type of connector, male or female, required to connect at the device

e Signaling protocol required by the device must be X.21 or V.35

QoS related information
Check with your access service provider if there are any QoS related requirements, which you need to know
prior to configuring SmartWare QoS management. Check the following with your access service provider:

e What is the dedicated bandwidth, which you have agreed with your access service provider?

* How does your provider perform packet classification, e.g. which ToS bits have to be used to define the sup-
ported classes of service?

Configuring Ethernet and serial ports

In SmartWare, Ethernet and serial ports represent the physical connectors on the SmartNode hardware. Since
ports are closely-knit with the physical structure of a SmartNode, they cannot be created but have to be config-
ured. The configuration of a port includes parameters for the physical and data link layer such as framing and
encapsulation formats or media access control. Before any higher-layer user data can flow through a physical port,
you must associate that port with an interface within the IP context. This association is referred to as a binding.

For information and examples on how to configure an Ethernet port, refer to chapter 13, “Ethernet port con-
figuration” on page 141 or for a serial port to chapter 15, “Serial port configuration” on page 169.

Creating and configuring IP interfaces

SmartWare supports one instance of the IP context, named router. The number and names of IP interfaces
depend upon your application scenario. In SmartWare, an interface is a logical construct that provides higher-
layer protocol and service information, such as layer 3 addressing. Hence interfaces are configured as part of the
IP context and represent logical entities that are only usable if a physical port is bound to them.

Configuring Ethernet and serial ports 121
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An interface name can be any arbitrary string, but for ease of identification you should use self-explanatory
names that describe the use of the interface. For example, use names like /a7 for an IP interface that connects to
the LAN and wan for an interface that connects to the access network or WAN. Avoid names that represent the
nature of the underlying physical port for logical interfaces, like 240 or serial0, to represent Ethernet port 0 or
serial port 0, since IP interfaces are not strictly bound to a certain physical port. An IP interface can be moved
to another physical port (from an Ethernet to a serial port, for example) while a SmartNode is operating. For
that reason, it would be confusing if an interface had name like e#0, but was actually assigned to a serial port.
So it is important to avoid naming a logical interface after a physical port. Instead, assign names to interfaces
that describe their usage and not the physical connection.

Several IP-related configuration parameters are necessary to define the behavior of such an interface. The most
obvious parameters are the IP address and an IP net mask that belongs to it.

For information and examples on how to create and configure an IP interface, refer to chapter 11, “IP interface
configuration” on page 125.

Configuring NAPT

Network address port translation (NAPT), which is an extension to NAT, uses TCP/UDP ports in addition to
network addresses (IP addresses) to map multiple private network addresses to a single outside address. NAPT
enables small offices to save money by requiring only one official outside IP address to connect several hosts via
a SmartNode to the access network. Moreover, NAPT provides additional security, because the IP addresses of
hosts attached via the SmartNode are invisible to the external world. You can configure NAPT by creating a
profile that is afterwards used on an explicit IP interface. In SmartWare terminology, an IP interface uses a

NAPT profile, as shown in figure 25 on page 119.

For information and examples on how to configure NAPT refer to chapter 12, “NAT/NAPT configuration”
on page 133.

Configuring static IP routing

SmartWare allows to define static routing entries, which are table mappings established by the network admin-
istrator prior to the beginning of routing. These mappings do not change unless the network administrator
alters them. Algorithms that use static routes are simple to design and work well in environments in which net-
work traffic is relatively predictable and where network design is relatively simple.

For information and examples on how to configure static IP routing, refer to chapter 16, “Basic IP routing
configuration” on page 187.

Configuring RIP

The Routing Information Protocol (RIP) is a distance-vector protocol that uses hop count as its metric. RIP is
widely used for routing traffic in the global Internet and is an interior gateway protocol (IGP), which means
that it performs routing within a single autonomous system.

RIP sends routing-update messages at regular intervals and also when the network topology changes. When a
router receives a routing update that includes changes to an entry, it updates its routing table to reflect the new
route. The metric value for the path is increased by one, and the sender is indicated as the next hop. RIP rout-
ers maintain only the best route (the route with the lowest metric value) to a destination. After updating its
routing table, the router immediately begins transmitting routing updates to inform other network routers of
the change. These updates are sent independently of the regularly scheduled updates that RIP routers send.
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RIP uses a single routing metric (hop count) to measure the distance between the source and a destination net-
work. Each hop in a path from source to destination is assigned a hop-count value, which is typically 1. When
a router receives a routing update that contains a new or changed destination-network entry, the router adds
one to the metric value indicated in the update and enters the network in the routing table. The IP address of
the sender is used as the next hop.

RIP prevents routing loops from continuing indefinitely by implementing a limit on the number of hops
allowed in a path from the source to a destination. The maximum number of hops in a path is 15. If a router
receives a routing update that contains a new or changed entry, and if increasing the metric value by one causes
the metric to be infinity (i.e. 16), the network destination is considered unreachable.

For information and examples on how to configure Routing Information Protocol (RIP) refer to chapter 17,
“RIP configuration” on page 193.

Configuring access control lists

Packet filtering helps to control packet movement through the network. Such control can help to limit net-
work traffic and to restrict network use by certain users or devices. To permit or deny packets from crossing
specified interfaces, SmartWare provides access control lists.

An access control list is a sequential collection of permit and deny conditions that apply to packets on a certain
interface. Access control lists can be configured for all routed network protocols (IP, ICMP, TCP, UDD, and
SCTP) to filter the packets of those protocols as the packets pass through a SmartNode. SmartWare tests pack-
ets against the conditions in an access list one by one. The first match determines whether SmartWare accepts
or rejects the packet. Because SmartWare stops testing conditions after the first match, the order of the condi-
tions is critical. If no conditions match, the software rejects the address.

For information and examples on how configure access control lists, refer to chapter 18, “Access control list
configuration” on page 203.

Configuring quality of service (QoS)

In SmartWare, the link scheduler enables the definition of QoS profiles for network traffic on a certain inter-
face, as shown in figure 25 on page 119. QoS refers to the ability of a network to provide improved service to
selected network traffic over various underlying technologies including Frame Relay, Ethernet and 802.x type
networks, and IP-routed networks. In particular, QoS features provide improved and more predictable net-
work service by providing the following services:

* Supporting dedicated bandwidth

* Improving loss characteristics

* Avoiding and managing network congestion
e Shaping network traffic

e Setting traffic priorities across the network

SmartWare QoS features described in chapter 14, “Link scheduler configuration” on page 151 address these
diverse and common needs.
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Introduction

This chapter provides a general overview of SmartNode interfaces and describes the tasks involved in their con-
figuration.

Within SmartWare, an interface is a logical entity that provides higher-layer protocol and service information,
such as Layer 3 addressing. Interfaces are configured as part of a context and are independent of physical ports
and circuits. The separation of the interface from the physical layer allows for many of the advanced features
offered by SmartWare. For higher layer protocols to become active, a physical port or circuit must be bound to
an interface. IP interfaces can be bound physically to Ethernet, SDSL or Frame Relay ports according to the
appropriate transport network layer.

Software IP interface configuration task list

To configure interfaces, perform the tasks in the following sections:
* Creating an IP interface (see page 126)

* Deleting an IP interface (see page 127)

e Setting the IP address and netmask (see page 127)

e ICMP message processing (see page 128)

e ICMP redirect messages (see page 128)

* Router advertisement broadcast message (see page 129)

* Defining the MTU of the interface (see page 129)

* Configuring an interface as a point-to-point link (see page 130)
* Displaying IP interface information (see page 131)

* Testing connections with the ping command (see page 131)

Creating an IP interface
Interface names can be any arbitrary string. Use self-explanatory names for your interfaces, which reflect their usage.

Mode: Context IP

Step Command Purpose

1 |node(ctx-ip)[router]#interface name |Creates the new interface name, which represents an IP
interface. This command also places you in interface
configuration mode for the interface just created.

2 |node(if-ip)[name]# You are now in the interface configuration mode, where
you can entfer specific configuration parameters for the
IP interface name.
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Example: Create IP interfaces

The procedure illustrated below assumes that you would like to create an IP interface named /an Use the fol-
lowing commands in administrator configuration mode.

SN>enabl e

SN#confi gure

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface |an

SN(if-ip)[lan]#

Deleting an IP interface
Almost every configuration command has a no form. In general, use the no form to disable a feature or func-
tion. Use the command without the no keyword to re-enable a disabled feature or to enable a feature that is

disabled by default.
Deleting an existing interface in the IP context is often necessary.

Mode: Context IP

Command Purpose

1 |node(ctx-ip)[router]#no interface name |Deletes the existing interfaces name

Example: Delete IP interfaces

The procedure below assumes that you would like to delete an IP interface named external. Use the following
commands in IP context configuration mode.

List the existing interfaces:

SN(ctx-ip)[router]#interface <?>

<interface> New i nterface

I an Exi sting interface
wan Exi sting interface
ext er nal Exi sting interface
i nternal Exi sting interface

Delete the interfaces named et/3 with the no interface command:

SN(ctx-ip)[router]#no interface external

List the interfaces again to check if the appropriate interface was deleted:

SN(ctx-ip)[router]#interface <?>

<interface> New i nterface

I an Exi sting interface
wan Exi sting interface
i nternal Exi sting interface

Setting the IP address and netmask
Each IP interface needs its explicit IP address and an appropriate net mask to be set. You can use the ipaddress
interface configuration command to perform the following tasks:

* Set the IP address to ip-address
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¢ Set the network mask to netmask
* Enable IP processing for the IP interface name without assigning an explicit IP address

The ipaddress command offers the following options:

unnumbered ]Icfnables IP processing on an inferface without assigning an explicit IP address to the inter-
ace.

ip-address Specifies the IP address of the subscriber in the form A.B.C.D.

netmask Specifies the network mask in the form A.B.C.D. A network mask of at least 24 bits must be
entered; i.e. a mask in the range 255.255.255.0 through 255.255.255.255.

dhep Enables the DHCP client on this interface. For more information on DHCP-client configura-
tion refer to chapter 21, “DHCP configuration” on page 245.

Mode: Context IP. This command also places you in interface configuration mode.

Step Command Purpose
1 node(ctx-ip)[router]#interface name Selects the existing interface name, which shall be
configured
2 |node(if-ip)[name]# ipaddress {unnum- Sets the IP address ip-address and netmask net-
bered | (ip-address netmask) | dhep} mask for interface name

Example: Configure IP interface address and netmask

To set the IP address to 792.168.1.3 and net mask to 255.255.255.0 for the IP interface /an, use the following
commands in IP context configuration mode.

SN(ctx-ip)[router]#interface |an
SN(if-ip)[lan]#i paddress 192.168. 1.3 255.255. 255.0

ICMP message processing

The IP suite offers a number of services that control and manage IP connections. The Internet Control Mes-
sage Protocol (ICMP) provides many of these services. Routers send ICMP messages to hosts or other routers
when a problem is discovered with the Internet header. For detailed information on ICMP, see RFC 792.
SmartWare supports the following ICMP message processing features:

¢ ICMP redirect messages

* Router advertisement broadcast message

ICMP redirect messages

Routes are sometimes less than optimal. For example, the router may be forced to resend a packet through the
same interface on which it was received. In this case, the SmartWare application software sends an ICMP redi-
rect message to the originator of the packet telling the originator that the router is on a subnet directly con-
nected to the receiving device, and that it must forward the packet to another system on the same subnet. The
software sends an ICMP redirect message to the originator of the packet because the originating host presum-
ably could have sent that packet to the next hop without involving this device at all. The redirect message
instructs the sender to remove the receiving device from the route and substitute a specified device representing
a more direct path. This feature is enabled by default.
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SmartWare ICMP message processing offers two options for host route redirects:
* accept—accepts ICMP redirect messages
¢ send—sends ICMP redirect messages

Mode: Interface

Step Command Purpose

1 |node(ctx-ip)[router]#interface name Selects the interface name for ICMP mes-
sage processing configuration

2 |node(if-ip)[name]#icmp redirect { accept | send} |Enables to send or accept ICMP redirect
messages

Example: ICMP redirect messages

The following example shows how to configure ICMP messages processing to accept ICMP redirect messages
on the IP interface /an. Use the following commands in IP context configuration mode.

SN(ctx-ip)[router]#interface |an
SN(if-ip)[lan]#icnp redirect accept

Router advertisement broadcast message
This message configures the behavior of the router when receiving an ICMP router solicitation message, and
determines if the router shall send periodic ICMP router advertisement messages or not.

By default, ICMP router advertisement messages are sent, either as a reply to ICMP router solicitation mes-
sages or periodically. If the feature is disabled, ICMP router advertisement messages are not sent in any case,
neither as a reply to ICMP router solicitation messages nor periodically.

Mode: Interface

Step Command Purpose

1 |node(ctx-ip)[router]#interface name Selects the interface name for ICMP message pro-
cessing configuration

2 |node(if-ip)[name]# icmp router-discovery |Enables to send router advertisement broadcast
messages

Example: Router advertisement broadcast message

The following example shows how to enable sending router advertisement broadcast messages on IP interface
lan. Use the following commands in IP context configuration mode.*

SN(ctx-ip)[router]#interface |an
SN(if-ip)[lan]#icnp router-discovery

Defining the MTU and MSS of the interface

All interfaces have a default MTU packet size. You can adjust the IP MTU size so that the SmartWare applica-
tion software will fragment any IP packet that exceeds the MTU set for an interface. The default MTU packet
size is set to 1500 for an interface. In cases where fragmentation is not allowed along the IP connection, forcing
a reduction of the MSS (maximum segment size) is the only viable solution.
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Note All devices on a physical medium must have the same protocol MTU in
order to operate accurately.

Procedure: To set the MTU packet size or the MSS to size on the interface name

Mode: Interface

Step Command Purpose

1 node(ctx-ip)[router]#interface name |Selects the interface name for ICMP message processing
configuration
2 node(if-ip)[name]#mtu size Sets the IP MTU packet size to size of the interface name.
The MTU packet size value must be in the range from 48
to 1500.
Step 3 | node(if-ip)[name]#tcp adjust-mss { |Limits to the MSS (Maximum Segment Size) in TCP SYN
(optional) rxltx } { mtu | mss} packets to mss or to MTU (Maximum Transmit Unit) - 40

Bytes, if ‘mtu’ is used. ‘rx’ applies to packets which
arrive inbound at this IP interface, ‘tx’ to packets which
leave outbound of this IP interface.

It is recommended to use ‘mtu’ inbound and outbound.

Example: Defining the MTU of the interface

The following example shows how to define the MTU of the IP interface /a7 to 1000 and to adjust the MSS in
both directions to MTU-40. Use the following commands in IP context configuration mode.

SN(ctx-ip)[router]#interface |an
SN(if-ip)[lan]#ntu 1000
SN(if-ip)[lan]#tcp adjust-mss rx mu
SN(if-ip)[lan]#tcp adjust-mss tx mu

Configuring an interface as a point-to-point link
A point-to-point network joins a single pair of routers. It is in particular used for interfaces, which have a bind-
ing to a Frame Relay PVC.

Mode: Configure

Step Command Purpose
1 |node(cfg)#context ip router Selects the IP router context

2 |node(ctx-ip)[router]#interface name |Selects the defined interface name for configuration
3 |node(if-ip)[name]#point-to-point Configures the interface ifname as point-to-point link

Example: Configuring an interface as a point-to-point link

The following example shows how to define the interface /an as point-to-point link. Use the following com-
mands in configuration mode.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface |an
SN(i f-ip)[|an]#point-to-point
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Displaying IP interface information
SmartWare contains the show ip interface command, which displays IP information for all interfaces. The
command is available in operator execution mode or in any of the administrator execution modes.

Mode: Operator execution or any administrator execution

Command Purpose

1 |node>show ip interface |Displays the IP information for all interfaces

Example: Displaying IP interface information

The following example shows how to display the IP information for all interfaces by using the show ip inter-
face command from operator execution mode.

SN>show i p interface

Cont ext router

Nare: I an

| P Addr ess: 172.16.40. 77 255.255.0.0
MT U 1500

| CVMP router-di scovery: enabl ed

ICWP redirect: send only

State: OPENED

Bi ndi ng: ethernet 0 0 O/ethernet/ip
Cont ext : router

Nane: wan

| P Addr ess: 172.17.100. 210 255. 255.255.0
MT U 1500

I CVMP router-di scovery: enabl ed

ICWP redirect: send only

State: CLCSED

Bi ndi ng: ethernet 0 0 1/ethernet/ip

Testing connections with the ping command

As an aid to diagnosing basic network connectivity, many network protocols support an echo protocol. The
protocol involves sending a special datagram to the destination host, then waiting for a reply datagram from
that host. Results from this echo protocol can help in evaluating the path-to-host reliability, delays over the

path, and whether the host can be accessed or is functioning.

Mode: Either operator or administrator execution

Step Command Purpose

node>ping ip-address |Sends ICMP ECHO_REQUEST packets to network hosts at IP address ip-
address

When using ping for fault isolation, you should first run it on the respective SmartNode interface to verify that
the local LAN or WAN interface is up and running. Then, you should “ping” hosts and gateways further away.
Round-trip times and packet loss statistics are computed. If duplicate packets are received, they are not
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included in the packet loss calculation, although the round trip time of these packets is used to calculate the
minimum/average/maximum round-trip time numbers. When five ICMP echo requests packets have been
sent and received, a brief summary is displayed.

Example: Testing connections with the ping command

The following example shows how to invoke the echo protocol to the destination host at IP address
172.16.1.10 by using the ping command from operator execution mode.

SN>ping 172.16.1.10
Sending 5 | CMP echo requests to 172.16.1.10, tinmeout is 1 seconds:
Reply from 172.16.1.10: Tinme <10ns
Reply from 172.16.1.10: Time <10ns
Reply from 172.16.1.10: Tinme <10ns
Reply from 172.16.1.10: Tinme <10mns
Reply from 172.16.1.10: Tinme <10ns
Ping statistics for 172.16.1. 10:
Packets: Sent 5, Received 5, Lost 0 (0% oss),
RTT: M ni mum <10ns, Maxi nrum <10ns, Average <10ns

Traceroute
This procedure describes how to print the route (list of hops) packets take to the network host.

Mode: Either operator or administrator execution

Command Purpose

1 |node>traceroute ip-address |Prints the route (list of hops) packets take to network host.

Examples

Deleting an IP interface
The following example shows how to delete an IP interface named wan.

List the existing interfaces in the IP context:

SN(ctx-ip)[router]#interface <?>

<interface> New i nterface
I an Exi sting interface
wan Exi sting interface

Delete the interface wan by using the no form of the interface command.

SN(ctx-ip)[router]#no interface wan

List the interfaces again to make sure that interface wan no longer exists:

SN(ctx-ip)[router] #i nterface <?>
<interface> New i nterface
I an Exi sting interface
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Introduction

This chapter provides a general overview of Network Address (Port) Translation and describes the tasks
involved in its configuration.

The two most compelling problems facing the IP Internet are IP address depletion and scaling in routing.
Long-term and short-term solutions to these problems are being developed. The short-term solution is CIDR
(Classless Inter Domain Routing). The long-term solutions consist of various proposals for new internet proto-
cols with larger addresses.

Until the long-term solutions are ready, an easy way to hold down the demand for IP addresses is through
address reuse. This solution takes advantage of the fact that a very small percentage of hosts in a stub domain
are communicating outside of the domain at any given time (a stub domain is a domain, such as a corporate
network, that only handles traffic originated or destined to hosts in the domain). Indeed, many (if not most)
hosts never communicate outside of their stub domain. Because of this, only a subset of the IP addresses inside
a stub domain need to be translated into IP addresses that are globally unique when outside communications is
required.

For further information about the functionality of Network Address Translation (NAT) and Network Address
Port Translation (NAPT), consult the RFCs 1631 and 3022. This chapter applies the terminology defined in
REC 2663.

SmartWare provides four types of NAT/NAPT:

* Dynamic NAPT (Cisco terminology: NAT Overload)
e Static NAPT (Cisco terminology: Port Static NAT)

* Dynamic NAT

e Static NAT

You can combine these types of NAT/NAPT without any restriction. One type of profile, the ‘NAPT Profile’,
holds the configuration information for all four types where configuration is required. The remainder of this

Section shortly explains the behavior of the different NAT/NAPT types.

Dynamic NAPT

Dynamic NAPT is the default behavior of the NAT/NAPT component. It allows hosts on the local network to
access any host on the global network by using the global interface address as source address. It modifies not
only the source address, but also the source port, so that it can tell different connections apart (NAPT source
ports are in the range 8,000 to 16,000). UDP and TCP connections from the local to the global network trig-
ger the creation of a dynamic NAPT entry for the reverse path. If a connection is idle for some time (UDP: 2
minutes, TCP: 12 hours) or gets closed (only TCP), the dynamic NAPT entry is removed.

An enhancement of the Dynamic NAPT allows to define subsets of hosts on the local network that shall use
different global addresses. Up to 20 subsets with their respective global addresses are possible. Such a global
NAPT address can be any IP address as long as the global network routes the traffic to the global interface of
the NAT/NAPT component.

Note Only the NAT/NAPT component handles global NAPT addresses. Other
components of the SmartNode (e.g. the H.323 gateway) are not accessible
via these addresses.
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Figure 26 illustrates the basic and enhanced behavior of the Dynamic NAPT. The big arrows indicate the
direction of the connection establishment. Although only a local host can establish a connection, traffic always
flows in both directions.

Global Network Local Network

(Local Interface Address) 192.168.1.1

131.1.1.1 (Global Interface Address)
131.1.1.2 (Global NAPT Address)

<€— Source Address & Port modified

131.1.1.1:p- 131.1.1.1:q < | :ﬂctzisoflhehculnetwork
131.1.1.2:n - 131.1.1.2:m < | 192.168.1.10-192.168.1.19

Destination Address & Port modified —»
Figure 26. Dynamic NAPT

Static NAPT

Dynamic NAPT does not permit hosts on the global network to access hosts on the local network. Static
NAPT makes selected services (i.e. ports) of local hosts globally accessible. Static NAPT entries map global
addresses/ports to local addresses/ports. The global address can either be the address of the global interface or a
configured global NAPT address. Usually, the local and the global port of a static NAPT entry are the same;
however, they may be different.

Global Network Local Network

(Local Interface Address) 192.168.1.1

131.1.1.1 (Global Interface Address)
131.1.1.3 (Global NAPT Address)

«— Source Address modified
131.1.1.1:80 | D> 192.168.1.2080

131.1.1.3:23 | > 19216812023
Destination Address modified —

Figure 27. Static NAPT

Note Be careful when mapping ports the SmartNode uses itself (e.g. Telnet,
TFTP) because the SmartNode might become inaccessible.
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Dynamic NAT

NAT only modifies addresses but not ports. Dynamic NAT assigns a global address from a global NAT address
pool each time a local host wants to access the global network. It creates a dynamic NAT entry for the reverse
path. If a connection is idle for some time (2 minutes), the dynamic NAT entry is removed. Should Dynamic
NAT run out of global addresses, it lets Dynamic NAPT handle the connection (which may lead to an unex-
pected behavior).

Dynamic NAT is particularly useful for protocols that do not build on UDP or TCP but directly on IP (e.g.
GRE, ESP). See also section “NAPT traversal” on page 137.

Global Network Local Network

(Local Interface Address) 192.168.1.1

131.1.1.1 (Global Interface Address)
131.1.1.20 (Global NAT Address)

<— Source Address modified

131.1.1.20 < > 192.168.1.40

Destination Address modified —
Figure 28. Dynamic NAT

Static NAT

Dynamic NAT does not permit hosts on the global network to access hosts on the local network. Static NAT
makes local hosts globally accessible. Static NAT entries map global addresses to local addresses. The global
address must be a configured global NAT address. It cannot be the address of the global interface since this
would break connectivity to the SmartNode itself.

Static NAT is particularly useful for protocols that do not build on UDP or TCP but directly on IP (e.g. GRE,
ESP). See also section “NAPT traversal” on page 137.

Global Network Local Network

(Local Interface Address) 192.168.1.1

131.1.1.1 (Global Interface Address)
131.1.1.20 (Global NAT Address)

«— Source Address modified

13LLL20 - < D> 192168140

Destination Address modified —
Figure 29. Static NAT
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NAPT traversal

Protocols that do not build on UDP or TCP but directly on IP (e.g. GRE, ESP), and protocols that open addi-
tional connections unknown to the NAT/NAPT component (e.g. FTP, H.323, SIP), do not easily traverse a
NAPT.

The SmartWare NAPT can handle one GRE (Generic Routing Encapsulation) connection and one ESP
(Encapsulating Security Payload) connection at a time. It also routes ICMP messages back to the source of the
concerned connection or to the source of an ICMP Ping message.

To enable NAPT traversal of protocols that open additional connections, the NAPT component must analyze
these protocols at the Application Level in order to understand which NAPT entries for additional connections
it should create and which IP addresses/ports it must modify (e.g. for voice connections in addition to signal-
ing connections). It performs this task for the protocol FTP. Other protocols such as H.323 and SIP cannot
traverse the SmartWare NAPT.

NAT/NAPT configuration task list

To configure the NAT/NAPT component, perform the tasks in the following sections:
* Creating a NAPT profile (see page 137)

* Activating NAT/NAPT (see page 137)

* Displaying NAT/NAPT configuration information (see page 139)

Creating a NAPT profile

A NAPT profile defines the behavior of the NAT/NAPT component, comprising all four types of NAT/NAPT
(this profile is called ‘NAPT profile’ and not ‘NAT/NAPT profile for historical reasons). Several NAPT profiles
are admissible but there is only one NAT/NAPT component.

Procedure: To create a NAPT profile and to configure the required types of NAT/NAPT
Mode: Configure

Command Purpose

Step 1 |nodelcfg)#profile napt name  |Creates the NAPT profile name and activates the
basic behavior of the Dynamic NAPT

Step 2 |node(pf-napt)[name]#range local-| Configures and activates the enhanced behavior of
(optional) |ip-range-start local-ip-range-stop  |the Dynamic NAPT: local-ip-range-start and local-ip-
global-ip range-stop define the subset of local hosts that use
the global NAT address global-ip to access to global
network.

(max. 20 entries)
The IP ranges of different Dynamic NAPT entries must
not overlap each other.

NAT/NAPT configuration task list 137



12 « NAT/NAPT configuration SmarfWare Software Configuration Guide

Command Purpose

Step 3 |node(pf-napt)[name]#static Creates a Static NAPT entry: local-ip/local-port is
(optional) |{ udp | tep } local-ip local-port  |mapped to global-ip/global-port. If global-port is
[global-ip] [global-porf] omitted, local-port is used on both sides. If global-ip
is omitted, the global address is the address of the
global interface.

(max. 20 UDP and 20 TCP entries)

Step 4 |node(pf-napt)[name]#range local-|Configures and activates the Dynamic NAT: local-ip-
(optional) |ip-range-start local-ip-range-stop | range-start and local-ip-range-stop define the subset
global-ip-start global-ip-stop of local hosts that use an address from the global
NAT address pool to access to global network. glo-
bal-ip-start and global-ip -stop define the global NAT
address pool.

(max. 20 entries)
The IP ranges of different Dynamic NAT entries must
not overlap each other.

Step 5 |node(pf-napt)[name]#static local- |Creates a Static NAT entry: local-ip is mapped to
(optional) |ip global-ip global-ip.
(max. 20 entries)

Use ‘no’ in front of the above commands to delete a specific entry or the whole profile.
Note The command icmp default is obsolete.

Example: Creating a NAPT Profile

The following example shows how to create a new NAPT profile access that contains all settings necessary to
implement the examples in section “Introduction” on page 134.

SN(cfg)#profile napt access

SN( pf - napt) [ access] #range 192.168.1.10 192.168.1.19 131.1.1.2

SN( pf - napt) [ access] #static tcp 192.168.1.20 80

SN( pf - napt) [ access] #static tcp 192.168.1.20 23 131.1.1.3

SN( pf - napt) [ access] #range 192.168.1.30 192.168.1.39 131.1.1.10 131.1.1.15

SN( pf - napt) [ access] #static 192.168.1.40 131.1.1.20

Activate NAT/NAPT

To activate a NAT/NAPT component, bind its NAPT profile to an IP interface. This binding identifies the
global interface of the respective NAT/NAPT component. All other IP interfaces are local relative to this NAT/
NAPT.

Note If both a NAPT profile and an ACL profile are bound to the same IP inter-
face, the ACL (Access Control List) acts on the local side of the NAT/NAPT

component.

Procedure: To activate a NAT/NAPT component
Mode: Configure
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Step

Command

node(cfg)#context ip router

12 « NAT/NAPT configuration

Purpose

Selects the IP router context

napt profile

2 node(ctx-ip)[router] #interface The NAPT profile shall be used on the interface name
name
3 nodelif-ip)[name]#use profile  |Defines that the NAPT profile profile shall be used on

the interface name

Example: Configuring NAPT Interface

The following example shows how to activate a NAT/NAPT component with the NAPT profile access on the

IP interface lan.

SN( cf g)#context ip router
SN(ctx-ip)[router]#interface | an

SN(if-ip)[lan]#use profile napt access

Displaying NAT/NAPT configuration information

Two commands are available to display an existing NAPT profile. There is no command yet to display the

dynamic entries of a NAT/NAPT component.

Procedure: To display NAT/NAPT configuration information
Mode: Configure

Step 1

Command

node(cfg)#show profile napt

Purpose

Displays the available NAPT profiles

Step 2

node|cfg)#show profile napt
name

or

node(cfg)#show napt interface
name

Displays the NAPT profile name

or

Displays the NAPT profile bound to the IP interface
name

Example: Display NAT/NAPT Configuration Information

SN( cf g) #show profil e napt
NAPT profil es:

access

SN( cf g) #show profil e napt access
NAPT profil e access:

| CVMP default server: (none)

STATI C NAPT MAPPI NGS

Pr ot ocol

Local IP Local Port

dobal IP d obal Port
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192.168. 1. 20
192.168. 1. 20

tcp
tcp

STATI C NAT MAPPI NGS
Local IP d obal IP

192.168.1. 40 131.1.1.20

STATI C NAPT RANGE MAPPI NGS
Local IP Start Local IP Stop

192.168.1. 10 192.168.1.19

STATI C NAT RANCE MAPPI NGS
Local IP Start Local IP Stop

192.168. 1. 30 192.168. 1. 39
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80 0.0.0.0 80
23 131.1.1.3 23
G obal IP
131.1.1.2
A obal IP Start dobal IP Stop

131.1.1.10

131.1.1.15
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Introduction

This chapter provides an overview of Ethernet ports and describes the tasks involved in configuring Ethernet
ports through the SmartWare.

For SmartNode Series devices, the term Ethernet refers to the family of local area network (LAN) or wide area
network (WAN) implementations that include two principal categories.

* Ethernet and IEEE — 802.3 LAN/WAN specifications that operate at 10 Mbps over twisted-pair and coax-

ial cable.

¢ 100 Mbps Ethernet — LAN/WAN specification, also known as Fast Ethernet that operates at 100 Mbps
over twisted-pair cable.

The information in this chapter applies to all Ethernet ports on the system, including the Ethernet manage-
ment port.

Ethernet port configuration task list

To configure Ethernet ports, perform the tasks described in the following sections. Most of the task are required to
have an operable Ethernet port, some of the tasks are optional, but might be required for your application.

* Entering the Ethernet port configuration mode (see page 143)

* Configuring medium for an Ethernet port (see page 143)

* Configuring Ethernet encapsulation type for an Ethernet port (see page 144)

* Binding an Ethernet port to an IP interface (see page 144)

¢ Selecting the frame format for an Ethernet port (see page 145)

* Configuring layer 2 CoS to service-class mapping for an Ethernet port (advanced) (see page 140)
* Closing an Ethernet port (see page 148)
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Entering the Ethernet port configuration mode

To enter port configuration mode and begin configuring an Ethernet port, enter the command port ethernet
slot port in administrator execution mode. The keywords sloz and pors represent the number of the respective
physical entity as show in table 6.

Table 6. Permanent builtin interface slot and port mapping for SmartNode 1x00, 2x00, and 4xxx Series

Device Type Interface Type Slot Port Interface
SmartNode 1x00 Ethernet 0 0 ETH O
1 ETH 1
ISDN 0 0 BRI O
1 BRI'1
SmartNode 2x00 Ethernet 0 0 ETH 0/0
1 ETH 0/1
Serial (SN2300 only) 0 0 SERIAL 0/0
SmartNode 4xxx Ethernet 0 0 ETH 0/0
1 ETH 0/1°
FXS 0 0 FXS 0/0
7 (max) FXS 0/7

a. Available on 45xx only

Since a port must be configured unambiguously, choose the appropriate expansion slot and port number. The num-
ber and type of available ports depend upon your SmartNode model, and also on the interface card fit for Smart-
Node 2000 series devices. All permanent on-board interfaces of a SmartNode are described as being on slot 0.

Configuring medium for an Ethernet port
All Ethernet ports are configured by default to auto-sense both the port speed and the duplex mode. This is the
recommended configuration. Supported command options are:

e 10—for 10 Mbps

e 100—for 100 Mbps

* auto—for auto-sense the port speed
¢ half—for half-duplex

* full—for full-duplex
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This procedure describes how to configure the medium for the Ethernet port on sloz and port

Mode: Configure

Step Command Purpose
1 |node(cfg)#port ethernet slot port Enters Ethernet port configuration mode for the
interface on slot and port.
2 |node(prt-eth)[slot/porfl#medium (10 | Configures the interface on slot and port to
100 | auto} (half | full) medium according to the selected option.

Note The following restrictions apply:
® SN1x00: Both Ethernet ports support 10 Mbps half-duplex

® SN2300: Ethernet port 0/1 only supports 10 Mbps half-duplex, other set-
tings are ignored

® SNé4xxx: Ethernet port 0/1 supports 10 Mbps half-duplex.
Example: Configuring medium for an Ethernet port

The following example shows how to configure medium auto-sense for the Ethernet port on slot 0 and port 0
of a SmartNode 4524 device.

SN(cfg)#port ethernet 0 O
SN( prt-eth)[0/0]#medi um aut o

Configuring Ethernet encapsulation type for an Ethernet port
This procedure describes how to configure the encapsulation type to IP for the Ethernet port on sloz and por.

Mode: Configure

Step Command Purpose

1 |node(cfg)#port ethernet slot port Enters Ethernet port configuration mode for the
interface on slot and port.

2 |node(prt-eth)[slot/porfl#encapsulation ip |Configures the encapsulation type to IP.

Example: Configuring Ethernet encapsulation type for an Ethernet port

The following example shows how to configure the encapsulation type to IP for the Ethernet port on slot 0 and
port 0 of a SmartNode 1000, 2000, or 4000 series device.

SN(cfg)#port ethernet 0 O
SN(prt-eth)[0/0] #encapsul ation ip

Binding an Ethernet port to an IP interface

You must bind the Ethernet port to an existing IP interface. When executing the bind command, the requested
interface must exist. If no IP context is given, the system attaches the interface to the default IP context known
as router.
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Figure 30 shows the logical binding of the Ethernet port at slot 0 on port 0 to the IP interface lan which is
defined in the IP context router.

inferface lan interface wan

bind command bind command

Port Port
Ethernet Ethernet
00 01

Figure 30. Binding of an Ethernet port to an IP interface

This procedure describes how to bind the Ethernet port to an already existing IP interface

Mode: Configure

Step Command Purpose

1 |node(cfg)#port ethernet slot port Enters Ethernet port configuration
mode for the interface on slot and
port

2 |node(prt-eth)[slot/porf]#bind interface name router  |Binds the Ethernet port to the already
existing IP interface ifname

Example: Binding an Ethernet port to an IP interface
The following example shows how to bind the Ethernet port on slot 0 and port 0 of a SmartNode 1000, 2000,

or 4000 series device to an already existing IP interface /an.

SN(cfg)#port ethernet 0 0
SN(prt-eth)[0/0] #bind interface |l an router

Selecting the frame format for an Ethernet port

The frame format defines the logical grouping of information sent as a data link layer unit over a transmission
medium. Depending on the components receiving data sent from a SmartNode via an Ethernet connection,
the frame format has to be specified. The command frame-format allows you to set the sending of either IEEE
802.3 or IEEE 802.1Q frames. Supported command options are:

* dotlq—Sends VLAN-tagged IEEE 802.1Q frames used for virtual LANs
* standard—Sends standard IEEE 802.3 Ethernet frames
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By default, the frame format is set to standard, representing IEEE 802.3.
This procedure describes how to change the frame format of the Ethernet port on sloz and port.

Mode: Configure

Step Command Purpose

1 |node(cfg)#port ethernet slot port Enters Ethernet port configura-
tion mode for the interface on
slot and port

2 |node(prt-eth)[slot/porfl#frame-format {standard | dot1q} |Selects to send standard IEEE
802.3 or VLAN-tagged IEEE
802.1Q frames

Example: Binding an Ethernet port to an IP interface

The following example shows how to bind the Ethernet port on slot 0 and port 0 of a SmartNode 1000, 2000,
or 4000 series device to send tagged IEEE 802.1Q frames.

SN(cfg)#port ethernet 0 O
SN(prt-eth)[0/0] #f rane-format dot 1q

Configuring layer 2 CoS to service-class mapping for an Ethernet port

To enable to transport real-time and delay sensitive services such as VoIP traffic across the network, the firm-
ware application software supports the delivery of Quality of Service (QoS) information in the ToS (Type of
Service) field. This is an eight-bit field, the second field in the IP header packet. To define the Class of Service

(CoS) to service class mapping, the cos command is used, with one of the following arguments:
* default—Default service class when no Layer 2 CoS present

* rx-map—Receive mapping table - Layer 2 CoS to service class mapping

* tx-map— ITransmit mapping table - Service class to Layer 2 CoS mapping

This procedure describes how to change layer 2 CoS to service class mapping,.

Mode: Configure

Step Command Purpose

1 |node(cfg)#port ethernet slot port Enters Ethernet port configura-
tion mode for the interface on
slot and port

2 |node(prt-eth)[slot/porfl#map cos layer 2 class of service value |Selects the layer 2 CoS to traffic-
to fraffic class name class mapping. The traffic class
name can be freely chosen.

If the frame format is set to standard, the cos default command value defines which class of service to use for

the data traffic.

The cos rx-map and cos tx-map commands above need service class mapping table entries, which has to be
entered as additional command argument. The command syntax is:
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* cos rx-map—Ilayer 2 class of service value as service class value
*  cos tx-map—service class value as layer 2 class of service value
Do the following to configure the class of service map:

1. Configure the class of service map table for the outgoing data traffic. Every provided service can be
mapped to a Class of Service.

2. Configure the class of service map table for the incoming data traffic. Every received Class of Service can be
assigned to a service type.

Adding a receive mapping table entry

The receive mapping table defines the conversion of receiving Layer 2 CoS to service class value into a firm-
ware-specific service class value. Each conversion is stored as a mapping table entry, so the receive mapping
table consists of several mapping table entries.

This procedure describes how to add a receive mapping table entry.

Mode: Configure

Step Command Purpose

1 |node(cfg)#port ethernet slot port Enters Ethernet port configuration mode for the
interface on slot and port.

2 |node(prt-eth)[slot/porfl#cos rx-map layer 2 |Adds a receive mapping table entry, which con-
class of service value as service class value verts a layer 2 class of service into a service class
value.

Example: Adding a receive mapping table entry

The following example shows how to add a receive mapping table entry, which converts a layer 2 class of ser-
vice value of 2 into a service class value of 4 for the Ethernet port on slot 0 and port 0 of a SmartNode.

SN(cfg)#port ethernet 0 O
SN(prt-eth)[0/0] #cos rx-map 2 as 4

Adding a transmit mapping table entry

The transmit mapping table defines the conversion of transmitting firmware-specific service class value into a
Layer 2 CoS to service class value. Each conversion is stored as a mapping table entry, so the transmitting map-
ping table consists of several mapping table entries.

This procedure describes how to add a transmit mapping table entry.

Mode: Configure

Command Purpose

1 |node(cfg)#port ethernet slot port Enters Ethernet
port configura-
tion mode for
the interface on
slot and port.
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Step Command Purpose
2 |node(prt-eth)[slot/porf]l#cos tx-map service class value as layer 2 class of |Adds a transmit
service valuve mapping table

entry, which

converts a ser-
vice class value
info a layer 2
class of service.

Example: Adding a transmit mapping table entry
The following example shows how to add a transmit mapping table entry, which converts a service class value

of 4 into a layer 2 class of service value of 2 for the Ethernet port on slot 0 and port 0 of a SmartNode.

SN(cfg)#port ethernet 0 O
SN(prt-eth)[0/0] #cos tx-map 4 as 2

Closing an Ethernet port

An Ethernet port can be closed with the shutdown command. This command also disables and closes the IP
interface that is bound to that port. All static routing entries that are using this interface change their state to
‘invalid’ and all dynamic routing entries will be removed from the route table manager.

This command can be used as soon as an encapsulation type is defined and the port was bound successful to an
IP interface.

This procedure describes how to disable the Ethernet port on slor and porz.

Mode: Configure

Step Command Purpose

1 |node(cfg)#port ethernet slot port |Enters Ethernet port configuration mode for the interface on
slot and port

2 | node(prt-eth)[slot/porfl#shutdown |Disables Ethernet port on slot and port

The no prefix causes to open the port with the interface to which it is bound.
Example: Disabling an Ethernet port

The following example shows how to disable the Ethernet port on slot 0 and port 0 of a SmartNode 1000,
2000, or 4000 series device.

SN(cfg)#port ethernet 0 0
SN( prt-eth)[0/0] #shut down

Checking the state of the Ethernet port on slot 0 and port 0 shows that the interface was closed.

SN(prt-eth)[0/ 1] #show port ethernet 0 1

Et hernet Configuration

Por t : ethernet 0 0 1
State . CLGSED
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MAC Addr ess : 00:30:2B:00: 1D: D4
Speed : 10Mops

Dupl ex : Half

Encapsul ation : ip

Bi ndi ng © wan@ out er

Frame For mat . standard

Default Service: 0O

Moreover the IP interface, which is bound to the Ethernet port on slot 0 and port 0 gets also closed. Checking
the state of the IP interface wan indicates this with the CLOSED for parameter state.

SN(prt-eth)[ 0/ 1] #show i p interface

Cont ext router

Narne: wan

| P Address: 172.17.100. 210 255. 255.255.0
MT U 1500

| CVMP router-di scovery: enabl ed

ICWP redirect: send only

State: CLGOSED

Bi ndi ng: ethernet 0 0 1/ethernet/ip
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Introduction

This chapter describes how to use and configure the SmartWare Quality of Service (QoS) features. Refer to
chapter 18, “Access control list configuration” on page 203 more information on the use of access control lists.

This chapter includes the following sections:

*  Quick references (see page 155)

¢ Packet Classification (see page 157)

* Assigning bandwidth to traffic classes (see page 155)
* Link scheduler configuration task list (see page 156)

QoS in networking refers to the capability of the network to provide a better service to selected network traffic.
In the context of VoIP, the primary issue is to control the coexistence of voice and data packets such that voice
packets are delayed as little as possible. This chapter shows you how to configure SmartWare to best use the
access link.

In many applications you can gain a lot by applying the minimal configuration found in the quick reference
section, but read sections “Applying scheduling at the bottleneck” and “Using traffic classes” first to understand
the paradox of why we apply a rate-limit to reduce delay and what a “traffic-class” means.

Applying scheduling at the bottleneck

When a SmartNode acts as an access router and voice gateway, sending voice and data packets to the Internet,
the access link is the point where intelligent use of scarce resources really makes a difference. Frequently, the
access link modem is outside of the SmartNode and the queueing would happen in the modem, which does
distinguish between voice and data packets. To improve QoS, you can configure the SmartNode to send no
more data to the Internet than the modem can carry. This keeps the modem’s queue empty and gives the
SmareWare control over which packet is sent over the access link at what time.

Using traffic classes

The link scheduler needs to distinguish between different types of packets. We refer to those types as “traffic-
classes”. You can think of the traffic-class as if every packet in the SmartNode has a tag attached to it on which
the classification can be noted. The access control list “stage” (ACL) can be used to apply such a traffic-class
name to some type of packet based on its IP-header filtering capabilities. The traffic-class tags exist only inside
the SmartNode, but layer 2 priority bits (802.1pq class-of-service) and IP header type-of-service bits (TOS
field) can be used to mark a specific packet type for the other network nodes. By default the traffic-class tag is
empty. Only two types of packets are automatically marked by the SmartWare: voice packets and data packets
origination from or destined to the SmartNode itself are marked as “local-voice” and “local-default” respec-
tively. Please refer to figure 31 on page 153 when using the ACL to classify traffic. It illustrates the sequence of
processing stages every routed packet passes. Only stages that have been installed in the data path with a “use
profile...” statement in the corresponding interface configuration are present. Both an input direction ACL on
the receiving interface as well as an output ACL on the transmitting interface can be used to classify a packet
for special handling by the output link scheduler on the transmit interface. But as visible from the figure no

ACL can be used for an input link scheduler.
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Local applications (CLI, Web Server)

1 Routing ‘i
IPSec encryption/
decryption

Access control
list (ACL)

Network address
translation (NAT)

‘(— Voice
processing

Voice mux/
demux

Link Scheduler

Sequence of processing stages
passed by a routed packet

To/from network port (Ethernet, PPPoE,
Frame relay, efc.)

Figure 31. Packet routing in SmartWare

The QoS features in SmartWare are a combination of an access control list (used for packet classification) and
a service-policy profile (used by the link arbiter to define the arbitration mode and the order in which packets
of different classes are served).

Introduction to Scheduling
Scheduling essentially means to determine the order in which packets of the different traffic-classes are served.
The following sections describe the ways this arbitration can be done.

Priority

One way of ordering packets is to give priority to one traffic-class and to serve the other traffic-classes when the
first has nothing to send. SmartWare uses the priority scheme to make sure that voice packets generated by the
SmartNode will experience as little delay as possible. Voice packets can receive this treament because they will
not use up the entire bandwidth.

Weighted fair queuing (WFQ)

This arbitration method assures a given minimal bandwidth for each source. An example: you specify that traf-
fic-class A gets three times the bandwidth of traffic-class B. So A will get a minimum of 75% and B will get a
minimum of 25% of the bandwidth. But if no class A packets are waiting B will get 100% of the bandwidth.
Each traffic-class is in fact assigned a relative weight, which is used to share the bandwidth among the currently
active classes. Patton recommends that you specify the weight as percent which is best readable.

Shaping

There is another commonly used way to assign bandwidth. It is called shaping and it makes sure that each traf-
fic-class will get just as much bandwidth as configured and not more. This is useful if you have subscribed to a
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service that is only available for a limited bandwidth e.g. low delay. When connecting the SmartNode to a Diff-
Serv network shaping might be a required operation.

Burst tolerant shaping or wfqg

For weighted fair queuing and shaping there is a variation of the scheduler that allows to specify if a traffic class
may temporarily receive a higher rate as long as the average stays below the limit. This burstiness measure
allows the network to explicitly assign buffers to bursty sources.

When you use shaping on the access link the shaper sometimes has the problem that multiple sources are
scheduled for the same time - and therefore some of them will be served too late. If the rate of every source had
to strictly obey its limit, all following packets would also have to be delayed by the same amount, and further
collisions would reduce the achieved rate even further. To avoid this effect, the SmartWare shaper assumes that
the burstiness needed for sources to catch up after collisions is implicitly allowed. Future versions of SmartWare
might allow setting the burst rate and bursting size if more control over its behavior is considered necessary.

Burst tolerance has a different effect when used with weighted fair quening. Think of it as a higher initial rate
when a source device starts transmitting data packets. This allows giving a higher weight to short data transfers.
This feature is sometimes referred to as a service curve.

Hierarchy

An arbiter can either use wfq o7 shaping to determine which source to serve next. If you want the scheduler to
follow a combination of decision criteria you can combine different schedulers in hierarchy to do a multi-level
arbitration.Hierarchical scheduling is supported in SmartWare with service-policy profiles used inside service-
policy profiles.In figure 32 an example of hierarchical scheduling is illustrated. The 1 level arbiter Level I uses
weighted fair queuing to share the bandwidth among source classes VPN, Web and incorporates the traffic

from the 214 level arbiter Low_Priority, which itself uses shaping to share the bandwidth among source classes
Mail and Default.
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Mode
WFQ
priority
local voice
min. 30%
VP il
min. 40%
B — Level 1 v >
Web |:|
min. 30%
Mail |:| |:|
Low_Priority
Default |:|
- /
Shaper
Define 2nd level Define 1st level Use arbiter on
arbiter arbiter an interface

Figure 32. Example of Hierarchical Scheduling

Quick references

The following sections provide a minimal “standard” link scheduler configuration for the case where voice and
data share a (DSL/cable) modem link. You will also find a command cross reference list for administrators
familiar with Cisco’s IOS QoS features and having to become acquainted with SmartWare QoS configuration.

Setting the modem rate
To match the voice and data multiplexing to the capacity of the access link is the most common application of

the SmartWare link scheduler.

1. Create a minimal profile.

profile service-policy nodem 512
rate-limt 512 header-length 20 at m nodem
source traffic-class |ocal-voice
priority
2. Apply the profile just created to the interface connected to the modem.

context ip
interface wan
use profile service-policy nodem 512 out

Some explanations:

* “modem-512” is the title of the profile which is referred to when installing the scheduler
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*  “rate-limit 512” allows no more than 512 kbit/sec to pass which avoids queueing in the modem.

* “header-length 20” specifies how many framing bytes are added by the modem to “pack” the IP packet on
the link. The framing is taken into account by the rate limiter.

¢ “atm-modem” tells the rate limiter that the access link is ATM based. This option includes the ATM over-
head into the rate limit calculation. Please add 8 bytes to the header-length for AAL5 in this case.

*  “source traffic-class” enters a sub-mode where the specific handling for a traffic-class is described. The list of
sources in the service-policy profile tells the arbiter which “traffic sources” to serve.

* “local-voice” is the predefined traffic-class for locally terminated voice packet streams.

e “priority” means that packet of the source being described are always passed on immediately, packets of
other classes follow later if the rate limit permits.

Command cross reference

Comparing SmartWare with the Cisco IOS QoS software command syntax often helps administrators to
straightforwardly configure SmartNode devices. In table 7 the Cisco IOS Release 12.2 QoS commands are in
contrast with the respective SmartWare commands.

Table 7. Command cross reference

Action 10S command SmartWare command

profile service-policy
profile-name

policy-map policy-map-
name

Specifies the name of the policy map or profile
to be created or modified.

Specifies the name of the class map or class to
be created.

class-map class-map-name

source traffic-class class-
name

For 10S specifies average or peak bit rate

shape {average | peak} cir

rate bit-rate

shaping. For SmartWare assigns the average |[bc] [be]
bit rate to a source.
For 1OS specifies or modifies the bandwidth  |bandwidth {bandwidth- |share percentof-bandwidth

allocated for a class belonging to a policy kbps | percent percent}
map. Percent defines the percentage of avail-
able bandwidth to be assigned to the class. For
SmartWare assigns the weight of the selected

source (only used with wfg).

Link scheduler configuration task list

To configure QoS features, perform the tasks described in the following sections. Depending on your require-
ments some of the tasks are required while other tasks are optional.

* Defining the access control list profile

* Creating a service-policy profile (see page 159)

* Specifying the handling of traffic-classes (see page 161)

* Devoting the service policy profile to an interface (see page 166)
* Displaying link arbitration status (see page 167)

* Displaying link scheduling profile information (see page 167)
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* Enable statistics gathering (see page 167)

ACL
Profile

Packet
Classification

Predefined

Classes
/T N\

Different Types (Classes) of Traffic

1
[ 1l |l | 1 The service-policy profile
| [ | [ | [ | [ | defines the arbitration
mode and order in which
packets of different
\ \ '/ / classes are served.
Service
Polic
ProfiL

Link Arbiter

This interface is used as
access link and normally
represents the bottleneck
of the system.

IP Interface “wan”

Figure 33. Elements of link scheduler configuration
Defining the access control list profile

Packet classification

The basis for providing any QoS lies in the ability of a network device to identify and group specific packets.
This identification process is called packer classification. In SmartWare access control lists are used for packet
classification.

An access control list in SmartWare consists of a series of packet descriptions like “addressed to xyz”. Those
descriptions are called rules. For each packet the list of descriptions is sequentially checked and the first rule
that matches decides what happens to the packet. As far as filtering is concerned the rule decides if the packet is
discarded (“deny”) or passed on (“permit”). You can also add a traffic-class to the rule and if this rule is the first
matching rule for a packet it is tagged with the traffic-class name.

Some types of packets you do not have to tag with ACL. Voice and data packets from of for the SmartNode
itself are automatically tagged with predefined traffic-class names: Predefined internal classes for voice and
other data are:

* local-voice—VoIP packets that originate from the SmartNode itself.
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* local-default—All other packets that originate from the SmartNode itself.

e default—All traffic that has not otherwise been labeled.

Creating an access control list
The procedure to create an access control list is described in detail in chapter 18, “Access control list configura-
tion” on page 203.

At this point a simple example is given, that shows the necessary steps to tag any outbound traffic from a Web
server. The scenario is depicted in figure 34. The IP address of the Web server is used as source address in the
permit statement of the IP filter rule for the access control list.

172.16.1.0
lan wan
Node IP Access
f '\ Network
172.16.1.1/24 17.254.0.91/16

O

Web-Server
172.16.1.20/24

Figure 34. Scenario with Web server regarded as a single source host

A new access control list has to be created. In the example above, the traffic-class that represents outbound Web
related traffic is named Web.

Access control list have an implicit “deny all” entry at the very end, so packets that do not match the first crite-
ria of outbound Web related traffic will be dropped. That is why a second access control list entry—one that
allows all other traffic—is necessary.

This procedure describes creating an access control list for tagging web traffic from the single source host at a
certain IP address.

158 Link scheduler configuration task list



SmartWare Software Configuration Guide 14 ¢ Link scheduler configuration

Mode: Configure

Step Command Purpose
1 |node(cfg)#profile acl name Creates a new access
control list profile named
name
2 |node(pf-acl)[name]#permit ip host ip-address any traffic-class |Creates an IP access con-
class-name trol list entry that permits

access for host at P
address ip-address, and
specifies that packets
matched by this rule
belong to the trafficclass
class-name.

3 |node(pf-acl)[name]#permit ip any any Creates an IP access con-
trol list entry that permits
IP traffic to or from all IP
addresses.

Example: Defining the access control list profile

In the example below a new access control list profile named Webserver is created. In addition an IP access con-
trol list entry that permits access for host at IP address 172.16.1.20, and specifies that packets matched by this
rule belong to the traffic-class Web is added. Finally an IP access control list entry that permits IP traffic to or
from all IP addresses is added to the access control list.

SN(cfg)#profile acl Wbserver
SN( pf -acl ) [ Webserv~] #pernit ip host 172.16.1.20 any traffic-class Wb
SN( pf - acl ) [ Webserv~] #permit ip any any

After packet classification is done using access control lists, the link arbiter needs rules defining how to handle the
different traffic-classes. For that purpose you create a service-policy profile. The service policy profile defines how
the link arbiter has to share the available bandwidth among several traffic classes on a certain interface.

Creating a service policy profile

The service-policy profile defines how the link scheduler should handle different traffic-classes. The overall
structure of the profile is as follows:
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profile service-policy <profile-nane>

conmon settings link rate, arbitratior
conmon paraneters

source traffic-class <x>

settings for class |x bandwi dth, packet mark
queue- si ze, etc.

source traffic-class <y>

settings for class|y

source traffic-class default

settings for all otlher
traffic-classes not| |isted

Figure 35. Structure of a Service-Policy Profile

The template shown above specifies an arbiter with three inputs which we call “sources”: x, y and “default”.
The traffic-class “default” stands for all other packets that belong neither to traffic-class x nor y. There is no
limit on the number of sources an arbiter can have.

Example: Creating a service policy profile

The following example shows how to create a top service-policy profile named sample. This profile does not
include any hierarchical sub-profiles. The bandwidth of the outbound link is limited to 512 kbps therefore the

interface rate-limit is set to 512. In addition weighted fair queuing (wfq) is used as arbitration scheme among
the source classes.

profile service-policy sanple
rate-limt 512

nmode wf g

source traffic-class |ocal-voice
priority

source traffic-class Wb

share 30

source traffic-class |ocal -default
share 20

source traffic-class default
queue-limt 40

share 50

The first line specifies the name of the link arbiter profile to configure. On the second line the global band-
width limit is set. The value defining the bandwidth is given in kilobits per second. Each service-policy profile
must have a “rate-limit” except if no scheduling is used i.e. the link scheduler is used for packet marking only

(like setting the TOS byte).

How the bandwidth on an IP interface is shared among the source classes is defined on the third line. The
mode command allows selecting between the weighted fair queuing and shaping arbitration mode. The default
mode is wfq - the command shown above can therefore be omitted.
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The following lines configure the source traffic-classes. When using weighted fair queuing (wfq) each user-
specified source traffic-class needs a value specifying its share of the overall bandwidth. For this purpose the
share command is used, which defines the relative weights of the source traffic-classes and policies.

At a some point the source traffic-class default must be listed. This class must be present, because it defines how
packets, which do not belong to any of the traffic-classes listed in the profile are to be handled. When all listed
“trafhic-classes” have “priority” the handling of the remaining traffic is implicitly defined and the “default” sec-
tion can be omitted. Similarly if no scheduling is used i.e. the link scheduler is used for packet marking only
(e.g. setting the TOS byte) the “default” section can also be omitted.

The table below shows the basic syntax of the service-policy profile structure:

Mode: Configure

Step Command Purpose

1 |node(cfg)# profile service-policy name Creates a new service policy profile
named name

2 |node(pf-srvpl)[name]#rate-limit valve Limits global interface rate to value in
kbps. Be aware, that the actual rate-
limit on a given interface has to be
defined for reliable operation.

3 |node(pf-srvpl)[name]#mode {shaper | wfq} Sets the arbitration scheme to mode
shaper or weighted fair queuing (wiq).
If not specified wiq is default.

4 |node(pf-srvpl)[namel#source {traffic-class | policy} |Enters source configuration mode for a

src-name trafficclass or a hierarchical lower
level service-policy profile named src-
name.
5 |node (src)[src-name]... At this point the necessary commands

used to specify the handling of the traf-
fic-class(es) have to be entered.

6 |node (src)[src-namejexit Leaves the source configuration mode
(optional)
7 |node(pf-srvpl)[name]#... Repeat steps 4 to 6 for all necessary

source classes or lower level service
policy profiles.

8 |node(pf-srvpl)[name]#exit Leaves the service-policy profile mode

Specifying the handling of traffic-classes

Several commands are available to specify what happens to a packet of a specific traffic-class.

Defining fair queuing weight

The command share is used with wfq link arbitration to assign the weight to the selected traffic-class. When
defining a number of source classes, the values are relative to each other. It is recommended to split 100—
which can be read as 100%—among all available source classes, e.g. with 20, 30 and 50 as value for the respec-
tive share commands, which represent 20%, 30% and 50%.
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Mode: Source

Command Purpose

node(src)[name]#share percentage |Defines fair queuing weight (relative to other sources) to percent-
age for the selected class or policy name

Defining the bit-rate

The command rate is used with shaper link arbitration to assign the (average) bit-rate to the selected source.
When enough bandwidth is available each source will exactly receive this bandwidth (but no more), when
overloaded the shaper will behave like a wfq arbiter. Bit-rate specification for shaper (kilobits).

Mode: Source

Command Purpose

node(src)[namel#rate [kilobits | Defines the (average) bit-rate to the selected in kbps kilobits or as
remaining] remaining if a second priority source is getting the unused band-
width for the selected class or policy name

Defining absolute priority

This command priority can only be applied to classes, but not to lower level polices. The class is given absolute
priority effectively bypassing the link arbiter. Care should be taken, as traffic of this class may block all other
traffic. The packets given “priority” are taken into account by the “rate-limit”. Use the command police to con-
trol the amount of “priority” traffic.

Mode: Source

Command Purpose

node(src)[name]#priority Defines absolute priority effectively bypassing the link arbiter for the
selected class or policy name

Defining the maximum queue length

The command queue-limit specifies the maximum number of packets queued for the class name. Excess pack-
ets are dropped. Used in “class” mode—queuing only happens at the leaf of the arbitration hierarchy tree. The
no form of this command reverts the queue-limit to the internal default value, which depends on your config-
uration.

Mode: Source

Command Purpose

node(src)[name]#queue-limit |Defines the maximum number of packets queued for the selected class
number-of-packets or policy name

Specifying the type-ofservice (TOS) field
The set ip tos command specifies the type-of-service (TOS) field value applied to packets of the class name. TOS
and DSCP markings cannot be used at the same time. The no form of this command disables TOS marking.
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The type-of-service (TOS) byte in an IP header specifies precedence (priority) and type of service (RFC791,
RFC1349). The precedence field is defined by the first three bits and supports eight levels of priority. The next
four bits—which are set by the set ip tos command—determine the type-of-service (TOS).

Table 8. TOS values and their meaning

TOS Value SmartWare Value Meaning

1000 8 Minimize delay.

0100 4 Maximize throughput.

0010 2 Maximizes reliability.

0001 1 Minimize monetary costs.

0000 0 All bits are cleared, normal service, "default TOS".

Historically those bits had distinct meanings but since they were never consistently applied routers will ignore
them by default. Nevertheless you can configure your routers to handle specific TOS values and SmartWare
allows you to inspect the TOS value in the ACL rules and to modify the TOS value with the link scheduler set
ip tos command.

Mode: Source

Purpose

node(src)[namel#set ip tos value|Defines the type-of-service (TOS) value applied to packets of for the
selected class or policy name. Standard ToT values are O, 1, 2, 4,
and 8, as given in table 8 on page 163, but any number from O to
15 can be configured.

Specifying the precedence field
The set ip precedence command specifies the precedence marking applied to packets of the class name. Prece-
dence and DSCP markings cannot be used at the same time.

The type-of-service (TOS) byte in an IP header specifies precedence (priority) and type of service (RFC791,
RFC1349). The precedence field is defined by the first three bits and supports eight levels of priority. The low-
est priority is assigned to 0 and the highest priority is 7.

The no form of this command disables precedence marking.

Mode: Source

Command Purpose

node(src)[name]#set ip precedence value |Defines the precedence marking value applied to pack-
ets of for the selected class or policy name. The range

for value is from O to 7, but only values from O to 5

should be used.

Specifying differentiated services codepoint (DSCP) marking
Differentiated services enhancements to the Internet protocol are intended to enable the handling of “traffic-
classes” throughout the Internet. In this context the IP header TOS field is interpreted as something like a
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“traffic-class” number called. With SmartWare you can inspect the DSCP value in the ACL rules and modify
the DSCP value with the link scheduler set ip dscp command.

Note When configuring service differentiation on the SmartNode, ensure that
codepoint settings are arranged with the service provider.

The command set ip dscp sets the DS field applied to packets of the class zame. Additionally shaping may be
needed to make the class conformant. The no form of this command disables packet marking.

Mode: Source

Command Purpose

node(src)[name]#set ip dscp value |Defines the Differentiated Services Codepoint value applied to
packets of for the selected class or policy name. The range for
value is from O to 63.

Specifying layer 2 marking

The IEEE ratified the 802.1p standard for traffic prioritization in response to the realization that different traf-
fic classes have different priority needs. This standard defines how network frames are tagged with user priority
levels ranging from 7 (highest priority) to 0 (lowest priority). 802.1p-compliant network infrastructure devices,
such as switches and routers, prioritize traffic delivery according to the user priority tag, giving higher priority
frames precedence over lower priority or non-tagged frames. This means that time-critical data can receive pref-
erential treatment over non-time-critical data.

Under 802.1p, a 4-byte Tag Control Info (TCI) field is inserted in the Layer 2 header between the Source
Address and the MAC Client Type/Length field of an Ethernet Frame. Table 9 lists the tag components.

Table 9. Traffic control info (TCI) field

Tag Control Field Description

Tagged Frame Type Interpretation  |Always set to 8100h for Ethernet frames (802.3ac tag format)
3-Bit Priority Field (802.1p) Value from O to 7 representing user priority levels (7 is the highest)
Canonical Always set to O

12-Bit 802.1Q VLAN Identifier VLAN identification number

802.1p-compliant infrastructure devices read the 3-bit user priority field and route the frame through an inter-
nal buffer/queue mapped to the corresponding user priority level.

The command set layer2 cos specifies the layer 2 marking applied to packets of this class by setting the 3-bit
priority field (802.1p). The no form of this command disables packet marking.

Please note that the Ethernet port must be configured for 802.1Q framing. Standard framing has no class-of-
service field.

Mode: Source

Command Purpose

node(src)[name]#set layer2 cos value |Defines the Class-Of-Service value applied to packets of for the
selected class or policy name. The range for value is from O to 7.
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Defining random early detection

The command random-detect is used to request random early detection (RED). When a queue carries lots of
TCP transfers that last longer than simple web requests, there is a risk that TCP flow-control might be ineffi-
cient. A burst-tolerance index between 1 and 10 may optionally be specified (exponential filter weight). The no
form of this command reverts the queue to default “tail-drop” behavior.

Mode: Source

Command Purpose

Defines random early detection (RED) for
queues of for the selected traffic-class or policy
name. The range for the optional value burst
tolerance is from 1 to 10.

node(src)[name]#random-detect {burst-folerance}

Discarding Excess Load

The command police controls traffic arriving in a queue for class name. The value of the first argument average-
kilobirs defines the average permitted rate in kbps, the value of the second argument kilobits-ahead defines the
tolerated burst size in kbps ahead of schedule. Excess packets are dropped.

This procedure describes defining discard excess load

Mode: Source

Command Purpose
node(src)[namel#police average-kilobits Defines how traffic arriving in a queue for the selected
burst-size kilobits-ahead class or policy name has to be controlled. The value aver-

age-kilobits for average rate permitted is in the range
from 0 to 10000 kbps. The value kilobits-ahead for burst
size tolerated ahead of schedule is in the range from O to
10000.
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Devoting the service policy profile to an interface
Any service policy profile needs to be bound to a certain IP interface to get activated. According the terminol-
ogy of SmartWare a service policy profile is used on a certain IP interface, as shown in figure 36.

Service
Poli?(
Profile

use command

bind command

NG|

Context
IP

“router”

[bLiag

Figure 36. Using a Service Policy Profile on an IP Interface

Therefore the use profile service-policy command allows attaching a certain service policy profile to an IP
interface that is defined within the IP context. This command has an optional argument that defines whether
the service policy profile is activated in receive or transmit direction.

Providers may use input shaping to improve downlink voice jitter in the absence of voice support. The default
setting “no service-policy” sets the interface to FIFO queuing,.

Mode: Interface

Step
1

Command

node(if-ip)[ifFname]#use profile service-
policy name {in | out}

Purpose

Applies the service policy profile name to the
selected interface ifname. Depending on select-
ing the optional in or out argument the service
policy profile is active on the receive or transmit
direction. Be aware that service policy profiles
can only be activated on the transmit direction at
the moment.

Example: Devoting the service policy profile to an interface

The following example shows how to attach the service policy profile Voice_Prio to the IP interface wan that is
defined within the IP context for outgoing traffic.

SN>enabl e
SN#confi gure
SN(cf g)#context ip router
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SN(ctx-ip)[router]#interface wan
SN(i f-ip)[wan]#use profile service-policy Voice_Prio out

Displaying link arbitration status
The show service-policy command displays link arbitration status. This command supports the optional argu-
ment interface that select a certain IP interface. This command is available in the operator mode.

Mode: Operator execution

Command Purpose

node>show service-policy {interface name}|Displays the link arbitration status

Example: Displaying link arbitration status

The following example shows how to display link arbitration status information.

SN>show servi ce-policy
avai | abl e queue statistics

def aul t
- packets in queue: 10

Displaying link scheduling profile information
The show profile service-policy command displays link scheduling profile information of an existing service-
policy profile. This command is only available in the administrator mode.

Mode: Administrator execution

Command Purpose

node#show profile service-policy name|Displays link scheduling profile information of the
service-policy profile name

Example: Displaying link scheduling profile information

The following example shows how to display link scheduling profile information of an existing service-policy
profile VoIP_Layer2_CoS.

SN#show profile service-policy Vol P_Layer2_CoS
Vol P_Layer 2_CoS
default (mark layer 2 cos -1)

Enable statistics gathering
Using the debug queue statistics commands enables statistic gathering of link scheduler operations.
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The command has optional values (in the range of 1 to 4) that define the level of detail (see table 10).

Table 10. Values defining defail of the queuing sfatistics
Optional Value Implication on Command Output

0 Statistic gathering is switched off

1 Display amount of packets passed (did

no thave to wait), queved (arrived ear-

ler than rate permitted) and discarded
(due to overflowing queue)

2 Also collects byte counts for the catego-
ries listed above

3 Also keeps track of the peek queue
lengths ever reached since the last con-
figuration change or reload

4 Adds delay time monitoring

Note The debug features offered by SmartWare require the CPU resources of your
SmartNode. Therefore do not enable statistic gathering or other debug fea-

tures if it is not necessary. Disable any debug feature after use with the no
form of the command.

You can enable queue statistica for all queues of a link scheduler by placing the debug queue statistics com-
mand in the profile header. Queue statistics are reset whenever the configuartion is changed or SmartWare is

reloaded.

Mode: Source

Command

Purpose

node(src)[name]#debug queue statistics level | Enables statistic gathering for the selected class
or policy name. The optional argument level,
which is in the range from 1 to 4, defines the ver-
bosity of the command output.

Example: Enable statistics gathering for all queues of a profile

The following example shows how to enable statistic gathering for alll traffic-classes

SN>enabl e

SN#confi gure

SN(cfg)#profile service-policy sanple

SN( pf - srvpl ) [ sanpl e] #debug queue statistics 4
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Introduction

This chapter provides an overview of the serial port and describes the tasks involved in its configuration
through the SmartWare, it includes the following sections:

e Serial port configuration task list
* Configuration tasks
*  Examples

The SmartNode 2300 device supports the V.35 and X.21 standard for synchronous serial interfaces with speeds
up to 2 Mbps. The V.35 standard is recommended for speeds up to 48 kbps, although in practice it is used suc-
cessfully at 4 Mbps. The X.21 standard is recommended for data interfaces transmitting at rates up to 2 Mbps
and is used primarily in Europe and Japan.

The synchronous serial interface supports full-duplex operation and allows interconnection to various serial
network interface cards or equipment. Refer to the getting started guide included with your SmartWare for
specific information regarding the connector pinout and the selection of cables to connect with third-party
equipment.

The SmartNode 2300 device supports the Frame Relay protocol on the synchronous serial interface. Frame
Relay is an example of a packet-switched technology. Packet-switched networks enable end stations to dynami-
cally share the network medium and the available bandwidth. Variable-length packets are used for more effi-
cient and flexible transfers. These packets are then switched between the various network segments until the
destination is reached. Statistical multiplexing techniques control network access in a packet-switched net-
work. The advantage of this technique is that it provides more flexibility and more efficient use of bandwidth.

Serial port configuration task list

Perform the tasks in the following sections to configure a synchronous serial interface:
* Disabling an interface (see page 171)

* Enabling an interface (see page 171)

* Configuring the serial encapsulation type (see page 172)
 Configuring the hardware port protocol (see page 173)

* Configuring the active clock edge (see page 174)

* Entering Frame Relay mode (see page 175)

* Configuring the LMI type (see page 175)

 Configuring the keep-alive interval (see page 176)

* Enabling fragmentation (see page 176)

* Entering Frame Relay PVC configuration mode (see page 178)
* Configuring the PVC encapsulation type (see page 178)

* Binding the Frame Relay PVC to IP interface (see page 179)

170 Introduction



SmartWare Software Configuration Guide 15 ¢ Serial port configuration

* Disabling a Frame Relay PVC (see page 181)

* Displaying Frame Relay information (see page 183)

Disabling an interface

Before you replace a compact serial cable or attach your SmartNode to other serial equipment, use the

shutdown command to disable the serial interfaces. This prevents anomalies and hardware faults. When you
shut down an interface, it has the state CLOSED in the show port serial command display.

Note Use the no shutdown command to enable the serial interface after the con-
figuration procedure.

This procedure describes how to shut down a serial interface

Mode: Administrator execution

Step Command Purpose
1 |node(cfg)#port serial slot port Selects the serial interface on slot and port
2 |node(prt-ser)[slot/porf]#shutdown Shuts the selected interface down
3 |node(prt-ser)[slot/port]#show port serial |Displays the serial interface configuration.

Example: Disabling an interface

The example shows how to disable the built-in serial interface on slot 0 and port 0 of a SmartNode. Check that
State is set to CLOSED in the command output of show port serial.

SN(cfg)#port serial 0 O
SN( prt-ser)[0/0] #shut down
SN(prt-ser)[0/0] #show port seri al

Serial Interface Configuration

Por t : serial 00O
State . CLOSED

Har dwar e Port 0 V.35
Transmit Edge : nor mal

Port Type . DTE

CRC Type : CRC- 16

Max Frane Length: 2048
Recv Threshold : 1
Encapsul ati on

Enabling an interface
After configuring the serial interface or connecting other serial devices to your SmartNode 2000, use the no
shutdown command to enable the serial interfaces again. When you enable an interface, it has the state

OPENED in the show port serial command display.

Note Use the shutdown command to disable the serial interface for any software
or hardware configuration procedure.

Serial port configuration task list 171



15 ¢ Serial port configuration SmartWare Software Configuration Guide

This procedure describes how to enable a serial interface.

Mode: Administrator execution

Step Command Purpose

1 |node(cfg)#port serial slot port Selects the serial inferface on slot and port
2 |node(prt-ser)[slot/port]#no shutdown Enables the interface

3 |node(prt-ser)[slot/porfl#show port serial|Displays the serial interface configuration.

Example: Enabling an interface

The example shows how to enable the built-in serial interface on slot 0 and port 0 of a SmartNode. Check that
State is set to OPENED in the command output of show port serial.

SN(cfg)#port serial 0 0
SN(prt-ser)[0/0] #no shut down
SN(prt-ser)[0/0] #show port seri al

Serial Interface Configuration

Por t : serial 00O
State : OPENED

Har dwar e Port V.35

Transm t Edge : nor mal

Port Type . DTE

CRC Type . CRC-16

Max Frane Length: 2048
Recv Threshold : 1
Encapsul ati on

Configuring the serial encapsulation type
The synchronous serial interface supports the Frame Relay serial encapsulation method.

To set the encapsulation method used by a serial interface, use the encapsulation interface configuration
command.

This procedure describes how to set the encapsulation type of the serial interface for Frame Relay.

Mode: Administrator execution

Step Command Purpose
1 |node(cfg)#port serial slot port Selects the serial interface on slot and
port.
2 |node(prt-ser)[slot/porfl#[no] encapsulation { Sets the encapsulation type for the
framerelay | ppp } selected interface.
3 |node(prt-ser)[slot/port]l#show port serial Displays the serial interface configuration.

172 Serial port configuration task list



SmartWare Software Configuration Guide 15 ¢ Serial port configuration

Example: Configuring the serial encapsulation type

The following example enables Frame Relay encapsulation for the serial interface on slot 0 and port 0 of a
SmartNode. Check that in the command output of show port serial Encapsulation is set to framerelay.

SN(cfg)#port serial 0 0
SN(prt-ser)[0/0] #encapsul ati on franerel ay
SN(prt-ser)[0/0] #show port seri al

Serial Interface Configuration

Por t . serial 00O
State . CLOSED

Har dwar e Port V.35

Transm t Edge : nor mal

Port Type . DTE

CRC Type . CRC-16

Max Frane Length: 2048
Recv Threshold : 1
Encapsul ati on : framerel ay

Configuring the hardware port protocol
Before using the serial interface the hardware port protocol has to be specified. There are two command
options available to select the suitable hardware port protocol:

* v35 for V.35 protocol to be used
* x21 for X.21 protocol to be used

Mode: Administrator execution

Step Command Purpose
1 |node(cfg)#port serial slot port Selects the serial interface on slot and port
2 |node(prt-ser)[slot/porfl#hardware-port {v35 | x21}|Sets the hardware port protocol
3 |node(prt-ser)[slot/porfl#show port serial Displays the serial interface configuration

Example: Configuring the hardware port protocol

The following example enables X.21 as hardware port protocol for the serial interface on slot 0 and port 0 of a
SmartNode. Check that Hardware Port is set to X.21 in the command output of show port serial.

SN(cfg)#port serial 0 O
SN(prt-ser)[0/0] #har dwar e- port x21
SN(prt-ser)[0/0] #show port seri al

Serial Interface Configuration

Por t : serial 00O
State . CLCSED

Har dwar e Port DX 21
Transmt Edge . nor nal

Port Type . DTE
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CRC Type : CRC- 16

Max Frane Length: 2048

Recv Threshold : 1

Encapsul ati on . franerel ay

Configuring the active clock edge

Depending on the system configurations—i.e. when using long cables, with certain modem types or data
rates—synchronization problems may occur on the serial port. In these cases, it may be necessary to configure
the clock edge on which the SmartNode transmits data.

This procedure describes how to set the active clock edge of the serial interface

Mode: Port serial

Step Command Purpose

1 |node(prt-ser)[slot/porf]# transmit-data-  |Configures the serial interface to transmit on the

on-edge positive positive edge of the clock (normal, default).

2 |node(prt-ser)[slot/port]# transmit-data-  |Configures the serial interface to transmit on the
on-edge negative negative edge of the clock (inverted).

Example: Configuring the active clock edge

The following example enables to send data on the negative edge on slot 0 and port 0 of a SmartNode. Check
that Transmir Clock is set to inverted in the command output of show port serial.

SN(cf g)#port serial 0 O
SN(prt-ser) [0/ 0] #transni t - dat a- on- edge negati ve
SN(prt-ser)[0/0] #show port seri al

Serial Interface Configuration

Por t : serial 00O
State . CLOSED

Har dwar e Port X 21
Transmit Edge : inverted
Port Type . DTE

CRC Type . CRC-16

Max Frane Length: 2048
Recv Threshold : 1
Encapsul ati on : framerel ay
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Enter Frame Relay mode
This section describes how to configure Frame Relay on the serial interface of a SmartNode, after setting the
basic serial interface parameters according to the previous sections.

This procedure describes how to enter the Frame Relay configuration mode

Mode: Administrator execution

Step Command Purpose
1 |node(cfg)#port serial slot port Selects the serial interface on slot and port
2 |node(prt-ser)[slot/porf]#framerelay (Enters the Frame Relay configuration mode
3 |node(frm-rel)[slot/port]# Displays the Frame Relay configuration mode prompt

Example: Enter Frame Relay mode

The following example shows how to enter into the Frame Relay configuration mode for the serial interface on
slot 0 and port 0 of a SmartNode.

SN(cfg)#port serial 0 O
SN(prt-ser)[0/0] #f ranerel ay
SN(frmrel)[0/0]#

Configuring the LMI type

For a Frame Relay network, the line protocol is the periodic exchange of local management interface (LMI)
packets between the SmartNode series 2000 device and the Frame Relay provider equipment. If the Smart-
Node series 2000 device is attached to a public data network (PDN), the LMI type must match the type used
on the public network.

You can set one of the following three types of LMIs on the SmartNode series 2000 devices:
e ansi for ANSI T1.617 Annex D,

e gof for Group of 4, which is the default for Cisco LMI, and

e itu for [ITU-T Q.933 Annex A.

This procedure describes how to set the LMI type.

Mode: Frame Relay

Step Command Purpose
1 |node(frm-rel)[slot/porfl#Imi-type {ansi | gof | itu}|Sets the LMl type

Example: Configuring the LMI type

The following example sets the LMI type to ANSIT1.617 Annex D for Frame Relay over the serial interface
on slot 0 and port 0.

SN(cfg)#port serial 0 O
SN(prt-ser)[0/0] #f ranerel ay
SN(frmrel)[O/0]#l m -type ansi
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Configuring the keep-alive interval

A keep-alive interval must be set to configure the LMI. By default, this interval is 10 seconds and, according to
the LMI protocol, must be less than the corresponding interval on the switch. The keep-alive interval in sec-
onds, which is represented by number, has to be in the range from 1 to 3600.

This procedure describes how to set the keep-alive interval

Mode: Frame Relay

Step Command Purpose

1 |node(frm-rel)[slot/port]#keepalive number |Sets the LMI keep-alive interval

To disable keep-alives on networks that do not utilize LMI, use the no keepalive interface configuration command.
Example: Configuring the keep-alive interval

The following example sets the keepalive interval to 10 seconds for Frame Relay over the serial interface on slot
0 and port 0 of a SmartNode.
SN(cf g)#port serial 0 O

SN(prt-ser)[0/0] #f ranerel ay
SN(frmrel)[0/0] #keepal i ve 10

Enabling fragmentation

The SmartWare supports the FRE 12 interface and end-to-end fragmentation of large IP packets to reduce the
delay imposed on voice packets on slow links (less than 512 kbps). As opposed to IP fragmentation (also sup-
ported by SmartWare) Frame Relay fragmentation is transparent to the IP layer. This leaves IP packets
unchanged, which may be important for IP-based applications susceptible to IP fragmentation.

This procedure describes how to enable Frame Relay fragmentation

Mode: Frame Relay

Step Command Purpose

1 |node(cfg)#port serial slot port Selects the serial inferface on slot and port.
2 |node(prt-ser)[0/Ol#framerelay |Enters Frame Relay configuration mode.

3 |node(frm-rel)[0/0Ol#use profile |Uses the previously defined service policy profile on Frame
service-policy name out Relay layer (and not on IP interface level) in outward direc-
tion.

4 |node(frm-rel)[0/Ol#fragment size|Defines the maximum size (in Bytes) of the Frame Relay pay-
load (excluding Frame Relay header and trailer overhead)
for all PVCs (FRF.12 interface fragmentation).

See also the table below

5 |node(frm-rel)[0/Ol#pvc dlci Enters the PVC configuration mode by assigning a DLCI num-
ber to be used on the specified virtual circuit.

6 |node(pvc)[dicil#fragment size Defines the maximum size (in bytes) of the Frame Relay pay-
load (excluding Frame Relay header and trailer overhead)
for this PVC only (FRF.12 end-to-end fragmentation).

See also the table below
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Note For proper functioning, do not specify a scheduler mode (burst-shaper,
burst-WFQ, shaper, WFQ) for the Frame Relay service policy profile. Fur-
thermore, do not use the Frame Relay service policy profile on the IP layer,
but rather on the Frame Relay layer (mode framerelay). Make sure voice traf-
fic is being given priority over data (command source class local-voice prior-

ity).

Note FRFE12 end-to-end fragmentation and FRE.12 interface fragmentation are
incompatible. Thus make sure that both ends of a Frame Relay link run the
same fragmentation mode.

Note When running data and voice over a Frame Relay link, it is advisable to only
configure fragmentation for the PVC that carries data traffic. This way, frag-
mentation protocol overhead and fragmentation processing overhead is only
spent for data traffic—voice packets (whose length should be smaller than the
fragmentation length) do not consume processing power and protocol over-
head for fragmentation.

The purpose of end-to-end FRE 12 fragmentation is to support real-time and non-real-time data packets on
lower-speed links without causing excessive delay to the real-time data. The FRE12 Implementation Agree-
ment defines FRE12 fragmentation. This standard was developed to allow long data frames to be fragmented
into smaller pieces (fragments) and interleaved with real-time frames. In this way, real-time and non-real-time
data frames can be carried together on lower-speed links without causing excessive delay to the real-time traffic.
End-to-end FRE.12 fragmentation is recommended for use on permanent virtual circuits (PVCs) that share
links with other PVCs transporting voice and on PVCs transporting Voice over IP (VoIP).

The fragmentation size depends on the available bandwidth, the chosen codec, and its packet length:
* The less bandwidth available per call, the smaller the fragment size has to be configured.

* The shorter the voice packets, the smaller the fragment size can be configured.

* The smaller the fragment size, the bigger the overhead for long data packets.

The following table shows the minimum fragment size depending on the configured codec and its packet
length without fragmenting the voice packets:

Codec (bytes) Packet Period (ms) Minimum Fragment Size
G.729 10 52
G.729 20 62
G.729 30 72
G.723 30 66
G.723 60 Q0
G.723 Q0 114
G.711 10 122
G.711 20 202
G.711 30 282
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Entering Frame Relay PVC configuration mode
The permanent virtual circuit (PVC) is a virtual circuit that is permanently established. PVCs save bandwidth associ-
ated with circuit establishment and tear down in situations where certain virtual circuits must exist all the time.

The Frame Relay network provides a number of virtual circuits that form the basis for connections between
stations attached to the same Frame Relay network.

The resulting set of interconnected devices forms a private Frame Relay group, which may be either fully inter-
connected with a complete mesh of virtual circuits, or only partially interconnected.

In either case, each virtual circuit is uniquely identified at each Frame Relay interface by a Data Link Connection
Identifier (DLCI). In most circumstances, DLClIs have strictly local significance at each Frame Relay interface.

Assigning a DLCI to a specified Frame Relay sub interface on the SmartNode is done in the PVC configura-
tion mode. The DLCI has to be in the range from 1 to 1022.

Note A maximum of eight PVCs can be defined.

This procedure describes how to enter the PVC configuration.

Mode: Frame Relay

Purpose

1 |node(frm-rel)[slot/porfl#pve dici|Enters the PVC configuration mode by assigning a DLCI number
to be used on the specified sub interface

Example: Entering Frame Relay PVC configuration mode
The following example enters the configuration mode for PVC with the assigned DLCI of 1 for Frame Relay

over the serial interface on slot 0 and port 0 of a SmartNode.

SN(cfg)#port serial 0 0
SN(prt-ser)[0/0] #f ranerel ay
SN(frmrel)[0/0] #pvc 1

SN(pvc) [1] #

Configuring the PVC encapsulation type

You must use the PVC configuration command encapsulation rfc1490 to set the encapsulation type to comply
with the Internet Engineering Task Force (IETF) standard (RFC 1490). Use this keyword when connecting to
another vendor’s equipment across a Frame Relay network.

This procedure describes how to set the encapsulation type to comply with RFC 1490
Mode: Frame Relay

Step Command Purpose
1 |node(frm-rel)[slot/port]#encapsulation rfc1490 [Sets RFC1490 PVC compliant encapsulation
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Example: Configuring the PVC encapsulation type

The following example sets the encapsulation type to comply with RFC 1490 for PVC with the assigned DLCI
of 1 for Frame Relay over the serial interface on slot 0 and port 0 of a SmartNode.

SN(cfg)#port serial 0 0
SN(prt-ser)[0/0] #f ranerel ay
SN(frmrel)[0/0] #pvc 1

SN(pvc) [ 1] #encapsul ati on rfc1490

Binding the Frame Relay PVC to IP interface

A newly created permanent virtual circuit (PVC) for Frame Relay has to be bound to an IP interface for further
use. The logical IP interface has to be already defined and should be named according to the use of the serial

Frame Relay PVC. If serial Frame Relay PVC shall be used as WAN access, a suitable name for the logical IP
interface could be wan as in figure 37 below.

Context

IP
P “router” P
interface interface
eth0 wan

IP
inferface
ethl

=
Port Port Port
Ethernet Ethernet Serial
00 01 00

Figure 37. IP interface wan is bound to PVC 1 on port serial 0 O

This procedure describes how to bind the Frame Relay PVC DLCI on the serial interface to the logical IP
interface name, which is related to the IP context router.

Mode: PVC

Command

1 |node(pvc)[dici]#bind interface name router

Purpose

Binds Frame Relay PVC dlci to the IP interface
name of IP context router
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Example: Binding the Frame Relay PVC to IP interface

The following example binds the Frame Relay PVC 1 to the IP interface wan of IP context router to the serial
interface on slot 0 and port 0 of a SmartNode.

SN(cf g)#port serial 0O
SN(prt-ser)[0/0] #f ranerel ay
SN(frmrel)[0/0] #pvc 1

SN(pvc) [1] #bind interface wan router

Enabling a Frame Relay PVC
After binding Framerelay PVC to an ip interface it must be enabled for packet processing. This procedure acti-
vates the PVC by opening the bound ip interface.

This procedure describes how to enable Framerelay PVC for packet processing

Mode: PVC
Step Command Purpose
1 |node(pvc)[dici]#no shutdown Enables the Frame Relay PVC

Example: Disabling a Frame Relay PVC
The following example enables Frame Relay PVC with the DLCI 1 on the serial interface on slot 0 and port 0.

SN(cfg)#port serial 0 0
SN(prt-ser)[0/0] #f ranerel ay
SN(frmrel)[0/0] #pvc 1
SN(pvc) [ 1] #no shut down

Check the PVC 1 status using show running-config and verify that the entry 7o shutdown occurs in the config-
uration part responsible for this PVC.

SN( pvc) [ 1] #show runni ng-confi g
Runni ng configuration:

R i #
# #
pvc 1

encapsul ati on rfcl1490
bind interface wan router
no shut down
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Disabling a Frame Relay PVC
Frame Relay PVCs can be disabled whenever it is necessary. Be aware that disabling a specific PVC also disables
the related serial interface and vice versa.

This procedure describes how to disable the Frame Relay PVC DLCI on the serial interface.
Mode: PVC

Step Command Purpose
1 |node(pvc)[dici]#shutdown Disables the Frame Relay PVC DLCI.

Example: Disabling a Frame Relay PVC

The following example disables Frame Relay PVC 1 on the serial interface on slot 0 and port 0 of a
SmartNode.

SN(cfg)#port serial 0 O
SN(prt-ser)[0/0] #f ranerel ay
SN(frmrel)[0/0] #pvc 1

SN( pvc) [ 1] #shut down

Check the PVC 1 status by using show running-config and verify that the entry shutdown occurs in the config-
uration part responsible for this PVC.

SN( pvc) [ 1] #show runni ng-confi g
Runni ng configuration:

e I L E T R #
# #
# 2500 #
pvc 1

encapsul ation rfcl1490
bind i nterface wan router
shut down

exit

Debugging Frame Relay

A set of commands is available to check the status of the Framerelay connections, fragmentation process and
keepalive message exchange. Be aware that some monitors generate a lot of output and can seriously impact
your system performance. This procedure describes how to display the Frame Relay configuration settings for
the serial interface
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Mode: Administrator execution

Command
[no] debug framerelay

SmarfWare Software Configuration Guide

Purpose

Prints the status of the different monitors ( ON or
OFF)

[no] debug framerelay all

Enables/Disables all framerelay debug monitors

[no] debug framerelay error

Enables/Disables monitor which prints only
occurred errors.

[no] debug framerelay Imi

Enables/Disables monitor which prints keepalive
events and messages

[no] debug framerelay management

Enables/Disables monitor which prints management
and configuration events

[no] debug framerelay packets

Enables/Disables monitor which prints dlci, size and
fragmentation status of every incoming and outgo-
ing packet. Be aware that this monitor can seriously
impact your system performance.

Displaying serial port information

The following example shows the commands used to display serial port configuration settings.

SN>enabl e
SN#confi gure
SN( cf g) #show port seri al

Serial Interface Configuration

Por t . serial 00O
State . OPENED

Har dwar e Port DX 21

Port Type . DTE

CRC Type : CRC- 16

Max Frane Length: 2048
Recv Threshold : 1
Encapsul ati on franerel ay
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Displaying Frame Relay information
Since Frame Relay configuration for the serial interface is complex and requires many commands, it is helpful
to list the frame relay configuration on screen.

This procedure describes how to display the Frame Relay configuration settings for the serial interface.

Mode: Port serial

Command Purpose

1 |node(prt-ser)[slot/porf]#show framerelay |Displays Frame Relay information.

Example: Displaying Frame Relay information

The following example shows the commands used to display Frame Relay configuration settings.

SN>enabl e
SN#confi gure
SN( cf g) #show franerel ay

Framerel ay Configuration:
Por t LM - Type Keepal i ve Fragment ati on

serial 00O ansi 10 di sabl ed

PVC Confi gurati on:
Por t DLCI State Fragnment Encaps Bi ndi ng

serial 00O 1 open di sabl ed rfc1490 wan@ out er
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Figure 38. Typical Integrated Service Access Scenario with dedicated PVCs

Integrated service access
The example in figure 38 shows a typical integrated service access scenario, where different service providers are
accessed via permanent virtual circuits (PVCs) on Frame Relay over the serial interface of a SmartNode.

The multi service provider (MSP) offers both Internet access and voice services based on IP. The virtual private
network (VPN) provider offers secure interconnections of local access networks (LAN) via its public wide area
network based on IP. Since both providers are working independently, the SmartNode needs a configuration,
which has two dedicated PVCs on Frame Relay. The first PVC, labeled as PVC 1, connects to the MSP access
device. The second PVC, labeled PVC 2, connects to the VPN provider access device on the leased line network.

A SmartNode is working as a DTE and accesses the leased line network via a leased line modem connected to
the serial interface. The hardware port protocol X.21 is used on the serial interface on slot 0 and port 0.

Devices accessing the MSP and VPN services are attached to the 100 Mbps Ethernet port 0/0 on the
SmartNode. For that reason, an IP context with three logical IP interfaces bound to Ethernet port 0/0, PVC 1
and PVC 2 on serial port 0/0 as shown in figure 38 has to be configured for the SmartNode. The IP interfaces
are labeled to represent the function of their configuration. Hence Ethernet port 0/0 is named /an, PVC 1 is
named external since external services are accessed via this PVC, and PVC 2 is named znternal to indicate the
private network interconnection via this PVC.

Between the leased line modem and the SmartNode, ANSI T.617 type of LMI packets have to be exchanged. In
addition, the keep-alive interval has to be set to 20 seconds. To guarantee voice quality, fragmentation is enabled
on the PVC which carries voice (PVC 1) and a service profile is assigned which gives priority to voices packets.
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Figure 39. IP Context with logical IP interfaces bound to Ethernet port, serial port PVC 1 and PVC 2

The related I, serial interface and Frame Relay configuration procedure is listed below. Where necessary, com-
ments are added to the configuration for better understanding.

1. Enter the configuration mode.

SN>enabl e
SN#confi gure

2. Set up the IP interface configuration first. Be aware that not all of the necessary settings are listed below.

SN(cf g)#context ip router

SN(ctx-ip)[router]#interface external

SN(i f-ip)[external ]#i nterface internal
SN(if-ip)[internal]#interface |an

SN(if-ip)[lan]#exit

SN(ctx-ip)[router] #i nterface internal
SN(if-ip)[internal]#ipaddress 192.168. 3.1 255. 255. 255.0
SN(if-ip)[internal ]#i nterface external

SN(i f-ip)[external]#i paddress 192.168. 2.1 255.255.255.0
SN(if-ip)[external]#interface |an

SN(if-ip)[lan]#i paddress 192.168.1.1 255. 255.255.0

3. Define a voice profile which gives priority to voice packets. Set the rate limit according to the bandwidth
available for voice and data on PVC 1 (512kBits/s in this case).

SN(cfg)#profile service-policy VoicePrio
SN(pf-srvpl)[VoicePr~]#rate-limt 512

SN( pf - srvpl ) [ Voi cePr~] #source cl ass | ocal -voi ce
SN(src) [l ocal -v~] #priority

SN(src) [l ocal -v~] #source cl ass | ocal -default
SN(src) [l ocal -d~] #priority

SN(src) [l ocal -d~] #source cl ass defaul t
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4. Configure the serial interface settings.

SN(cf g)#port serial 0 O

SN( prt-ser)[0/0] #shut down
SN(prt-ser)[0/0] #encapsul ati on franerel ay
SN(prt-ser)[0/0] #har dwar e- port x21
SN(prt-ser)[0/0] #port-type dte

5. Configure the Frame Relay. You must thus change to the Frame Relay configuration mode. Use the ser-
vice-policy profile defined above to give voice priority over data.

SN(prt-ser)[0/0] #f ranerel ay

SN(frmrel)[0/0]# m -type ansi
SN(frmrel)[0/0] #keepal i ve 20

SN(frmrel)[0/0] #use profile service-policy VoicePrio out

6. Configure the introduced PVCs. Enable fragmentation for PVC 1. The voice uses codec G.723 at a packet
size of 30ms, so the minimum fragment size must be 66 Bytes. Setting the fragment size to 300 (Bytes)
introduces an additional delay of at most 4.7ms (300 * 8/512k) but does not cause too much fragmenta-
tion overhead on large data packets.

SN(frmrel)[0/0] #pvc 1

SN(pvc) [ 1] #encapsul ati on rfc1490

SN( pvc) [ 1] #f ragment 300

SN(pvc)[1]#bind interface external router
SN(pvc) [ 1] #no shut down

SN( pvc) [ 1] #pvc 2

SN( pvc) [ 2] #encapsul ati on rfc1490
SN(pvc)[2]#bind interface internal router
SN( pvc) [ 2] #no shut down

7. Check that the Frame Relay settings are correct.

SN(frmrel)[0/0] #show franerel ay

Franerel ay Configuration:
Por t LM - Type Keepal i ve Fragnent ati on

serial 00O ansi 20 di sabl ed

PVC Confi guration:

Por t DLCI State Fragnment Encaps Bi ndi ng
serial 000 1 open 300 rfcl1490 ext ernal @ out er
serial 000 2 open di sabled rfc1490 i nternal @outer
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Introduction

This chapter provides an overview of IP routing and describes the tasks involved in configuring static IP rout-
ing in SmartWare.

IP routing moves information across an internetwork from a source to a destination, typically passing through
one or more intermediate nodes along the way. The primary difference between routing and bridging is the
two different access levels of information that are used to determine how to transport packets from source to
destination; routing occurs at Layer 3 (the network layer), while bridging occurs at Layer 2 (the link layer) of
the OSI reference model. In addition to transporting packets through an internetwork, routing involves deter-
mining optimal paths to a destination. Routing algorithms use metrics, or standards of measurement, to estab-
lish these optimal paths and for initializing and maintaining routing tables that contain all route information.

Routing tables
The SmartWare routing table stores routes to:

* Directly-attached interfaces or networks
*  Static IP routes
* Routes learned dynamically from the Routing Information Protocol (RIP)

In the routing table, next-hop associations specify that a destination can be reached by sending packets to a
next-hop router located on an optimal path to the destination. When the SmartNode receives an incoming
packet, it checks the destination address, and attempts to associate this address with a next-hop address and
outgoing interface. Routing algorithms must converge rapidly — i.e. all routers must agree on optimal routes.
When a network event causes routes either to go down or to become unavailable, routers distribute routing
update messages that permeate networks, causing recalculation of optimal routes that are eventually agreed
upon by all routers. Routing algorithms that converge slowly can cause routing loops or network outages.
Many algorithms can quickly select next-best paths and adapt to changes in network topology.

Static routing

Static routing involves packet forwarding on the basis of static routes configured by the system administrator.
Static routes work well in environments where network traffic is relatively predictable and where the network
topology is relatively simple. In contrast, dynamic routing algorithms adjust to changing network circum-
stances by analyzing incoming routing update messages. RIP uses dynamic routing algorithms.

Basic IP routing configuration task list

To configure IP routes, perform the tasks described in the following sections. The tasks in the first two sections
are required; the task in the remaining section is optional, but might be required for your application.

* Configuring static IP routes

* Deleting static IP routes (see page 189)

* Displaying IP route information (see page 190)

Configuring static IP routes

Rather than dynamically selecting the best route to a destination, you can configure one or more static routes

to that destination. Once configured, a static route stays in the routing table indefinitely. When multiple static
routes are configured for a single destination and the outbound interface of the current static route goes down,
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a backup route is activated, thus improving network reliability. Each route is assigned a default precedence
value and cost value. Modifying these values allow you to set a preference for one route over the next. If static
routes are redistributed through dynamic routing protocol to neighboring devices, only the active static route
to a destination is advertised.

This procedure describes how to configure one or more static IP routes to the same destination

Mode: Administrator execution

Step Command Purpose

1 |node(cfg)#context ip router Enters the IP router
context

2 |node(ctx-ip)[router]#route network mask {address | interface} [metric]|Adds a static route

Where the syntax is:
* network—The IP address of the target network or subnet.

¢ mask—A network mask where the 1 bits indicate the network or subnet, and the 0 bits indicate the host
portion of the network address provided.

* address—The IP address of a next-hop router that can access the target network or subnet.
* interface—The name of the outgoing interface to use for the target network or subnet.

* metric—This is an optional parameter. Specifies the desirability of the route when compared against other
routes. The range is 0 through 15, where 0 is the preferred route. If no metric is specified, the static route is
assumed to have a metric of 0.

Note To configure a default static IP route, use 0.0.0.0 for the network number
and mask. A valid next-hop address or interface is required.

Example: Adding a static IP route

In the following example, packets for network 20.0.0.0/24 will be routed to the device at 172.17.100.2. The
Ethernet port 0 1 has the address 172.17.100.1/24 and is bound to the interface wan.

SN>enabl e

SN#confi gure

SN( cf g)#context ip router

SN(ctx-ip)[router]#route 20.0.0.0 255.255.255.0 172.17.100. 2

The route is added to the routing database with the default metric 0. The router will forward packets to the
20.0.0.0 network via the interface wan to the router on 172.17.100.2.

Deleting static IP routes
The no form of the route command deletes a static IP route from the routing table.

This procedure describes how to delete one or more static IP routes from the routing table
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Mode: Administrator execution

Step Command Purpose

1 |node(cfg)#context ip router Enters the IP router context
2 |node(ctx-ip)[router]#no route network mask {address | interface}|Deletes a static route

Example: Deleting a static IP route

In the following example, the route for packets to network 20.0.0.0/24, which are routed to device with IP
address 172.17.100.2, shall be deleted.

SN>enabl e

SN#confi gure

SN(cf g)#context ip router

SN(ctx-ip)[router]#no route 20.0.0.0 255.255.255.0 172.17.100.2

Displaying IP route information
This procedure describes how to display static IP routes

Mode: Operator or administrator execution

Command Purpose

node>show ip route Displays IP route information

This command displays the destination address, next-hop interface, protocol (local, static, RIP, or ICMP),
metric, flags (U-up, H-host, G—Gateway, L-local, D—default), and amount of use for each route in the routing
table. If there are multiple routes to the same destination, the preferred route is indicated by an asterisk (*).
Example: Displaying IP route

In the following example, IP route information is displayed.
SN>show ip route

Routes of I P context 'router’:
Status codes: * valid, Uup, Hhost, G Gateway, L local, D default

Desti nation Next hop Protocol Metric Flags Used
* 127.0.0.1/32 | ocal 0 LHG n/ a
* 172.16.40.77/ 32 | ocal 0 LHG n/ a
* 172.17.100. 210/ 32 | ocal 0 LHG n/a
* 172.17.100. 0/ 24 wan | ocal 1 UL 0
* 20.0.0.0/24 172.17.100. 2 static 0 u 0
* 172.16.0.0/ 16 I an | ocal 1 uL 6
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Examples

Basic static IP routing example

Figure 40 shows an Internetwork consisting of three routers, a SmartNode device in the middle, and the four
autonomous networks, with network addresses 10.1.5.0/16, 172.16.40.0/24, 172.17.100.0/24, and 10.2.5.0/
16. The SmartNode shall be configured for the following IP routing scenario:

All packets for the Workstation with IP address 10.1.5.10 shall be forwarded to the next-hop router Calvin. All
packets for network 10.2.5.0/16 shall be forwarded to the next-hop router Hobbes.

10.1.5.2/16 172.16.40.2/24 172.17.100.2/24 10.2.5.2/16
\ / lan wan \ /
Hb |—— — Node ——————— —
Calvin / \ Hobbes
172.16.40.1/24 172.17.100.1/24
10.1.5.10/16

[ =]

Workstation
Figure 40. Internetwork with three routers and four networks

The necessary routing-table entries for the scenario described are listed below.

SN>enabl e

SN#confi gure

SN(cf g)#context ip router

SN(ctx-ip)[router]# route 10.1.5.10 255. 255. 255. 255 172. 16.40.2
SN(ctx-ip)[router]# route 10.2.0.0 255.255.0.0 172.17.100.2
SN>show ip route

Routes of I P context 'router’:

Status codes: * valid, Uup, Hhost, G Gateway, L local, D default

Desti nation Next hop Protocol Metric Flags Used
* 127.0.0.1/32 | ocal 0 LHG n/a
* 172.16.40.1/ 24 | ocal 0 LHG n/a
* 172.17.100. 1/ 24 | ocal 0 LHG n/ a
* 172.17.100.0/ 24 wan | ocal 1 UL 0
* 172.16.40.0/ 16 | an | ocal 1 UL 0
* 10.1.5.10/32 172.16.40. 2 static 0 U 0
* 10.2.0.0/16 172.17.100. 2 static 0 U 0
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Introduction

This chapter provides an overview of the Routing Information Protocol (RIP) and describes the tasks involved
in configuring RIP features within SmartWare, it includes the following sections:

* Routing protocol
* RIP configuration task list (see page 195)

RIP is a relatively old but still commonly used interior gateway protocol created for use in small, homogeneous
networks. It is a classical distance-vector routing protocol. RIP is documented in RFC 1058.

RIP uses broadcast User Datagram Protocol (UDP) data packets to exchange routing information. The Smart-
Ware software sends routing information updates every 30 seconds, which is termed advertising. If a router
does not receive an update from another router for 180 seconds or more, it marks the routes served by the non-
updating router as being unusable. If there is still no update after 240 seconds, the router removes all routing
table entries for the non-updating router.

The metric that RIP uses to rate the value of different routes is the hop count. The hop count is the number of
routers that can be traversed in a route. A directly connected network has a metric of zero; an unreachable net-
work has a metric of 16. This small range of metrics makes RIP an unsuitable routing protocol for large networks

A SmartNode that is running RIP can receive a default network via an update from another router that is run-
ning RIP, or the router can source (generate) the default network itself with RIP. In both cases, the default net-
work is advertised through RIP to other RIP neighbors.

SmartWare software will send and receive RIP information from the specified interface if the following condi-
tions are met:

e The rip supply flag for a specific interface is enabled
* The rip listen flag for a specific interface is enabled
The default route is learned via a static route and then redistributed into RIP.

RIP sends updates to the specified interfaces. If an interface is not specified, it will not be advertised in any
RIP update.

Routing protocol

Routers exchange information about the most effective path for packet transfer between various end points. There
are a number of different protocols, which have been defined to facilitate the exchange of this information.

Routing Information Protocol (RIP) 1 is the most widely used routing protocol on IP networks. All gateways
and routers that support RIP 1 periodically broadcast routing information packets. These RIP 1 packets con-
tain information concerning the networks that the routers and gateways can reach as well as the number of
routers/gateways that a packet must travel through to reach the receiving address.

RIP 2 is an enhancement of RIP 1 which allows IP subnet information to be shared among routers, and pro-
vides for authentication of routing updates. When this protocol is chosen, the router will use the multicast
address 224.0.0.9 to send and/or receive RIP 2 packets for this network interface. As with RIP 1, the router's
routing table will be periodically updated with information received in these packets.
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RIP 2 is more useful in a variety of environments and allows the use of variable subnet masks on your network.
It is also necessary for implementation of classless addressing as accomplished with CIDR (classless inter-
domain routing).

It is recommended that RIP 2 be used on any segment where all routers can use the same IP routing protocol.
If one or more routers on a segment must use RIP 1, then all other routers on that segment should also be set
to use RIP 1.

RIP configuration task list

To configure RID, perform the tasks described in the following sections. The tasks in the first two sections are
required; the tasks in the remaining sections are optional. Most of the RIP commands have the character of a

flag, which is either enabled or disabled.

* Enabling send RIP

* Enabling an interface to receive RIP (see page 196)

e Specifying the send RIP version (see page 196)

¢ Specifying the receive RIP version (see page 197)

* Enabling RIP learning (see page 197)

* Enabling an interface to receive RIP (see page 198)

* Enabling RIP announcing (see page 198)

* Enabling RIP auto summarization (see page 199)

e Specifying the default route metric (see page 199)

* Enabling RIP split-horizon processing (see page 200)
* Enabling the poison reverse algorithm (see page 200)
* Enabling holding down aged routes (see page 201)

* Displaying RIP Configuration of an IP interface (see page 201)
* Displaying global RIP information (see page 202)

Enabling send RIP

By default an interface does not send any routing information. This procedure describes how to enable sending
RIP packets on interface

Mode: Interface

Step Command Purpose

Enables send RIP on interface name

1 |node(if-ip)[name]#rip supply
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Example: Enabling send RIP

The following example shows how to enable send RIP on IP interface wan on a SmartNode.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface wan

SN(if-ip)[wan]#rip supply

Enabling an interface to receive RIP
By default an interface does not listen to routing information. This procedure describes how to enable interface
to receive RIP information

Mode: Interface

Step Command Purpose

1 |node(if-ip)[name]#rip receive Enables receive RIP on interface name

Example: Enabling receive RIP

The following example shows how to enable receive RIP on IP interface wan on a SmartNode.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface wan
SN(if-ip)[wan]#rip receive

Specifying the send RIP version

By default, SmartWare application software sends RIP 1compatible packets. The SmartWare application soft-
ware allows sending RIP version 1, version 1 compatible or version 2 packets. Alternatively, you can explicitly
configure the RIP version to be sent with the last command argument as following:

e 1—RIPvl

* lcompatible—RIPv1 compatible

e 2—RIPv2

This procedure describes how to select the sending RIP version on interface

Mode: Interface

Command Purpose

1 |node(if-ip)[namel# rip send version {1 | 1compatible | 2}|Selects send RIP version for inter-
face name

Example: Specifying the send RIP

The following example shows how to select send RIP version Icompatible on IP interface wan on a SmartNode.

SN(cf g) #context ip router
SN(ctx-ip)[router]#interface wan
SN(if-ip)[wan]#rip send version lconpatible
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Specifying the receive RIP version

By default, SmartWare application software receives RIP version 1 and version 2 packets. SmartWare application
software allows receiving RIP version 1, version 2 or both version 1 and version 2 packets. Alternatively, you can
explicitly configure the RIP version to be received with the last command argument as following:

¢ 1—to receive RIP version 1 packets

* lor2—to receive RIP version 1 and version 2 packets

e 2—to receive RIP version 2 packets

This procedure describes how to set receiving RIP version on an interface

Mode: Interface

Command Purpose

1 |node(if-ip)[namel# rip receive version {1 | Tor2 | 2} Selects receive RIP version for interface
name

Example: Specifying the receive RIP

The following example shows how to select receive RIP version /072 on IP interface wan on a SmartNode.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface wan
SN(if-ip)[wan]#rip receive version lor2

Enabling RIP learning

A new route is added to the local routing table, if the routing update contains a route to a destination that does
not already exist. If the update describes a route whose destination is already in the local table, the new route is
used only if it has a lower cost. The cost of a route is determined by adding the cost of reaching the gateway
that sent the update to the metric contained in the RIP update packet. If the total metric is less than the metric
of the current route, the new route is used. SmartWare offers two RIP learning mechanisms, which are repre-
sented by a specific argument of the command rip learn:

¢ host—for RIP learn host and
e default—for RIP learn default
See the following sections on how to configure those two RIP learning mechanisms.

This procedure describes how to enable accepting of IP host and default routes received on an interface for
RIP learning

Mode: Interface

Step Command Purpose

1 |node(if-ip)[name]# rip learn host |Enables accepting of IP host routes received on interface
name

2 |node(if-ip)[name]#rip learn default|Enables learning using a default route advertised by an RIP
neighbor on interface name
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Example: Enabling RIP learn host and default

The following example shows how to enable RIP learn host and default on IP interface wan on a SmartNode.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface wan
SN(if-ip)[wan]#rip | earn host
SN(if-ip)[wan]#rip | earn default

Enabling an interface to receive RIP
This procedure describes how to enable receive RIP on an IP interface

Mode: Interface

Command Purpose

1 |node(if-ip)[name]#rip listen |Enables receive RIP on IP interface name

Example: Enables an interface to receive RIP

The following example shows how to enable receive RIP for IP interface /zn on a SmartNode 1000, 2000 or
4000 series device.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface |an
SN(if-ip)[lan]#rip listen

Enabling RIP announcing

The RIP protocol supports announcing features, which are used to proclaim specific routing information to
other elements, e.g. routers or SmartNodes in a network. The RIP announcing command is used for this pur-
pose and offers options for

e default—for RIP default routes,

¢ host—for IP host routes,

* self-as-default—for self as RIP default routes and
* static—for static IP routes.

Depending on the RIP announcing method the last option for the command in 3 must be explicitly selected. It
is possible to have more than one RIP announcing method enabled concurrently.

This procedure describes how to enable RIP announcing on an interface

Mode: Interface

Command Purpose

Selects the RIP announcing
method on interface name

node(if-ip)[name]#rip announce {default | host | self-
as-default | static}
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Example: Enabling RIP announcing

The following example shows how to enable the RIP default routes and IP host routes RIP announcing
method on IP interface wan on a SmartNode.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface wan
SN(i f-ip)[wan]#rip announce default
SN(i f-ip)[wan]#rip announce host

Enabling RIP auto summarization
Summarizing routes in RIP Version 2 improves scalability and efficiency in large networks.

Auto-summarization attempts to automatically summarize groups of adjacent routes into single entries, the
goal being to reduce the total number of entries in the RIP routing table, reducing the size of the table and
allowing the router to handle more routes.

RIP auto-summarization (automatic network number summarization) is disabled by default. With auto-sum-
marization, the SmartNode summarizes sub prefixes to the Class A, Class B, and Class C network boundary
when class network boundaries are crossed.

This procedure describes how to enable RIP auto-summarization on an interface

Mode: Interface

Command Purpose

1 |node(if-ip)[name]#rip auto-summary |Enables RIP auto-summarization on interface name

Example: Enabling RIP auto-summarization

The following example shows how to enable auto-summarization on IP interface wan on a SmartNode.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface wan
SN(i f-ip)[wan]#rip auto-sumary

Specifying the default route metric

RIP uses a single routing metric (hop count) to measure the distance between the source and a destination net-
work. Each hop in a path from source to destination is assigned a hop-count value, which is typically 1. When
a SmartNode receives a routing update that contains a new or changed destination-network entry, the Smart-
Node adds one to the metric value indicated in the update and enters the network in the routing table. The IP
address of the sender is used as the next hop.

RIP prevents routing loops from continuing indefinitely by implementing a limit on the number of hops
allowed in a path from the source to a destination. The maximum number of hops in a path is 15. If a Smart-
Node receives a routing update that contains a new or changed entry, and if increasing the metric value by one
causes the metric to be infinity (i.e. 16), the network destination is considered unreachable.

Because metrics cannot be directly compared, you must specify the default metric in order to designate the cost
of the redistributed route used in RIP updates. All routes that are redistributed will use the default metric.
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Setting the default route metric, which is a number, indicating the distance to the destination network ele-
ment, e.g. another router or SmartNode in a network, is possible with the rip default-route-value command.
The value is between 1 and 15 for a valid route, or 16 for an unreachable route.

This procedure describes how to set the routing metric on an interface

Mode: Interface

Command Purpose

1 |node(if-ip)[name]#rip default-route-value value|Sets the routing metric to value indicating the
distance to the destination on interface name

Example: Specifying the default route metric

The following example shows how to set the routing metric to 4 on IP interface wan on a SmartNode.

SN(cf g) #context ip router
SN(ctx-ip)[router]#interface wan
SN(if-ip)[wan]#rip default-route-value 4

Enabling RIP split-horizon processing

Normally, routers that are connected to broadcast-type IP networks and that use distance-vector routing proto-
cols employ the split horizon mechanism to reduce the possibility of routing loops. Split horizon blocks infor-
mation about routes from being advertised by a router out of any interface from which that information
originated. This behavior usually optimizes communications among multiple routers, particularly when links
are broken. However, with non-broadcast networks (such as Frame Relay), situations can arise for which this
behavior is less than ideal. For these situations, you might want to disable split horizon for RIP.

This procedure describes how to enable split horizon on an interface

Mode: Interface

Command Purpose

node(if-ip)[name]#rip split-horizon |Enables RIP split-horizon processing on interface name

Example: Enabling RIP split-horizon processing

The following example shows how to enable split horizon on IP interface wan on a SmartNode.

SN( cf g) #context ip router
SN(ctx-ip)[router] #i nterface wan
SN(if-ip)[wan]#rip split-horizon

Enabling the poison reverse algorithm

Normally, RIP uses a technique called split horizon to avoid routing loops and allow smaller update packets.
This technique specifies that when the router sends a RIP update out a particular network interface, it should
never include routing information acquired over that same interface.

There is a variation of the split horizon technique called poison reverse which specifies that all routes should be
included in an update out a particular interface, but that the metric should be set to infinity for those routes
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acquired over that interface. Poison reverse updates are then sent to remove the route and place it in hold-
down. One drawback is that routing update packet sizes will be increased when using poison reverse.

This procedure describes how to enable the poison reverse algorithm on an interface

Mode: Interface

Command Purpose

node(if-ip)[name]#rip poison-reverse |Enables the poison reverse algorithm on interface name

Example: Enabling the poison reverse algorithm

The following example shows how to enable the poison reverse algorithm on IP interface wan on a Smart-
Node.

SN(cf g) #context ip router
SN(ctx-ip)[router]#interface wan
SN(i f-ip)[wan]#rip poison-reverse

Enabling holding down aged routes

Holding down or locking aged routes learned from RIP packets on the specified interface helps, if an aged
route cannot be refreshed to a non-aged status but must be deleted and then relearned. Enabling this function
enhances the stability of the RIP topology in the presence of transients.

This procedure describes how to enable holding down of aged routes on an interface

Mode: Interface

Command Purpose

1 |node(if-ip)[name]#rip route-holddown [Enables holding down aged routes on interface name

Example: Enabling holding down aged routes

The following example shows how to enable holding down of aged routes on IP interface wan on a Smart-

Node.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface wan
SN(i f-ip)[wan]#rip route-hol ddown

Displaying RIP configuration of an IP interface
Displaying the RIP configuration of an IP interface is useful to list the settings. This procedure describes how
to display the RIP configuration of an interface

Mode: Interface

Command Purpose

1 |node(if-ip)[name]#show rip interface ifname|Displays the RIP binding of an IP interface on
name
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Example: Displaying RIP configuration of an IP interface

The following example shows how to display the RIP configuration of IP interface wan of a SmartNode.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface wan
SN(i f-ip)[wan]#show rip interface wan
Interface wan (1P context router):
listen: disabled
suppl y: enabl ed
send version: lcompatible
recei ve version: lor2
| earn host: disabled
|l earn default: disabled
announce host: disabl ed
announce static: disabled
announce default: disabled
announce sel f-as-default: disabled
r out e- hol ddown: enabl ed
poi son-reverse: disabl ed
aut o- sunmary: di sabl ed
split-horizon: disabled
defaul t-route-value: 0

Displaying global RIP information
SmartWare also support displaying global RIP information for the IP router context. This procedure describes
how to display the global RIP information

Mode: Configure
Step Command Purpose
1 |node(cfg)#show rip Displays the RIP information

Example: Displaying global RIP information

The following example shows how to display the global RIP information on a SmartNode.

SN( cf g) #show ri p
RI P i nformation:
rip enabl ed
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Introduction

This chapter provides an overview of IP Access Control Lists and describes the tasks involved in configuring
them through SmartWare.

This chapter includes the following sections:
e About access control lists
* Access control list configuration task list (see page 206)

*  Examples (see page 210)

About access control lists

This section briefly describes what access lists do, why and when you should configure access lists, and basic
versus advanced access lists.

What access lists do

Access lists filter network traffic by controlling whether routed packets are forwarded, dropped or blocked at
the router's interfaces. Your router examines each packet to determine whether to forward or drop the packet,
based on the criteria you specified within the access lists.

Access list criteria could be the source address of the traffic, the destination address of the traffic, the upper-
layer protocol, or other information.

Note Sophisticated users can sometimes successfully evade or fool basic access lists
because no authentication is required.

Why you should configure access lists

There are many reasons to configure access lists. For example, you can use access lists to restrict contents of
routing updates, or to provide traffic flow control. But one of the most important reasons to configure access
lists is to provide security for your network, and this is the reason explored in this chapter.

You should use access lists to provide a basic level of security for accessing your network. If you do not configure
access lists on your router, all packets passing through the router could be allowed onto all parts of your network.
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For example, access lists can allow one host to access a part of your network, and prevent another host from
accessing the same area. In figure 41 host A is allowed to access the Human Resources network and host B is
prevented from accessing the Human Resources network.
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Figure 41. Using traffic filters to prevent traffic from being routed to a network

You can also use access lists to decide which types of traffic are forwarded or blocked at the router interfaces.
For example, you can permit e-mail traffic to be routed but at the same time block all Telnet traffic.

When to configure access lists

Access lists should be used in firewall routers, which are often positioned between your internal network and an
external network such as the Internet. You can also use access lists on a router positioned between two parts of
your network, to control traffic entering or exiting a specific part of your internal network.

To provide the security benefits of access lists, you should configure access lists at least on border routers, i.e.
those routers situated at the edges of your networks. This provides a basic buffer from the outside network or
from a less controlled area of your own network into a more sensitive area of your network.

On these routers, you should configure access lists for each network protocol configured on the router interfaces.
You can configure access lists so that inbound traffic or outbound traffic or both are filtered on an interface.

Features of access control lists
The following features apply to all IP access control lists:

* A list may contain multiple entries. The order access of control list entries is significant. Each entry is pro-
cessed in the order it appears in the configuration file. As soon as an entry matches, the corresponding
action is taken and no further processing takes place.
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Al access control lists have an implicit deny ip any any at the end. A packet that does not match the criteria
of the first statement is subjected to the criteria of the second statement and so on until the end of the access
control list is reached, at which point the packet is dropped.

¢ Filter types include IB, Internet Control Message Protocol (ICMP), Transmission Control Protocol (TCP),
User Datagram Protocol (UDP), and Stream Control Transmission Protocol (SCTP).

* An empty access control list is treated as an implicit deny ip any any list.
Note Two or more administrators should not simultaneously edit the configura-

tion file. This is especially the case with access lists. Doing this can have
unpredictable results.

Once in access control list configuration mode, each command creates a statement in the access control list.
When the access control list is applied, the action performed by each statement is one of the following:

* permit statement causes any packet matching the criteria to be accepted.

* deny statement causes any packet matching the criteria to be dropped.

To delete an entire access control list, enter configuration mode and use the no form of the profile acl com-
mand, naming the access list to be deleted, e.g. no profile acl #ame. To unbind an access list from the interface
to which it was applied, enter the IP interface mode and use the no form of the access control list command.

Access control list configuration task list

To configure an IP access control list, perform the tasks in the following sections.

* Mapping out the goals of the access control list

* Creating an access control list profile and enter configuration mode (see page 207)

* Adding a filter rule to the current access control list profile (see page 207)

* Adding an ICMP filter rule to the current access control list profile (see page 209)

* Adding a TCP, UDP or SCTP filter rule to the current access control list profile (see page 211)
* Binding and unbinding an access control list profile to an IP interface (see page 213)

* Displaying an access control list profile (see page 214)

* Debugging an access control list profile (see page 214)

Mapping out the goals of the access control list
To create an access control list you must:

*  Specify the protocol to be filtered
* Assign a unique name to the access list
* Define packet-filtering criteria

A single access control list can have multiple filtering criteria statements.
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Before you begin to enter the commands that create and configure the IP access control list, be sure that you
are clear about what you want to achieve with the list. Consider whether it is better to deny specific accesses
and permit all others or to permit specific accesses and deny all others.

Note Since a single access control list can have multiple filtering criteria state-
ments, but editing those entries online can be tedious. Therefore, we recom-
mend editing complex access control lists offline within a configuration file
and downloading the configuration file later via TFTP to your SmartNode
device.

Creating an access control list profile and enter configuration mode
This procedure describes how to create an IP access control list and enter access control list configuration mode

Mode: Administrator execution

Command Purpose

1 |node(cfg)#profile acl name|Creates the access control list profile name and enters the configura-
tion mode for this list

name is the name by which the access list will be known. Entering this command puts you into access control list
configuration mode where you can enter the individual statements that will make up the access control list.

Use the no form of this command to delete an access control list profile. You cannot delete an access control list
profile if it is currently linked to an interface. When you leave the access control list configuration mode, the
new settings immediately become active.

Example: Create an access control list profile

In the following example the access control list profile named WanRx is created and the shell of the access con-
trol list configuration mode is activated.

SN>enabl e

SN#confi gure
SN(cfg)#profile acl WANRXx
SN( pf - acl ) [ WanRx] #

Adding a filter rule to the current access control list profile
The commands permit or deny are used to define an IP filter rule. This procedure describes how to create an IP
access control list entry that permits access

Mode: Profile access control list

Command Purpose

Creates an IP access of control list
entry that permits access defined
according to the command
options

node(pf-acl)[name]#permit ip {src src-wildcard | any |
host src} {dest destwildcard | any | host desf} [cos group]

This procedure describes how to create an IP access control list entry that denies access

Access control list configuration task list 207



18 ¢ Access control list configuration SmarfWare Software Configuration Guide

Mode: Profile access control list

Command Purpose

1 |node(pf-acl)[name]#deny ip {src src-wildcard | any | host |Creates an IP access of control list

src} {dest dest-wildcard | any | host desf} [cos group] entry that denies access defined
according to the command
options
Where the syntax is:

Keyword Meaning

src The source address to be included in the rule. An IP address in dotted-decimal-format,
e.g. 64.231.1.10.

src-wildcard |A wildcard for the source address. Expressed in dotted-decimal format this value specifies
which bits are significant for matching. One-bits in the wildcard indicate that the corre-
sponding bits are ignored. An example for a valid wildcard is 0.0.0.255, which speci-
fies a class C network.

any Indicates that IP traffic to or from all IP addresses is to be included in the rule.
host src The address of a single source host.
dest The destination address to be included in the rule. An IP address in dotted-decimal-for-

mat, e.g. 64.231.1.10.
dest-wildcard |A wildcard for the destination address. See src-wildcard
host dest The address of a single destination host.

cos Optional. Specifies that packets matched by this rule belong to a certain Class of Service
(CoS). For detailed description of CoS configuration refer to chapter 14, “Link scheduler
configuration” on page 151.

group CoS group name.

If you place a deny ip any any rule at the top of an access control list profile, no packets will pass regardless of
the other rules you defined.

Example: Create IP access control list entries

Select the access-list profile named WanRx and create some filter rules for it.

SN(cfg)#profile acl WANRX

SN( pf -acl ) [ WanRx] #pernmit ip host 62.1.2.3 host 193.14.2.11 cos Urgent
SN(pf-acl)[WanRx] #permit ip 62.1.2.3 0.0.255.255 host 193.14.2.11
SN(pf-acl)[WanRx] #permit ip 97.123.111.0 0.0.0.255 host 193.14.2.11
SN( pf - acl ) [ WanRx] #deny i p any any

SN( pf - acl ) [ WanRx] #exi t

SN(cfg)#
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Adding an ICMP filter rule to the current access control list profile
The command permit or deny are used to define an ICMP filter rule. Each ICMP filter rule represents an
ICMP access of control list entry.

This procedure describes how to create an ICMP access control list entry that permits access

Mode: Profile access control list

Command Purpose

1 |node(pf-acl)[name]#permit icmp {src src-wildcard | any | |Creates an ICMP access of con-
host src} {dest destwildcard | any | host dest} [msg name | [trol list entry that permits access
type type | type type code code] [cos group] defined according to the com-

mand options

This procedure describes how to create an ICMP access control list entry that denies access

Mode: Profile access control list

Command Purpose

1 |node(pf-acl)[name]#deny icmp {src src-wildcard | ~ |Creates an ICMP access of control list
any | host src} {dest dest-wildcard | any | host desf} |entry that denies access defined accord-
[msg name | type type | type type code code] [cos |ing to the command options
group]

Access control list configuration task list 209



18 ¢ Access control list configuration

SmarfWare Software Configuration Guide

Where the syntax is as following:

Keyword Meaning

src The source address to be included in the rule. An IP address in dotted-decimalformat, e.g.
64.231.1.10.

src-wildcard |A wildcard for the source address. Expressed in dotted-decimal format this value specifies
which bits are significant for matching. One-bits in the wildcard indicate that the corre-
sponding bits are ignored. An example for a valid wildcard is 0.0.0.255, which specifies
a class C network.

any Indicates that IP traffic to or from all IP addresses is to be included in the rule.

host src The address of a single source host.

dest The destination address to be included in the rule. An IP address in dotted-decimalformat,
e.g. 64.231.1.10

dest-wildcard |A wildcard for the destination address. See src-wildcard.

host dest The address of a single destination host.

msg name The ICMP message name. The following are valid message names:
administratively-prohibited, alternate-address, conversion-error, dod-host-prohibited, dod-
net-prohibited, echo, echo-reply, general-parameter-problem, hostisolated, host-prece-
dence-unreachable, host-redirect, hosttos-redirect, host-tos-unreachable, host-unknown,
host-unreachable, information-reply, information-request, mask-reply, mask-request, mobile-
redirect, net-redirect, nettos-redirect, nettos-unreachable, net-unreachable, network-
unknown, no-room-for-option, option-missing, packet-too-big, parameter-problem, port-
unreachable, precedence-unreachable, protocol-unreachable, reassembly-timeout, redirect,
router-advertisement, router-solicitation, source-quench, source-routefailed, time-exceeded,
timestamp-reply, timestamp-request, traceroute, ttl-exceeded, unreachable

type fype The ICMP message type. A number from O to 255 (inclusive)

code code The ICMP message code. A number from O to 255 (inclusive)

cos Optional. Specifies that packets matched by this rule belong to a certain Class of Service
(CoS). For detailed description of CoS configuration refer to chapter 14, “Link scheduler
configuration” on page 151.

group CoS group name.

If you place a deny ip any any rule at the top of an access-list profile, no packets will pass regardless of the other

rules you defined.

Example: Create ICMP access control list entries

Select the access-list profile named WanRx and create the rules to filter all ICMP echo requests (as used by the

ping command).

SN(cf g) #profile acl

WanRx

SN( pf - acl ) [ WanRx] #deny icnp any any type 8 code O
SN( pf - acl ) [ WanRx] #exi t

SN(cfg)#
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The same effect can also be obtained by using the simpler message name option. See the following example.

SN(cfg)#profile acl WAnRx

SN( pf - acl ) [ WanRX] #deny i cnp any any nmsg echo
SN( pf - acl ) [ WanRX] #exi t

SN(cf g) #

Adding a TCP, UDP or SCTP filter rule to the current access control list profile
The commands permit or deny are used to define a TCPE, UDP or SCTP filter rule. Each TCP, UDP or SCTP

filter rule represents a respective access of control list entry.
This procedure describes how to create a TCP, UDP or SCTP access control list entry that permits access

Mode: Profile access control list

Command Purpose

node(pf-acl)[name]#permit {tcp | udp | sctp} {src src-wild- |Creates a TCP, UDP or SCTP
card | any | host src} [{eq port | gt port | It port | range |access of control list entry that
from to}] {dest dest-wildcard | any | host desf} [{eq port | gt |permits access defined according
port | It port | range from to}] [{cos group | cos-rtp group- |to the command options

data group-ctrl}]

This procedure describes how to create a TCP, UDP or SCTP access control list entry that denies access

Mode: Profile access control list

Command Purpose
1 |node(pf-acl)[name]#deny {tcp | udp | sctp} {src src- Creates a TCP, UDP or SCTP
wildcard | any | host src} [{eq port | gt port | It port | access of control list entry that

range from to}] {dest destwildcard | any | host dest} [{eq |denies access defined according
port | gt port | It port | range from to}] [{cos group | cos- |to the command options
rtp group-data group-ctrl}]
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Where the syntax is:

Keyword Meaning

src¢ The source address to be included in the rule. An IP address in dotted-decimal-format,
e.g. 64.231.1.10.

src-wildcard |A wildcard for the source address. Expressed in dotted-decimal format this value specifies
which bits are significant for matching. One-bits in the wildcard indicate that the corre-
sponding bits are ignored. An example for a valid wildcard is 0.0.0.255, which speci-
fies a class C network.

any Indicates that IP traffic to or from all IP addresses is to be included in the rule.

host src The address of a single source host.

eq port Optional. Indicates that a packets port must be equal to the specified port in order to
match the rule.

It port Optional. Indicates that a packets port must be less than the specified port in order to
match the rule.

gt port Optional. Indicates that a packets port must be greater than the specified port in order to

match the rule

range from to

Optional. Indicates that a packets port must be equal or greater than the specified from
port and less than the specified to port to match the rule.

dest The destination address to be included in the rule. An IP address in dotted-decimal-for-
mat, e.g. 64.231.1.10.

dest-wildcard |A wildcard for the destination address. See src-wildcard.

host dest The address of a single destination host.

cos Optional. Specifies that packets matched by this rule belong to a certain Class of Service
(CoS). For detailed description of CoS configuration refer to chapter 14, “Link scheduler
configuration” on page 151.

cos-rtp Optional. Specifies that the rule is intended to filter RTP/RTCP packets. In this mode you
can specify different CoS groups for data packets (even port numbers) and control pack-
ets (odd port numbers). Note: this option is only valid when protocol UDP is selected.

group CoS group name.

group-data |CoS group name for RTP data packets. Only valid when the rtp option has been specified

group-cirl CoS group name for RTCP control packets. Only valid when the rtp option has been spec-

ified.

Example: Create TCP, UDP or SCTP access control list entries

Select the access-list profile named WanRx and create the rules for:

Permitting any TCP traffic to host 193.14.2.10 via port 80, and permitting UDP traffic from host 62.1.2.3 to
host 193.14.2.11 via any port in the range from 1024 to 2048.

SN(cfg)#profile acl WANRX

SN( pf -acl ) [ WanRx] #pernit tcp any host 193.14.2.10 eq 80

SN( pf -acl ) [ WanRx] #permit udp host 62.1.2.3 host 193. 14.2.11 range 1024 2048
SN( pf - acl ) [ WanRx] #exi t

SN(cfg)#

212

Access control list configuration task list



SmartWare Software Configuration Guide 18 ¢ Access control list configuration

Binding and unbinding an access control list profile to an IP interface
The command use is used to bind an access control list profile to an IP interface. This procedure describes how
to bind an access control list profile to incoming packets on an IP interface

Mode: Profile access control list

Command Purpose

1 |node(if-ip)[ifname]#use profile acl name in  |Binds access control list profile name to incom-
ing packets on IP interface ifname

Where the syntax is:

Keyword Meaning

if-name |The name of the IP interface to which an access control list profile gets bound

name The name of an access control list profile that has already been created using the profile acl
command. This argument must be omitted in the no form

in Specifies that the access control list profile applies to incoming packets on this interface.

out Specifies that the access control list applies to outgoing packets on this interface.

The no form of the use command is used to unbind an access control list profile from an interface. When
using this form the name of an access control list profile, represented by the name argument above, is not
required. This procedure describes how to unbind an access control list profile to incoming packets on an IP
interface

Mode: Interface

Command Purpose

1 |node(if-ip)[ifname]#no use profile acl in |Unbinds access control list profile for incoming pack-
ets on IP interface ifname

Where the syntax is:

Keyword Meaning

if-name |The name of the IP interface to which an access control list profile gets bound

in Specifies that the access control list profile applies to incoming packets on this interface.
out Specifies that the access control list applies to outgoing packets on this interface.

Thus for each IP interface only one incoming and outgoing access control list can be active at the same time.
Example: Bind and unbind an access control list entries to an IP interface

Bind an access control list profile to incoming packets on the interface wan in the IP router context.

SN( cf g)#context ip router
SN(cfg-ip)[router]#interface wan
SN(cfg-if)[wan] #use profile acl WanRx in
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Unbind an access control list profile from an interface.

SN(cf g)#context ip router
SN(cfg-ip)[router]#interface wan
SN(cfg-if)[wan] #no use profile acl in

Note When unbinding an access control list profile the 7zame argument is not
required, since only one incoming and outgoing access control list can be
active at the same time on a certain IP interface.

Displaying an access control list profile

The show profile acl command displays the indicated access control list profile. If no specific profile is selected
all installed access control list profiles are shown. If an access control list is linked to an IP interface the number
of matches for each rule is displayed. If the access control list profile is linked to more than one IP interface, it
will be shown for each interface.

This procedure describes how to display a certain access control list profile

Mode: Administrator execution or any other mode, except the operator execution mode

Command Purpose

1 |node#show profile acl name Displays the access control list profile name

Example: Displaying an access control list entries
The following example shows how to display the access control list profile named WanRx.

SN#show profile acl WanRx
I P access-list WanRx. Linked to router/wan/in.
deny icnp any any msg echo
permit ip 62.1.2.3 0.0.255.255 host 193.14.2.11
permt ip 97.123.111.0 0.0.0. 255 host 193.14.2.11
permt tcp any host 193.14.2.10 eq 80
permt udp host 62.1.2.3 host 193.14.2.11 range 1024 2048
deny ip any any

Debugging an access control list profile
The debug acl command is used to debug the access control list profiles during system operation. Use the no
form of this command to disable any debug output.

This procedure describes how to debug the access control list profiles

Mode: Administrator execution or any other mode, except the operator execution

Purpose

1 |node#debug acl Enables access control list debug monitor

This procedure describes how to activate the debug level of an access control list profiles for a specific interface.
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Mode: Interface

Step Command Purpose
1 |node(cfg)#context ip router Selects the IP router context
2 |node(ctx-ip)[router]#interface ifname Selects IP interface iFname for which access

control list profile shall be debugged

3 |node(if-ip)[iFname]#debug acl {in | out} [level] |Enables access control list debug monitor
with a certain debug level for the selected
interface iFname

Where the syntax is:

Keyword Meaning

if-name |The name of the IP interface to which an access control list profile gets bound
level The detail level. Level O disables all debug output, level 7 shows all debug output.
in Specifies that the settings for incoming packets are to be changed.

out Specifies that the settings for outgoing packets are to be changed.

Example: Debugging access control list profiles

The following example shows how to enable debugging for incoming traffic of access control lists on interface
wan. On level 7 all debug output is shown.

SN(cf g)#context ip router
SN(cfg-ip)[router]#interface wan
SN(cfg-if)[wan] #debug acl in 7
The following example enables the debug monitor for access control lists globally.

SN#debug acl

The following example disables the debug monitor for access control lists globally.

SN#no debug acl
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Denying a specific subnet

Figure 42 shows an example in which a server attached to network 172.16.1.0 shall not be accessible from outside
networks connected to IP interface /an of the SmartNode device. To prevent access, an incoming filter rule named
Jamming is defined, which blocks any IP traffic from network 172.16.2.0 and has to be bound to IP interface /an.

172.16.1.0 172.16.2.0
secure lan
Node —_
172.16.1.1/24 172.16.2.1/24

— [ =

O \ Host
Server

172.16.2.13/24

Figure 42. Deny a specific subnet on an interface

The commands that have to be entered are listed below. The commands access the SmartNode device via a Tel-
net session running on a host with IP address 172.16.2.13, which accesses the SmartNode via IP interface /an.

172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
172.
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16.
16.
16.
16.
16.
16.
16.
16.
16.
16.
16.

N

. 1>enabl e

. 1#configure

.1(cfg)#profile acl Jamm ng

.1(pf-acl)[Jami ng] #deny ip 172.16.2.0 0.0.0.255 172.16.1.0 0.0.0. 255
.1(pf-acl)[Jamm ng]#pernit ip any any

. 1(pf-acl)[Jamm ng] #exi t

1(cfg)#context ip router

.1(cfg-ip)[router]#interface | an
.1(if-ip)[lan]#use profile acl Janmming in
L1(if-ip)[lan] #exit

.1(cfg-ip)#copy running-config startup-config

Examples
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Introduction

This chapter provides overview information about Simple Network Management Protocol (SNMP) and
describes the tasks used to configure those of its features supported by SmartWare.

This chapter includes the following sections:

* Simple Network Management Protocol (SNMP)

e SNMP tools (see page 221)

e SNMP configuration task list (see page 221)

* Using the AdventNet SNMP utilities (see page 227)
* Standard SNMP version 1 traps (see page 230)

Simple Network Management Protocol (SNMP)

The Simple Network Management Protocol (SNMP) is an application-layer protocol that facilitates the
exchange of management information between network devices. It is part of the Transmission Control Proto-
col/Internet Protocol (TCP/IP) suite. SNMP enables network administrators to manage network performance,
find and solve network problems, and plan for network growth.

Two versions of SNMP exist: SNMP version 1 (SNMPv1) and SNMP version 2 (SNMPv2). Both versions
have a number of features in common, but SNMPv2 offers enhancements, such as additional protocol opera-
tions. Standardization of yet another version of SNMP—SNMP version 3 (SNMPv3)—is pending. This chap-
ter provides general descriptions of the SNMP version 1 and 2 protocol operations. Be aware that the SNMP
agent running in SmartWare is SNMP version 1 (SNMPv1) compliant.

SNMP basic components
An SNMP managed network consists of three key components: managed devices, agents, and network-man-
agement systems (NMSs).

A managed device is a network node that contains an SNMP agent and resides on a managed network. Man-
aged devices collect and store management information and make this information available to NMSs using
SNMP. Managed devices, sometimes called network elements, can be routers and access servers, switches and
bridges, hubs, computer hosts, or printers.

An agent is a network-management software module that resides in a managed device. An agent has local
knowledge of management information and translates that information into a form compatible with SNMP.

An NMS executes applications that monitor and control managed devices. NMSs provide the bulk of the pro-
cessing and memory resources required for network management. One or more NMSs must exist on any man-
aged network.

SNMP basic commands
Managed devices are monitored and controlled using four basic SNMP commands: read, write, trap, and tra-
versal operations.

* The read command is used by an NMS to monitor managed devices. The NMS examines different vari-
ables that are maintained by managed devices.
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* The write command is used by an NMS to control managed devices. The NMS changes the values of vari-
ables stored within managed devices.

* The trap command is used by managed devices to asynchronously report events to the NMS. When certain
types of events occur, a managed device sends a trap to the NMS.

e Traversal operations are used by the NMS to determine which variables a managed device supports and to
sequentially gather information in variable tables, such as a routing table.

SNMP management information base (MIB)

A Management Information Base (MIB) is a collection of information that is organized hierarchically. MIBs
are accessed using a network-management protocol such as SNMP. They are comprised of managed objects
and are identified by object identifiers.

Managed objects are accessed via a virtual information store, termed the Management Information Base or
MIB. Objects in the MIB are defined using the subset of abstract syntax notation one (ASN.1) defined in the
SML. In particular, an object identifier, an administratively assigned name, names each object type. The object
type together with an object instance serves to uniquely identify a specific instantiation of the object. For
human convenience, a textual string, termed the descriptor, to refer to the object type, is often used.

An object identifier (OID) world-wide identifies a managed object in the MIB hierarchy. The MIB hierarchy
can be depicted as a tree with a nameless root, the levels of which are assigned by different organizations.

Network management framework
This section provides a brief overview of the current SNMP management framework. An overall architecture is
described in RFC 2571 “An Architecture for Describing SNMP Management Frameworks”. The SNMP man-

agement framework has several components:

* Mechanisms for describing and naming objects and events for the purpose of management. The first ver-
sion, Structure of Management Information (SMlv1) is described in RFC 1155 “Structure and Identifica-
tion of Management Information for TCP/IP-based Internets”, RFC 1212 “Concise MIB Definitions”,
RFC 1213 “Management Information Base for Network Management of TCP/IP-based Internets: MIB-
II”, and RFC 1215 “A Convention for Defining Traps for use with the SNMP”. The second version,
SMIv2, is described in REC 2233 “The Interfaces Group MIB using SMIv2”, RFC 2578 “Structure of
Management Information Version 2 (SMIv2)”, RFC 2579 “Textual Conventions for SMIv2”, and RFC
2580 “Conformance Statements for SMIv2”.

* Message protocols for transferring management information. The first version, SNMPv1, is described in
RFC 1157 “A Simple Network Management Protocol (SNMP).” The second version, SNMPv2, which is
not an Internet standards track protocol, is described in RFC 1901 “Introduction to Community-Based
SNMPv2” and RFC 1906 “Transport Mappings for Version 2 of the Simple Network Management Proto-
col (SNMPv2)”.

* Protocol operations for accessing management information. The first set of protocol operations and associ-
ated protocol data unit (PDU) formats is described in RFC 1157. The second set of protocol operations
and associated PDU formats is described in RFC 1905 “Protocol Operations for Version 2 of the Simple
Network Management Protocol (SNMPv2)”.

* A set of fundamental applications described in RFC 2573 “SNMP Applications” and the view-based access
control mechanism described in RFC 2575 “View-Based Access Control Model (VACM) for the Simple
Network Management Protocol (SNMP)”.
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Identification of the SmartNode 1000, 2000 and 4000 Series via SNMP

All models of the Patton SmartNode 1000, 2000 or 4000 series devices have their unambiguous value assigned

sysObjectID (.iso.org.dod.internet.mgmt.mib-2.system.sysObjectID) object.

Table 11. The returned value when reading the sysObjectlD obiject for each SmartNode model

SmartNode 4112 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4112
1.3.6.1.4.1.5349.2.45.5

SmartNode 4114 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4114
1.3.6.1.4.1.5349.2.45.6

SmartNode 4116 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4116
1.3.6.1.4.1.5349.2.45.7

SmartNode 4118 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4118
1.3.6.1.4.1.5349.2.45.8

SmartNode 4522 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4522
1.3.6.1.4.1.5349.2.45.2

SmartNode 4524 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4524
1.3.6.1.4.1.5349.2.45.1

SmartNode 4526 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4526
1.3.6.1.4.1.5349.2.45.3

SmartNode 4528 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4528
1.3.6.1.4.1.5349.245.4

Table 12. SmartNode Models and their Unique sysObjectlD

SmartNode Model SysObijectiD

SmartNode 1200 .iso.org.dod.internet.private.enterprises.patton.products.sn1200
1.3.6.1.4.1.5349.2.4.1

SmartNode 1400 .iso.org.dod.internet.private.enterprises.patton.products.sn1400
1.3.6.1.4.1.5349.2.4.2

SmartNode 2300 .iso.org.dod.internet.private.enterprises.patton.products.sn2300
1.3.6.1.4.1.5349.2.4.3

SmartNode 2400 .iso.org.dod.internet.private.enterprises.patton.products.sn2400
1.3.6.1.4.1.5349.2.4.4

SmartNode 4112 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4112
1.3.6.1.4.1.5349.2.45.5

SmartNode 4114 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4114
1.3.6.1.4.1.5349.2.45.6

SmartNode 4116 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4116
1.3.6.1.4.1.5349.2.45.7
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Table 12. SmartNode Models and their Unique sysObjectlD (Contfinued)

SmartNode Model SysObjectiD

SmartNode 4118 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4118
1.3.6.1.4.1.5349.2.4.5.8

SmartNode 4522 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4522
1.3.6.1.4.1.5349.2.45.2

SmartNode 4524 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4524
1.3.6.1.4.1.5349.2.45.1

SmartNode 4526 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4526
1.3.6.1.4.1.5349.2.4.5.3

SmartNode 4528 .iso.org.dod.internet.private.enterprises.patton.products.sn4000.sn4528
1.3.6.1.4.1.5349.2.45.4

According to table 12, an SNMP get request to .is0.07g.dod. internet.mgme. mib-2.system.sysObjectID of a Smart-
Node 1200 device reads out a numeric OID of 1.3.6.1.4.1. 5349.2.2.1, which represents a SmartNode 1200
device. The mapping of the sysObjectID to each of the SmartNode model is realized with the SmartNode
product identification MIB.

The SNMP agent running in SmartWare is SNMP version 1
(SNMPv1) compliant. SNMP version 2 (SNMPv2) and SNMP
version 3 (SNMPv3) are not currently supported.

IMPORTANT

SNMP tools
Patton recommends the AdventNet MibBrowser, TrapViewer and other SNMP tools. Check the AdventNet

Web server at http://www.adventnet.com for latest releases.

Refer to section “Using the AdventNet SNMP utilities” on page 227 for more detailed information on how to
use these tools together with SmartNode 1000, 2000 or 4000 series devices.

SNMP configuration task list

To configure SNMP, perform the tasks described in the following sections. The tasks in the first three sections
are required; the tasks in the remaining sections are optional, but might be required for your application.

e Setting basic system information (required) (see page 222)

* Setting access community information (required) (see page 224)

¢ Setting allowed host information (required) (see page 225)

* Specifying the default SNMP trap target (optional) (see page 225)
 Displaying SNMP related information (optional) (see page 226)
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Setting basic system information

The implementation of the MIB-II system group is mandatory for all systems. By default, an SNMP agent is
configured to have a value for any of these variables and responds to get commands from a NMS.

On the SmartNode 1000, 2000 or 4000 series device appropriate values should be set for the following MIB-II
system group objects:

* sysContact
* sysLocation
e sysName

The system sysContact object is used to define the contact person for this managed SmartNode, together with
information on how to contact that person.

Assigning explanatory location information to describe the system physical location of your SmartNode (e.g.
server room, wiring closet, 3rd floor, etc.) is very supportive. Such an entry corresponds to the MIB II system
sysLocation object.

The name used for sysName should follow the rules for ARPANET host names. Names must start with a letter,
end with a letter or digit, and have as interior characters only letters, digits, and hyphens. Names must be 63
characters or fewer. For more information, refer to REC 1035.

This procedure describes how to set these MIB-II system group objects

Mode: Administrator execution

Step Command Purpose
1 |node(cfg)#system contact name Sets the contact persons name
2 |node(cfg)#system location location Sets the system location
3 |node(cfg)#system hostname hostname |Sets the system hostname and command line prompt

If any of the command options name, location, or hostname has to be formed out of more than one word, the
information is put in “double quotes”.

Note Enter an empty string “” to get rid of any of the system settings.
After setting a hostname the prompt of the command line, normally representing the IP address of the Ether-
net port over which the SmartNode is accessed via Telnet, is replaced with the hostname.
The MIB-II system group values are accessible for reading and writing via the following SNMP objects:
e .iso.org.dod.internet.mgmt.mib-2.system.sysContact
* .iso.org.dod.internet.mgmt.mib-2.system.sysName
* .iso.org.dod.internet.mgmt.mib-2.system.sysLocation

After setting these values according to 1 through 3 any SNMP MIB browser application should read the values
using a get or get-next command as shown in figure 43.
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The procedure to use the SNMP MIB browser is:

wx»

safety reasons each entered character is displayed with a

the window.

19 ¢ SNMP configuration

Enter the community string public into the Community field in the upper right corner of the window. For

Access any of the supported MIB system group object by using the GetNext button from the button bar of
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Figure 43. AdventNet MibBrowser displaying some of the System Group objects

Example: Setting the system group objects

In the following example the system information is set for later access via SNMP. See figure 43 for a typical
MIB browser application accessing these MIB-II system group objects representing the system information.

SN>enabl e

SN#confi gure

SN( cf g) #system contact "Lorenz Born, Phone 533"

SN(cf g)#system |l ocation "Ofice, 3rd floor, Patton El ectronics Co."

SN( cf g) #syst em host nanme " SN2300- 01"
SN2300- 01(cfg) #

After entering a host name the prompt on the CLI no longer displays the IP address of the Ethernet port over

which the Telnet session is running but shows the newly entered host name.

Setting basic system information
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Setting access community information

SNMP uses one or more labels called community strings to delimit groups of objects (variables) that can be
viewed or modified on a device. The SNMP data in such a group is organized in a tree structure called a Man-
agement Information Base (MIB). A single device may have multiple MIBs connected together into one large
structure, and various community strings may provide read-only or read-write access to different, possibly
overlapping portions of the larger data structure. An example of a read-only variable might be a counter show-
ing the total number of octets sent or received through an interface. An example of a read-write variable might
be the speed of an interface, or the hostname of a device.

Community strings also provide a weak form of access control in earlier versions of SNMP version 1 and 2.
SNMP version 3 provides much improved access control using strong authentication and should be preferred
over SNMP version 1 and 2 wherever it is supported. If a community string is defined, then it must be pro-
vided in any basic SNMP query if the requested operation is to be permitted by the device. Community strings
usually allow read-only or read-write access to the entire device. In some cases, a given community string will
be limited to one group of read-only or read-write objects described in an individual MIB.

In the absence of additional configuration options to constrain access, knowledge of the single community
string for the device is all that is required to gain access to all objects, both read-only and read-write, and to
modify any read-write objects.

Note Security problems can be caused by unauthorized individuals possessing
knowledge of read-only community strings so they gain read access to confi-
dential information stored on an affected device. Worse can happen if they
gain access to read-write community strings that allow unauthorized remote
configuration of affected devices, possibly without the system administrators
being aware that changes are being made, resulting in a failure of integrity
and a possible failure of device availability. To prevent these situations, define
community strings that only allow read-only access to the MIB objects

should be the default.

By default SNMP uses the default communities public and private. You probably do not want to use those, as
they are the first things an intruder will look for. Choosing community names is like choosing a password. Do
not use easily guessed ones; do not use commonly known words, mix letters and other characters, and so on. If
you do not intend to allow anyone to use SNMP write commands on your system, then you probably only
need one community name.

This procedure describes how to define your own SNMP community

Mode: Configure

Command Purpose

1 |node(cfg)#snmp community name Configures the SNMP community name with read-only
{rol rw} or read/write access

Use the no command option to remove a SNMP community setting.

Example: Setting access community information
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In the following example the SNMP communities for the default community public with read-only access and
the undisclosed community Not4evEryOne with read/write access are defined. Only these valid communities
have access to the information from the SNMP agent running on the respective SmartNode 1000, 2000 or
4000 series device.

SN2300- 01( cf g) #snnp community public ro
SN2300- 01( cf g) #snnp conmuni ty Not 4evEryOne rw

Note If no community is set on your SmartNode accessing any of the MIB objects
is not possible!

Setting allowed host information

If a host has to access SNMP MIB objects on a certain node, it explicitly needs the right to access the SNMP
agent on the respective SmartNode 1000, 2000 or 4000 series device. Therefore a host needs an entry on a
SmartNode 1000, 2000 or 4000 series device, which allows accessing the device. The host is identified by its IP
address and has to use a certain community string for security precautions.

Note The community which is to be used as security name to access the MIB
objects has to be defined prior to the definition of allowed hosts.

This procedure describes adding a host that is allowed to access the MIB of this system
Mode: Configure

Command Purpose

1 |node(cfg)#snmp host IP-address-of-node security- |Configures a host that with IP address IP-
name community address-of-node can access the MIB of this
SmartNode 1000, 2000 or 4000 series

device, using the security name community.

Use the no command option to remove a SNMP allowed host setting.

Example: Setting allowed host information

In the following example the host with IP address 172.16.224.45 shall be able to access the MIB of this Smart-
Node 2000 series device using community public as security name.

SN2300- 01( cf g) #snnp host 172.16. 224. 45 security-name public

specifying the default SNMP trap target

An SNMP trap is a message that the SNMP agent running on a SmartNode 1000, 2000 or 4000 series device
sends to a network management station. For example, an SNMP agent would send a trap when an interface's
status has changed from up to down. The SNMP agent must know the address of the network management
station so that it knows where to send traps. It is possible to define more than one SNMP trap target.

The SNMP message header contains a community field. The SNMP agent running on a SmartNode 1000, 2000
or 4000 series device uses a defined community name, which is inserted in the trap messages header sent to the
target. In most cases the target is a NMS, which only accepts a SNMP message header of a certain community.
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This procedure describes how to define a SNMP trap target and enter community name

Mode: Configure

Command Purpose

Configures a SNMP trap target with IP-address-of-
hostanme node that receives trap messages of this

SmartNode 1000, 2000 or 4000 series device,
using the security name community on the target.

node(cfg)#snmp target IP-address-of-node
security-name community

Use the no command option to remove s SNMP trap target setting.
Example: Specifying the default SNMP trap target

In the following example the NMS running on host with IP address 172.16.224.44 shall be defined as SNMP
trap target. Since the NMS requires that SNMP message headers have a community of Noz4evEryOne the secu-
rity-name argument is set accordingly.

SN2300- 01(cfg)#snnp target 172.16.224.44 security-nane Not4evEryOne

Displaying SNMP related information

Displaying the SNMP related configuration settings is often necessary to check configuration modifications or
when determining the behavior of the SNMP agent running on a SmartNode 1000, 2000 or 4000 series device.

This procedure describes how to display information and configuration settings for SNMP

Mode: Configure

Step Command Purpose
1 node(cfg)#show snmp Displays information and configuration settings for SNMP

Example: Displaying SNMP related information
This example shows how to display SNMP configuration information.
SN2300- 01( cf g) #show snmp
SNWP | nf or mat i on:
host name : SN2300-01

location : Ofice, 3rd floor, Patton Electronics Co.
contact : Lorenz Born, Phone 533

Host s:
172. 16. 224. 44 security-nanme public

Targets:
172.16. 224. 44 security-nanme Not 4evEryOne

Communi ti es:

public access-right ro
Not 4evEr yOne access-right rw
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Using the AdventNet SNMP utilities

The AdventNet SNMP utilities are a set of cross-platform applications and applets for SNMP and Web-based
network management. These utilities can be used for device, element, application and system management.
The tools can communicate and interact with any SNMP enabled device, such as a SmartNode 1000, 2000 or
4000 series device. The following tools are the most useful part of the product for SmartNode 1000, 2000 or
4000 series device management:

*  MibBrowser—used to view and operate on data available through a SNMP agent on a managed device
* TrapViewer—used to parse and view the received traps

The AdventNet MibBrowser is a complete SNMP MibBrowser that enables the loading of MIBs, MIB brows-
ing, walking a MIB tree, searching MIBs and performing all other SNMP-related functions to users.

Viewing and operating the data available through an SNMP agent on a managed device, e.g. a router, switch,
hub etc., is made possible by using the MibBrowser.

The TrapViewer is a graphical tool to view the Traps received from one or more SNMP agents. The Trap viewer
can listen to one or more port at a time and the traps can be sent from any host. Moreover the TrapViewer con-
tains a Trap parser editor, which is a tool to create a trap parser file. The Trap viewer parses the file created using
Trap parser editor to match each incoming traps with certain criteria. Since Traps typically contain cryptic
information, which is not easily understandable to the users, trap parsers are required to translate or parse traps
into understandable information.

Using the MibBrowser
Figure 44 depicts the primary window of the AdventNet MibBrowser. It consists of a menu bar, a toolbar, a left
frame and a right frame.

The operations that can be performed by the MibBrowser are available in a series of buttons in the toolbar on
top of the MibBrowser's main window. The toolbar can be hidden or made visible using the options available.

The menu bar has various options that perform the same operations as the options available in the toolbar.

The left frame holds the MIB tree. A MIB tree is a structure through which all the MIBs loaded can be viewed.
The MIB tree component enables us to traverse through the tree, view the loaded MIBs and learn the definition
for each node. The AdventNet MibBrowser allows loading additional MIB files in the text format, e.g. the Patton
Electronics Co. enterprise specific MIBs used for SmartNode 1000, 2000 or 4000 series device management.

The right frame has labeled text fields to specify the basic parameters like host, community etc. and a Result
text area display to view the results.

There are three ways in which the primary window of the MibBrowser can be viewed. It can be viewed with
the result display, MIB description panel or multi-variable bind panel in the right frame. The view can be
altered in three ways.

* The desired view can be set by the options provided in the display menu item under the view menu.

(View  Display ).

* The other way of altering the view is through the general settings panel in the settings menu item in the edit
menu. (Edit ¥ Settings)
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* The same can be done through clicking the MibBrowser settings button on the toolbar. See figure 44.

A AdventNet MibBrowser

File Edit View Operations Help

SEEma e nEey o

@ 3 dod
@ £j internet Host
directo
[ —1 m:"mi Setval

Figure 44. AdventNet MibBrowser Settings Button on the Toolbar

By default the MIB description display and the result display are visible in the MibBrowser.

Using the TrapViewer

TrapViewer is a graphical tool to view the traps received from one or more SNMP agents running on a Smart-
Node 1000, 2000 or 4000 series device. The TrapViewer can listen to one or more port at a time and the traps
can be sent from any host. SmartNode 1000, 2000 or 4000 series device send their traps to the SNMP stan-
dard port 162.

Invoke the TrapViewer through the usage of the MibBrowser. To get to know more about the MibBrowser refer
to section “Using the MibBrowser” on page 227. Figure 45 is a screen shot of the TrapViewer.

@ Trap¥iewer 10l =|
Class Source Date ] 12
Clear 172.16.40.77 10i24;2001 9:28:12 .0.0: INTEGER: 0,
Clear 172.16.40.77 10i24/2001 9:28:12 .0.0: INTEGER: 1,
Clear 172.16.40.77 10i24;2001 9:28:12 .0.0: INTEGER: 1,
Fort 162 TrapList 162:public - " Add el
Community public TrapParser Load
Start " Stap " Trap Detailz Delete Trap " FarserEditor
| xn "Status: ‘ Listening for Traps

Figure 45. AdventNet TrapViewer displaying received traps

The TrapViewer has a table that displays the trap information, the common parameters text fields where neces-
sary information has to be entered and other options such as Start, Stop, Trap Details, Delete Trap and
ParserEditor.

Follow these steps to work on the Trap Viewer and to know more about the available options:

* By default the value in the Porz text field is 162. Enter the desired port in the field on which the viewer will
listen.
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* The default value in the Community text field is public. Set the community of the incoming traps as desired,
depending on the SNMP configuration of your SmartNode 1000, 2000 or 4000 series device.

¢ Click on Add button to add the port and community list on which the trap has to listen to. This is visible in
the TrapList combo box.

* The port and community list can be deleted by clicking on the De/ button.

*  When you need to load a trap parser file, click on the Load button, which will open up a dialog box, from
which you can load the parser file.

¢ In order to receive the traps now, click on the Starz button. Upon clicking this button, TrapViewer begins to
receive traps according to the as-specified port and community.

*  Once received, the traps are listed in the trap table of the TrapViewer. By default, the trap table has the fol-
lowing four columns:

- Class that defines the severity of the trap.
- Source that displays the IP address of the source from where the traps were sent.
- Date that shows the date and time when the trap was received.

- Message that by default has the object identifier format (sequence of numeric or textual labels on the
nodes along a path from the root to the object) of the trap if any, or it is blank.

* The details of the traps can be viewed by clicking the 77ap Details button or right click the trap in the trap
table and select the option View Trap Details. Figure 46 show the screen of such a trap details window.

[ Trap Details 10l =|

TimeStamp |D hours, 31 minutes, 23 seconds.

Enterprise |.iso.org.dod.internet.private.enterprises.5349.2.3

|
|
Generic Type |3 |
|

Specific Type |D

Message .0.0: INTEGER: 1,
Severity |Clear

Eritity |1?2.16.4D.??

RemotePart |162

Mode |1?2.16.4D.??

Source |1?2.16.4D.??

TimeReceived |1 052442001 9:28:12

|
|
|
Comrmunity |pub|ic |
|
|
|
|

HelpURL |3-D.htm|

Figure 46. AdventNet Trap Details window of TrapViewer
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The various details available in the Trap Details window are listed in table 13:

Trap Details

Table 13. Details available in the Trap Details window

Description

TimeStamp  (The TimeStamp is a 32-bit unsigned value indicating the number of hundredths-of-a-second
that have elapsed since the (re)start of the SNMP agent and the sending of the trap. This
field shows the value stored in the MIB-II sysUpTime variable converted into hours, minutes
and seconds.

Enterprise This field shows the OID of the management enterprise that defines the trap message. The

value is represented as an OBJECT IDENTIFIER value and has a variable length.

Generic Type

The Generic type value is categorized and numbered O to 6. They are O-coldStart, 1-warm-
Start, 2-linkDown, 3-linkUp, 4-authenticationFailure, 5-egpNeighborloss. The trap type
value 6 is identified as enterprise-specific value. This field shows the value based on the

type of trap.

Specific Type |The specific trap type indicates the specific trap as defined in an enterprise-specific MIB. If
the Generic type value is 6 then, this field shows a value greater than O. If the generic type
value is a value other than 6, then the field shows a value O. This field can have values
from O to 2147483647 .

Message This is a text field. By default, this field will always contain the Varbinds in the Trap PDU.
This can be substituted with text.

Severity This field shows the Severity or the intensity of the trap. They could be 0-All, 1-Critical, 2-
Maijor, 3-Minor, 4-warning, 5-Clear and é-info.

Entity The source IP address from which the Trap was sent is displayed here.

RemotePort |This field reveals the port on which the Trap was sent by the originator.

Community |The Community string is displayed here.

Node Source

TimeReceived |This displays the Date and Time when the trap was received.

HelpURL The URL shown here gives more details of the received trap. By default, the URL file name is

<generic-type value> - <specifictype value>.html

You can stop the listening by clicking the Srop button.

When you need to delete the trap, select the trap to be deleted and click the Delete Trap button or right click
on the trap in the trap table and select option Delete the Selected Rows.

Yet another option in the Trap Viewer is the ParserEditor. The TrapViewer can filter incoming traps according
to certain criteria called the parser criteria. The configuration of the criteria is made possible by using the parser
editor. Refer to the AdventNet SNMP Utilities documentation for a detailed description of the parser editor
configuration and its use.

Standard SNMP version 1 traps

SmartWare application software supports the following standard SNMP version 1 traps. The descriptions are
taken from RFC 1215 “Convention for defining traps for use with the SNMP”.

war St art  TRAP- TYPE
ENTERPRI SE snnp
DESCRI PTI ON
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"A warnStart trap signifies that the sending protocol entity is reinitializing
itself such that neither the agent configuration nor the protocol entity inplenenta-
tionis altered.”

r=1

I'i nkDown TRAP- TYPE

ENTERPRI SE snnp

VARI ABLES { iflndex }

DESCRI PTI ON

"A linkDown trap signifies that the sending protocol entity recognizes a failure in
one of the communication |links represented in the agent’s configuration."

=2

Note The linkDown trap is not sent if any of the ISDN ports has gone down.

I'i nkUp TRAP- TYPE

ENTERPRI SE snnp

VARI ABLES { iflndex }

DESCRI PTI ON

"AlinkUp trap signifies that the sending protocol entity recogni zes that one of the
conmmuni cation links represented in the agent’s configuration has come up."

=3

Note The linkUp trap is not sent if any of the ISDN ports has come up.

aut henti cati onFai | ure TRAP- TYPE

ENTERPRI SE snnp

DESCRI PTI ON

"An aut henticationFailure trap signifies that the sending protocol entity is the
addressee of a protocol nessage that is not properly authenticated. Wile inplenen-
tations of the SNWP nust be capabl e of generating this trap, they nust al so be capa-
bl e of suppressing the em ssion of such traps via an inplenmentation-specific
mechani sm "

=4

Note The authenticationFailure trap is sent after trying to access any MIB object
with a SNMP community string, which does not correspond to the system
setting.

col dStart TRAP- TYPE

ENTERPRI SE snnp

DESCRI PTI ON

"A coldStart trap signifies that the sending protocol entity is reinitializing
itself such that the agent’s configuration or the protocol entity inplenmentation my
be altered.”

1= 0
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Note The standard SNMP version 1 trap coldStart as listed below is 7oz sup-
ported. After powering up a SmartNode 1000, 2000 or 4000 series device
sends a warmStart trap message if any trap target host is defined.

SNMP interface traps

The SmartNode sends Interface Traps (linkUp, linkDown) when the status of logical or physical interfaces
change. Logical interfaces are interfaces defined in the IP context (IP interfaces) and interfaces defined in the
CS context (PSTN, SIP, and H323 interfaces). Physical interfaces are ports in the SmartNode terminology
(Ethernet, ISDN, and Serial Ports).

The SmartNode assigns an index to each interface (ifIndex) in order to identify the Interface Traps. These
assignments depend on the hardware and software configurations. The command show snmp-if-alias-map-
ping displays the relations between the indexes and the interfaces. It also lists the status of the interfaces.

SN( cf g) #show snnp-i f - al i as- mappi ng

i flndex : Interface Nane (I'nterface Type) Interface Status
1: h323_60 (H323) up
2 h323_30 (H323) up
3: i sdn20 (PSTN) up
4 ETHOO (et hernet - csmacd) up
5: ETHO1 (et hernet - csnacd) up
6 : et h0O (1P up
7 : et h01 (1P up
8 : | SDN20 (pstn) down

Interface names in capital letters denote physical interfaces and in small letters logical interfaces.

The SmartNode adds an entry to event log for each Interface Traps it sends:

SN( cf g) #show | og

2002-09-06T14:54: 35 : LOGA NFO : Link up on
2002- 09- 06T14:54: 35 : LOG@ NFO : Link up on
2002- 09- 06T14:54: 35 : LOE@ NFO : Link up on
2002- 09-06T14:54: 38 : LO@ NFO : Link up on
2002- 09-06T14:54: 38 : LOG@ NFO : Link up on
2002- 09-06T14:54: 39 : LOG NFO : Link up on
2002- 09-06T14:54: 39 : LOG NFO : Link up on interface ethO1.

2002- 09- 06T14:56: 02 : LOG NFO : Link up on interface SLOT2:00 | SDN D
2002-09-10T14:21: 20 : LOG NFO : Link down on interface SLOT2: 00 | SDN

nterface h323_60.
nterface h323_30.
nterface isdn20.
nterface ETHOO.
nterface ETHOL.
nterface eth00.
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Introduction

This chapter describes how to configure Simple Network Time Protocol (SN'TP) client, it includes the follow-
ing sections:

e SNTP client configuration task list
* Recommended Public SNTP Time Servers (see page 241)
The Simple Network Time Protocol (SNTP) is an adaptation of the Network Time Protocol (NTP) that is

used to synchronize computer clocks in the Internet. SNTP can be used when the ultimate performance of the
full NTP implementation is not needed. SNTP is described in RFC-2030, “Simple Network Time Protocol
(SN'TP) Version 4 for IPv4, IPv6 and OSI”.

SNTP typically provides time within 100 milliseconds of the accurate time, but it does not provide the com-
plex filtering and statistical mechanisms of NTP. In addition, SNTP does not authenticate traffic, although you
can configure extended access lists to provide some protection. An SNTP client is more vulnerable to misbe-
having servers than an NTP client and should only be used in situations where strong authentication is not
required.

SNTP client configuration task list

To configure an SNTP client, perform the tasks described in the following sections. The tasks in the first four
sections are required; the tasks in the remaining sections are optional, but might be required for your applica-
tion.

¢ Selecting SNTP time servers (see page 235)

* Defining SNTP client operating mode (see page 235)

* Defining SNTP local UDP port (see page 2306)

* Enabling and disabling the SNTP client (see page 237)

* Defining the SNTP client anycast address (see page 238)

* Defining SNTP client constant offset to GMT (see page 237

* Enabling and disabling local clock offset compensation (see page 239)
* Defining SNTP client poll interval (see page 237)

* Showing SNTP client related information (see page 240)

* Debugging SNTP client operation (see page 240)
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Selecting SNTP time servers
This procedure describes how to select a primary and secondary SNTP time server

Mode: Configure
Step Command Purpose
1 |node(cfg)#sntp-client server primary host Enter the SNTP primary server IP
address or hastname
2 |node(cfg)#sntp-client server secondary host Enter the SNTP secondary server IP
address or hostname

Example: Selecting SNTP time servers

In the following example an internal SN'TP time server (172.16.1.10) is selected as primary and utcnist.colo-
rado.edu (128.138.140.44) as secondary SNTP time server.

SN(cfg)#sntp-client server primary 172.16.1. 10
SN(cfg)#sntp-client server secondary 128.138. 140. 44

Defining SNTP client operating mode
A SNTP client can operate in multicast mode, unicast mode or anycast mode:

* In unicast mode (point to point), the client sends a request to a designated server at its unicast address and
expects a reply from which it can determine the time and, optionally, the roundtrip delay and local clock
offset relative to the server.

¢ Inanycast mode (multipoint to point), the client sends a request to a designated local broadcast or multicast
group address and expects a reply from one or more anycast servers.

* In multicast mode (point to multipoint), the client sends no request and waits for a broadcast from a desig-
nated multicast server.

Note Unicast mode is the default SN'TP client operating mode.

This procedure describes how to configure the SNTP client operating mode

Mode: Configure

Command Purpose

1 |node(cfg)#sntp-client operating-mode  |Configures the SNTP client operating mode to uni-
{unicast | anycast | multicast} cast, anycast or multicast mode

Note When selecting the anycast operating-mode you have to define the IP
address where the anycast request is sent. Refer to section “Defining the
SNTP client anycast address” on page 238 for more details.
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Example: Configuring SNTP client operating mode

Configures the SNTP client operating mode to unicast operation

SN(cf g) #snt p-cl i ent operating-node uni cast

Configures the SNTP client operating mode to anycast operation

SN( cf g)#snt p-client operating-node anycast

Configures the SNTP client operating mode to multicast operation

SN(cf g)#sntp-client operating-node nulticast

Defining SNTP local UDP port

The communication between an SN'TP client and its the primary or secondary SNTP time server uses UDP.
The UDP port number assigned to SNTP is 123, which should be used in both the source port (on the Smart-
Node) and destination port (on SNTP time server) fields in the UDP header. The local port number, which
the SN'TP client uses to contact the primary or secondary SNTP time server in unicast mode, has to be

defined.

Note The local port number setting is used when contacting the SNTP time
server. The SNTP time server will send its reply to the SNTP client (Smart-
Node) using the same port number as used in the request. The local port
number is set to 123 by default.

This procedure describes how to define the local port number, which uses the SNTP client to contact the
SNTP time server, unicast mode

Mode: Configure

Command Purpose

Specifies the SNTP local UDP port number. The port
number can be defined in the range from 1 to
65535. The UDP port number assigned to SNTP is
123.

node(cfg)# sntp-client local-port number

Example: Defining the local UDP port for SNTP
Configures the SNTP client UDP port number to 123

SN(cfg)#sntp-client local-port 123
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Enabling and disabling the SNTP client
The SNTP client is disabled by default and has to be enabled if clock synchronization shall be used. This pro-
cedure describes how to enable or disable the SNTP client

Mode: Configure

Command Purpose

1 |node(cfg)#[no] sntp-client Enables the SNTP client operation. Using the no command syntax dis-
ables this feature.

Example: Enabling the SNTP client operation
SN( cf g) #snt p-client

Example: Disabling the SNTP client operation

SN(cf g)#no sntp-client
Defining SNTP client poll interval
Specifies the seconds between each SNTP client request in unicast or anycast mode.

This SNTP client poll interval can be defined to be within the range from 1 to 4294°967°295. The default

value is 60 seconds.
This procedure describes how to set the SN'TP client poll interval

Mode: Configure

Step Command Purpose

1 |node(cfg)#sntp-client poll-interval value |Sets the SNTP client poll interval to value seconds

Example: Setting the SNTP client poll interval

In the following example the SNTP client poll interval is set to 30 seconds.

SN(cfg)#sntp-client poll-interval 30

Defining SNTP client constant offset to GMT
Setting the offset of the SmartNode 1000, 2000 or 4000 series device local time zone from Greenwich Mean
Time is required if the local time shall be used for time dependent routing decisions or other reasons. Green-

wich Mean Time (GMT) is also known as Zulu Time and Universal Time Coordinated (UTC), refer to http://
greenwichmeantime.com/ for more details and information about your time zone and offset to GMT.

Note Be aware that summertime offset is not automatically adjusted!

This procedure describes how to set the SNTP client local time zone offset from GMT
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Mode: Configure

Command Purpose

1 |node(cfg)#sntp-client gmt-offset offset |Specifies the SNTP client constant offset from GMT,

where offset is + or — followed by hh:mm:ss, with a
range from —24:00:00 to +24:00:00

Example: Setting SNTP client local time zone offset from GMT

In the following example the SNTP client local time zone offset is set to +2 hours ahead of GMT, e.g. for Swit-
zerland during Summer Time. Be aware that a space follows the + or — sign before the time offset is entered.

SN>enabl e
SN#confi gure
SN(cfg)#sntp-client gnt-offset + 02:00: 00

There is a short form notation supported as shown in the following example.

SN(cfg)#sntp-client gnt-offset + 2

Defining the SNTP client anycast address

Anycast mode is designed for use with a set of cooperating servers whose addresses are not known beforehand
by the SmartNode. An anycast client (SmartNode) sends a request to the designated local broadcast or multi-
cast group address as described below. For this purpose, the NTP multicast group address assigned by the
IANA is used. One or more anycast servers listen on the designated local broadcast address or multicast group
address. Each anycast server, upon receiving a request, sends a unicast reply message to the originating client.
The client then binds to the first such message received and continues operation in unicast mode. Subsequent
replies from other anycast servers are ignored.

In anycast mode, the SmartNode sends a request to a designated local broadcast or multicast group address and
expects a reply from one or more anycast servers. The SmartNode uses the first reply received to establish the
particular server for subsequent unicast operations. Later replies from this server (duplicates) or any other
server are ignored.

Other than the selection of address in the request, the operations of anycast and unicast clients are identical.

This procedure describes how to set local broadcast address or multicast group address to which the anycast
request is sent
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Mode: Configure

Step Command Purpose

1 |node(cfg)#sntp-client anycast-address ip-|Set the anycast-address to ip-address a designated
address {port | portnumber} local broadcast or multicast group address to
which a request is sent. In addition an explicit
SNTP server portnumber in the range from 1 to
65535 can be defined or the argument port is
selected, which sets the value for port to 123. If
none of the optional argument is used the value for
port is set fo 123.

Note This command is only relevant in anycast operating-mode.

Example: SNTP client anycast address

In the following example anycast requests are sent to SN'TP server at IP address 132.163.4.101 using port 123
of the SNTP server.

SN(cf g)#snt p-client anycast-address 132.163. 4. 101 port

Enabling and disabling local clock offset compensation

The Simple Network Time Protocol (SN'TP) Version 4 is an adaptation of the Network Time Protocol (NTP)
that is used to synchronize computer clocks in the Internet. While not necessary in a conforming SNTP client,
in unicast and anycast modes it is highly recommended that the transmit timestamp in the request is set to the
time of day according to the client clock in NTP timestamp format. This allows a simple calculation to deter-
mine the propagation delay between the server and client and to align the local clock generally within a few
tens of milliseconds relative to the server. In addition, this provides a simple method to verify that the server
reply is in fact a legitimate response to the specific client request and to avoid replays.

In multicast mode, the client has no information available to calculate the propagation delay or to determine
the validity of the server unless the NTP authentication scheme is used.

This procedure describes how to enable or disable the compensation for local clock offset.

Mode: Configure

Command Purpose
1 |node(cfg)#[no] sntp-client local-clock- Enables the SNTP client’s compensation for local
offset clock offset. Using the no command syntax dis-

ables this feature.

Example: Enabling the SNTP client root delay compensation

SN(cf g)#sntp-client root-del ay- conpensati on
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Example: Disabling the SNTP client root delay compensation

SN(cfg)#no sntp-client root-del ay-conpensati on

Showing SNTP client related information
During set-up and operation of the SNTP client, displaying the information and status of the SNTP client is
very useful.

This procedure describes how to display information and status of the SNTP client

Mode: Configure

Step Command Purpose
1 |node(cfg)#show sntp-client |Displays information and status of the SNTP client

Example: Showing SNTP client related information

SN( cf g) #show snt p-cli ent

SNTP cl i ent enabl ed

Oper ating node uni cast

Local port 123

Primary server 172.16.1.10: 123 v4

Secondary server 128. 138. 140. 44: 123 v4
Anycast address 224.0.1.1:123

Pol | interval 30sec
Local clock offset disabled
GMI' of f set +2:00: 00

Debugging SNTP client operation
During setup and operation, debugging the behavior of the SNTP client is very useful.

Note The debug sntp client is only available in superuser mode.

This procedure describes how to enable or disable debugging
Mode: Configure

Command Purpose

1 |node(cfg)#debug sntp client |Enables and disables SNTP debug monitor. Using the no com-
mand syntax disables this feature.
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Example: Enable the SNTP debug monitor

The following example shows how to enable the SNTP debug monitor and some typical debug information.

SN( cf g) #debug sntp client
SN(cfg)#14:44:21 SNTP > SNTP nessage sent with Timestanp: 2001-10-26T14: 44: 21
14: 44: 21 SNTP > SNTP nessage received:

Server: 172.16.1.10: 123 v4
Stratum 2
Ti nme: 2001-10-26T12: 44: 21

InternetTine: 20010926@30
Set the systemtime to 2001-10-26T14: 44: 21

SNTP nessage sent with Timestanp: 2001-10-26T14: 44:51

SNTP nessage sent with Timestanp: 2001-10-26T14: 45: 21

SNTP nessage sent with Timestanp: 2001-10-26T14: 45: 51

SNTP nmessage sent with Timestanp: 2001-10-26T14: 46: 21
14: 46: 51 SNTP SNTP nmessage sent with Timestanp: 2001-10-26T14: 46: 51

Example: Disable the SNTP debug monitor
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The following example shows how to disable the SNTP debug monitor and end any debug information.
SN( cf g) #no debug sntp client

Recommended public SNTP time servers

NIST Internet time service

The National Institute of Standards and Technology (NIST) Internet Time Service allows users to synchronize
computer clocks via the Internet. The time information provided by the service is directly traceable to UTC.
Table 14 contains information about all of the time servers operated by NIST. Please note that while NIST
makes every effort to ensure that the names of the servers are correct, NIST only controls the names of the
nist.gov severs. It is probably safest to use the IP addresses instead of the domain names.

Table 14. Time servers operated by NIST

Server Name IP Address Note Location
nist1.aol-va.truetime.com 205.188.185.33 2 DC/Virginia
utenist.colorado.edu 128.138.140.44 2 Colorado
nist1.aol-ca.truetime.com 207.200.81.113 2 California
nist1-dc.glassey.com 216.200.93.8 2 DC/Virginia
nist].datum.com 63.149.208.50 2 California
nist1-ny.glassey.com 208.184.49.9 2 New York City
nist1-sj.glassey.com 207.126.103.204 2 California
time-a.nist.gov 129.6.15.28 1 Maryland
time-b.nist.gov 129.6.15.29 1 Maryland
time-a.timefreq.bldrdoc.gov 132.163.4.101 1,4 Colorado
time-b.timefreq.bldrdoc.gov 132.163.4.102 1 Colorado
time-c.timefreq.bldrdoc.gov 132.163.4.103 1 Colorado
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Table 14. Time servers operated by NIST (Continued)

Server Name IP Address Note Location
time-d.timefreq.bldrdoc.gov 132.163.4.104 3 Colorado
time.nist.gov 192.43.244.18 1 Colorado
time-nw.nist.gov 131.107.1.10 1 Washington
Legend

1. Heavily loaded and not recommended for new users.
2. Recommended for new users.

3. Used for testing only. Not for general users.

4. Does not support anonymous ftp connections.

For more information about NIST Internet Time Service (ITS) check their web server at
http://www.boulder.nist.gov/timefreq/service/its.htm

Other public NTP primary (stratum 1) time servers
Switzerland

e swisstime.ethz.ch (129.132.2.21)

* Location: Integrated Systems Laboratory, Swiss Fed. Inst. of Technology, CH 8092 Zurich, Switzerland
* Geographic Coordinates: 47:23N, 8:32E

* Synchronization: NTP primary (DCF77 clock), Sun-4/SunOS 4.1.4

* Service Area: Switzerland/Europe

*  Access Policy: open access

* Contact: Christoph Wicki (time@iis.ce.ethz.ch)

Germany

* DE ntp0.fau.de (131.188.34.75)

* Location: University Erlangen-Nuernberg, D-91058 Erlangen, FRG

* Geographic Coordinates: 49.573N 11.028E (from Meinberg GPS 166)

* Synchronization: NTP V3 primary (GPS receiver (<<1us)), Sun $§12/Unix SunOS 5.6
e Service Area: Germany/Europe

*  Access Policy: open access, pick one of ntp{0,1,2}.fau.de

* Contact: The Timekeepers (time@informatik.uni-erlangen.de)
Note [P addresses are subject to change; please use DNS

* DE ntpl.fau.de (131.188.34.45)
* Location: University Erlangen-Nuernberg, D-91058 Erlangen, FRG
* Geographic Coordinates: 49.573N 11.028E (from Meinberg GPS 166)
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* Synchronization: NTP V3 primary (DCF77 PZF receiver (<50us)), Sun E3000 SunOS 5.6
 Service Area: Germany/Europe
* Access Policy: open access, pick one of ntp{0,1,2}.fau.de

* Contact: The Timekeepers (time@informatik.uni-erlangen.de)
Note IP addresses are subject to change; please use DNS

* DE ntpsl1-0.cs.tu-berlin.de (130.149.17.21)

* Location: Technische Universitaet Berlin, D-10587 Berlin, FRG

*  Geographic Coordinates: 52.518N 13.326E

* Synchronization: NTP V3 primary (Meinberg GPS 166), Sun 4/65 SunOS4.1.3
 Service Area: Germany/Europe

*  Access Policy: open access

¢ Contact: Gerard Gschwind (gg@cs.tu-berlin.de)

Additional information on NTP and a list of other NTP servers

The University of Delaware hosts a World Wide Web site that provides additional information on NTP and a
list of other NTP servers that are publicly available around the world. In many cases, Internet service providers,
universities, and other institutions also provide NTP servers for their own communities. NTP servers other
than the NIST NTP servers (listed above) may or may not be of comparable accuracy, and may or may not sat-
isfy traceability requirements. For more information, please see http://www.eecis.udel.edu/-ntp/.

Recommended RFC
RFC2030 “Simple Network Time Protocol (SNTP) Version 47, is available from the Web server at
http://www.fags.org/rfcs/rfc2030.html.
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Introduction

This chapter provides an overview of the Dynamic Host Configuration Control Protocol (DHCP) and
describes the tasks involved in their configuration. This chapter includes the following sections:

* DHCP-client configuration tasks (see page 247)
* DHCP-server configuration tasks (see page 250)

The Dynamic Host Configuration Protocol (DHCP) automates the process of configuring new and existing
devices on TCP/IP networks. DHCP performs many of the same functions a network administrator carries out
when connecting a computer to a network. Replacing manual configuration by a program adds flexibility,
mobility, and control to networked computer configurations.

The tedious and time-consuming method of assigning IP addresses was replaced by automatic distributing IP
addresses. The days when a network administrator had to manually configure each new network device before
it could be used on the network are past.

In addition to distributing IP addresses, DHCP enables configuration information to be distributed in the
form of DHCP options. These options include, for example, the default router address, domain name server
addresses, the name of a boot file to load etc.

A new expression in DHCP is lease. Rather than simply assigning each DHCP-client an IP address to keep
until the client is done with it, the DHCP-server assigns the client an IP address with a lease; the client is
allowed to use the IP address only for the duration of that lease. When the lease expires, the client is forced to
stop using that IP address. To prevent a lease from expiring, which essentially shuts down all network access for
the client, the client must renew its lease on its IP address from time to time.

In SmartWare, a DHCP-client and a DHCP-server are implemented. The DHCP-client gets IP address and
configuration information from a DHCP-server on the WAN side of the SmartNode. The DHCP-server pro-
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vides other clients on the LAN side with IP addresses and other configuration information. DHCP-server and
DHCP-client are illustrated in figure 47.
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Figure 47. DHCPlient and DHCP-server on the SmartNode
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DHCP-client configuration tasks
To configure the SmartNode as DHCP-client perform the steps mentioned below.

¢ Enable DHCP-client on an IP interface

* Release or renew a DHCP lease manually (advanced) (see page 248)
*  Get debug output from DHCP-client (see page 249)
* Configure DHCP agent

Enable DHCP-client on an IP interface

On every created IP interface a DHCP-client could be enabled. If enabled, the SmartNode gets the IP address
for this interface from a DHCP-server. Additionally other configuration information is received for this IP
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interface, e.g. the default gateway, DNS server IP addresses, etc. To enable the DHCP-client on an IP interface
perform the steps described below.

Mode: context IP

Step Command Purpose

1 |node(ctx-ip)[router]#interface name Creates an IP interface with name name and enters
‘configure’ configuration mode

2 |node(if-ip)[name]#ipaddress dhcp Enables the DHCP-client on this IP interface. (See
note)

3 |node(if-ip)[name]#show dhcp-client Displays status information about the DHCPclient-
For example, default gateway, lease expire time,
efc.

Note If you are connected to the SmartNode by Telnet over the IP interface on
which you enable the DHCP-client, the connection is lost after entering the
command ‘ipaddress dhep’. You need to know the new IP address distrib-
uted from the DHCP-server to connect to the SmartNode again!

Example: Enable DHCP-client on an IP interface

SN( cf g) #context ip
SN(ctx-ip)[router]#interface ethO
SN(i f-ip)[ethO]#i paddress dhcp
SN(i f-ip)[eth0]#show dhcp-client

Cont ext : router
Nare: et hO
| pAddr ess: 172.16. 224. 102 255.255.0.0
Def aul t gat eway: 172.16.1.10
Dormai n Nane: pacific
DNS: 172.16.1.10
146. 228. 10. 16
Next Server |p: 172.16.1.10
DHCP Server: 172.16.1. 10
Lease obtai ned: 2001-01-01T01: 03: 51
Lease expires: 2001-01-01T09: 03: 51
State: Bound

Release or renew a DHCP lease manually (advanced)
After enabling the DHCP-client, the interface receives a DHCP lease from the DHCP-server. To manually
release and/or renew this DHCP lease use the command described below.

This procedure describes how to release and renew the DHCP lease
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Mode: interface

Step Command Purpose

1 |node(if-ip)[name]#dhcp-client release [Releases DHCP lease. (See note)
2 |node(if-ip)[name]#dhcp-client renew |Gets a new DHCP lease from the DHCP-server

Note If you are connected to the SmartNode by Telnet over the IP interface on
which you release the DHCP lease, the connection is lost after entering the
command dhcp-client release. You need an other way (e.g. a serial connec-
tion) to connect to the SmartNode again and to enter the command dhcp-
client renew!

Get debug output from DHCP-client
This procedure describes how to enable/disable DHCP-client debug monitor

Mode: Any

Command Purpose

1 |node(if-ip)[name]#[no] debug dhcp-client |Enables/disables the DHCP-client debug monitor

Example: Enable DHCP debug monitor

This example shows how to enable the DHCP-client debug monitor and the debug output of the command
dhcp-client release and dhcp-client renew.

SN( cf g) #context ip

SN(ctx-ip)[router]#interface ethO

SN(i f-ip)[eth0]#debug dhcp-client

SN(i f-ip)[ethO]#dhcp-client rel ease

01:12:28 DHCPC > router/ethO (Rels): Unicasting DHCP rel ease (xi d 490ch56b, secs
1).

01:12:29 DHCPC > router/ethO (Rels): Shutting down.

01:12:29 DHCPC > router/ethO (Rels): Tearing down IP interface
2001-01-01T701:12:30 : LOd NFO : Link down on interface ethO.

2001- 01-01T01: 12: 30 : LOA NFO . Link up on interface ethO.

SN(i f-ip)[ethO]#dhcp-client renew

01:17:46 DHCPC > router/ethO (lnit): Tearing down IP interface

01:17:46 DHCPC > router/ethO (Init): Broadcasting DHCP di scover (xid Of 839e56, secs
0).

01:17:46 DHCPC > router/ethO (lnit): Requesting |P address 172.16.224.102
01:17:47 DHCPC > router/ethO (Slct): CGot offer from172.16.1.10 for IP
172.16. 224. 102

01:17:47 DHCPC > router/ethO (Slct): Selected offer for 172.16.224.102
01:17:47 DHCPC > router/ethO (Slct): Broadcasting DHCP request (select) (xid
6ff42c38, secs 1).

2001- 01-01T01: 17: 47 : LOGA NFO : router/ethO (Rgst): Got DHCP | ease for
172.16. 224. 102

01:17:47 DHCPC > router/ethO (Rgst): DHCP ACK received.

01:17:47 DHCPC > router/ethO (Rgst): Lease is valid for 28800 seconds
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01:17:47 DHCPC > router/ethO (Rgst): (t1: 14400, t2: 25200)

01:17:47 DHCPC > router/ethO (Rgst): Got DHCP | ease for 172.16.224.102
01: 17:47 DHCPC > router/ethO (Rgst): Configuring IP interface

2001- 01-01T01: 17: 48 : LOG NFO : Link down on interface ethO.
2001-01-01T701:17:48 : LOG NFO : Link up on interface ethO.

DHCP-server configuration tasks

To configure the SmartNode as DHCP-server perform the steps mentioned below.

* Configure DHCP-server profiles

*  Use DHCP-server profiles and enable the DHCP-server (and to clear lease database) (see page 252)

¢ Check DHCP-server configuration and status (see page 253)

¢ Get debug output from the DHCP-server (see page 253)

Configure DHCP-server profiles

The DHCP-server profiles hold the configuration information for the DHCP-server. The DHCP-server is capa-

ble of serving up to 8 subnets. Each subnet requires its own DHCP-server profile. The IP address/mask configu-
ration of the IP interface implicitly links an IP interface to a subnet and hence to a DHCP-server profile.

Note A profile can only be modified if it is not assigned to the DHCP-server yet or
if the DHCP-server is disabled. Use the command no dhcp-server to disable
the DHCP-server (see below).

This procedure describes how to configure a DHCP-server profile
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Step Command Purpose
1 node(cfg)#profile dhcp-server name Enter DHCP-server profile mode
2 node(pf-dhcps)[name]#network ip- Defines the IP address range for which this pro-
address ip-mask file is responsible
IP address: basic DHCP information (‘your (cli-
ent) IP address’)
IP mask: DHCP Option 1
3 node(pf-dhcps)[namel#[no] include ip-  |Defines up to 4 contiguous IP address ranges
address-from ip-address-to the server may use in the subnet defined in 2
(incremental command)
4 node(pf-dhcps)[name]#[no] default- Defines up to 2 default routers (default gate-
router defaultrouter-ip-address ways) (incremental command)
DHCP Option 3
5 node(pf-dhcps)[namel#lease infinite Defines the time a lease is valid
or DHCP Option 51
node(pf-dhcps)[namel#lease time
days|hours|minutes
6 node(pf-dhcps)[name]#[no] domain- A PC DHCP client may use this domain name to
(optional) [name domain-name complete host names to fully qualified domain
names.
DHCP Option 15
7 node(pf-dhcps)[namel#[no] domain- Defines up to 2 domain name servers (DNS) to
(optional) (name-server domain-name-server-ip-address |be used by the client (incremental command)
DHCP Option 6
8 node(pf-dhcps)[name]#[no] netbios- Typical installation use h-node for hybrid.
(optional) [(name-server netbios-name-server-ip-address
Refer to the Windows administration manuals
for details about NetBIOS options.
DHCP Option 44
9 node(pf-dhcps)[name]#[no] netbios- Defines the NetBIOS node type (b: 222, h:
(optional) |node-type b-node lh-nodelm-nodelp- |hybrid, m: 222, p: 222)
node
DHCP Option 46
10 |node(pf-dhcps)[name]#[no] bootfile boot- |Defines the booffile the client shall use when
(optional) |file-name starting. Usually this is used in conjunction with

the next-server command.

Basic DHCP information (‘Boot file name’)

DHCP-server configuration tasks
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Step Command

11
(optional)

Purpose

node(pf-dhcps)[namel#[no] next-server (Defines the address of the next server in the
next-server-ip-address boot process. This could be a server different
from the DHCP-server which provides configu-
ration files for the clients to be downloaded.

Basic DHCP information ('Next server IP
address’)

Example: Define a DHCP-server profile
This example shows how to configure a standard DHCP-server profile for a LAN with a private IP address

range.

SN(cf g) #profile dhcp-server LAN

SN( pf - dhcps) [| an] #network 192. 168. 1. 0 255. 255. 255. 0
SN( pf - dhcps) [ | an] #i ncl ude 192.168.1.32 192. 168. 1. 63
SN( pf - dhcps) [ | an] #] ease 2 days

SN( pf - dhcps) [ | an] #def aul t -router 192.168.1.1

SN( pf - dhcps) [ | an] #donai n- nane- server 80. 254. 161. 125
SN( pf - dhcps) [ | an] #donmai n- nane- server 80. 254. 161. 126

Use DHCP-server profiles and enable the DHCP-server
If you have specified at least one profile, you can assign it to the DHCP-server and start the DHCP-server.
This procedure describes how to assign one or more DHCP-server profiles and enable the DHCP-server

Mode: Context IP

Step Command Purpose

1 |node(ctx-ip)[router]#[no] dhcp-server use name |Tell the DHCP-server (not) to use DHCP-
server profile name

2 |node(ctx-ip)[router]#[no] dhcp-server Enables/disables DHCP-server
3 |node(ctx-ip)[router]#dhcp-server clear-lease Removes all or a specific lease from the
{ all | ip-address } server’s database, which in turn marks the

IP address(es) as available again.

Example: Start the DHCP-server

This example shows how to assign a profile to the DHCP-server and to start the DHCP-server.

SN(ctx-i p)[router]#dhcp-server use LAN
SN(ct x-i p)[router]#dhcp-server
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Check DHCP-server configuration and status
This procedure describes how to check the configuration and current status of the DHCP-server

Mode: Any

Step Command Purpose
1 |node(cfg) #show dhcp-server Displays configuration and status information

Example:

SN(ct x-i p)[router]#show dhcp-server
The DHCP server is running

Profiles

LAN (active)

Net wor k : 192.168. 1.0 255. 255.255.0

I ncl ude : 192.168.1.32 - 192.168.1.63
Lease Time : 2 days

Def aul t Rout er :192.168.1.1

Domai n Nane Server . 80.254.161.125
. 80.254.161.126

Bound | eases

192.168. 1. 32 (Duf our)

Addr ess . ethernet:00.10. A4. 7C. 7A. F8
Client Id : 01.00.10.A4.7C. 7A. F8
Expi res . 2002-12-06T21:18: 04

Get debug output from the DHCP-server
This procedure describes how to enable/disable the DHCP-server debug monitor

Mode: Any

Purpose

1 |node(cfg) #[no] debug dhcp-server|Enables/disables the debug monitor of the DHCP-server
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Example: Enable DHCP debug monitor

This example shows how to enable the DHCP-server debug monitor. The debug output shows an activation of
the DHCP-server, a DHCP-client requesting a lease, and a DHCP-client releasing a lease.

SN(ct x-i p)[router]#debug dhcp-server

21:

21:
id:
21:
21:
21:
21:
21:
id:
21:
21:
21:
21:

21:
id:
21:
21:
21:

254

40:

41:
01.
41
41:
41:
41:
41:
01.
41
41:
41:
41:

44
01.
44:
44
44

29

29
00
29
29
29
29
29
00
29
29
29
29

37
00
37
37
37

DHCPS >

DHCPS >

.10. AM4. 7C.

DHCPS >
DHCPS >
DHCPS >
DHCPS >
DHCPS >

.10. AM4. 7C.

DHCPS >
DHCPS >
DHCPS >
DHCPS >

DHCPS >

.10. AM4. 7C.

DHCPS >
DHCPS >
DHCPS >

New network 'LAN created

Di scover from ethernet: 00.10. A4. 7C. 7TA. F8, client
7A.F8 via 192.168.1.1
Ofering this hosts existing | ease 192.168. 1. 32
Sendi ng DHCP OFFER to 192.168. 1. 32 via 255. 255. 255. 255 (68)
Deferring save of |ease database
Last saved at 2002-12-04T21:40: 29, next at 2002-12-04T21:55:29
Request from et hernet: 00.10. A4. 7C. 7A. F8, cli ent
7A.F8 via 192.168.1.1
O fer 192.168.1.32 has been sel ected
Sendi ng DHCP ACK to 192.168.1.32 via 255.255. 255. 255 (68)
Deferring save of |ease database
Last saved at 2002-12-04T21:40: 29, next at 2002-12-04T21:55:29

Rel ease from et hernet: 00. 10. A4. 7C. 7A. F8, cli ent
7A.F8 via 192.168.1.1
Lease 192.168. 1. 32 rel eased
Deferring save of |ease database
Last saved at 2002-12-04T21:40: 29, next at 2002-12-04T21:55:29
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Introduction

The domain name system (DNS) enables users to contact a remote host by using easily remembered text labels
(www.patton.com, for example) instead of having to use the host’s numeric address (209.45.110.15, for exam-
ple). When DNS names are entered as part of configuration commands or CLI exec mode commands in appli-
cations like Ping, Traceroute, or Tftp, the SmartNode uses a DNS resolver component to convert the DNS
names into the numeric address.

The SmartNode can be configured as a caching DNS relay server to speed data transfers, acting as the DNS
server for a private network. In this configuration, hosts in the network send their DNS queries to the Smart-
Node, which checks to see if the DNS name is in its DNS resolver cache. If it finds the name in cache, the
SmartNode uses the cached data to resolve the DNS name into a numeric IP address. If the name is not in
cache, the query is forwarded on to a DNS server. When the SmartNode receives the answer from the server, it
adds the name to the cache, and forwards it on to the host that originated the query. This process enables the
SmartNode to provide answers more quickly to often-queried DNS names, reducing the number of DNS que-
ries that must be sent across the access link.

DNS configuration task list

The following sections describe how to configure the DNS component:
* Enabling the DNS resolver
* Enabling the DNS relay

Enabling the DNS resolver

To enable the SmartNode DNS resolver, you must configure it with the address of one or more DNS servers
that will be used to resolve DNS name queries. If multiple DNS servers are configured, the SmartNode will
query each server in turn until a response is received. DNS servers are configured as follows:

Mode: Configure

Step Command Purpose
1 |node(cfg)#dns domain-name server Add an IP address of a DNS server to be used
server-ip-address resolving DNS names
2 Repeat step 1 for each additional DNS server

you want to add

2 |node(cfg)#dns-client cache numberofeniries |Optional. Defines the maximum number of DNS
answers stored within the cache (default is 30)

Example: Configuring DNS servers

The following example shows how to add DNS servers to the SmartNode DNS resolver and increase the size of
the DNS cache to 100 entries.

SN>enabl e

SN#confi gure

SN(cf g)#dns-client server 62.2.32.5
SN(cf g)#dns-client server 62.2.100.45
SN( cf g) #dns-cl i ent cache 100
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You can test the DNS server configuration using the dns-lookup command as follows:

Example: Testing DNS server configuration

SN( cf g) #dns- | ookup www. patton. com
Nanme: www, pat t on. com
Addr ess: 209.49.110.5

Enabling the DNS relay

The DNS resolver must be configured before you can use the DNS relay feature (see section “Enabling the
DNS resolver” on page 256 to enable the DNS resolver, if you have not already done so).

Do the following to enable the DNS relay feature:
Mode: Configure

Step Command Purpose

1 |node(cfg)#dns-relay Enables DNS relay feature

Example: Enabling DNS relay

The following example shows how to enable the DNS relay feature.

SN>enabl e
SN#confi gure
SN( cf g) #dns-rel ay
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Introduction

SmartNodes are often used in applications where the addresses of their IP interfaces are not assigned statically
(i.e. permanently) but instead are configured dynamically. In these applications, the IP address is assigned
dynamically using protocols like DHCP or PPP. The problem with dynamically assigning addresses is that
when the IP address changes, remote devices can no longer contact the SmartNode because they do not know
what the new address is.

Dynamic DNS (DynDNS) addresses this problem by registering a permanent hostname for your SmartNode.
DynDNS then directs traffic sent to the registered host name on to the SmartNode’s ISP-assigned dynamic IP
address, enabling the SmartNode to be accessed from the Internet without knowing its current dynamic IP

address.

The DNS server used for registration is operated by Dynamic Network Services, Inc. You can find detailed
information about the company and the services it offers on the webpage www.dyndns.org. The company
offers different levels of service. The basic services are offered free of charge, while the more advanced services
are chargeable.

The SmartNode supports the following DynDNS services:
* Dynamic DNS

e Static DNS

e Custom DNS

DynDNS configuration task list

This section describes configuring the DynDNS service. All possible configurations, which are involved in a
specific configuration topic are described in the respective configuration task. To get a minimal working config-
uration of the DynDNS client, you must execute all the configuration tasks of the list below, except the tasks
explicitly marked as optional.

¢ Creating a DynDNS account

* Configuring the DNS resolver

* Configuring basic DynDNS settings

* Configuring advanced DynDNS settings (optional)

Creating a DynDNS account

Before using the DynDNS service, you must create a DynDNS account on the DynDNS server and add a
hostname to your account, which can be updated by the SmartNode. Go to the DynDNS website at
www.dyndns.org and follow the instructions on the webpage to create the account and add a hostname.

Configuring the DNS resolver

The DynDNS client requires that the SmartNode’s DNS resolver be enabled. You can find additional informa-
tion about how to configure the DNS resolver in chapter 22, “DNS configuration” on page 255.
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Configuring basic DynDNS settings
The following procedure describes the steps necessary to enable the DynDNS feature.

Mode: DynDNS

Step Command Purpose
1 |node(dyndns)#authentication user pass-  |Defines the authentication credentials of your
word DynDNS account
2 |node(dyndns)#service Defines the DynDNS service to use
{dynamic| staticl custom}
3 |node(dyndns)#hostname name Defines the hostname that will be assigned to the
SmartNode
4 |node(dyndns)#observe ip-interfacename Defines the IP interface to observe for IP address
changes. When the IP address on this interface
changes, the hostname to IP address mapping on
the DynDNS server will be updated

Example: Configuring DynDNS

The following example shows the necessary steps required for a basic working configuration of the
DynDNS client.

SN>enabl e

SN#confi gure

SN( cf g) #context ip

SN(ct x-i p) [ rout er] #dyndns

SN(dyndns) #aut henti cati on Bob 245gf 46te
SN(dyndns) #servi ce dynam ¢

SN(dyndns) #host name nyhost name. dyndns. or g
SN(dyndns) #observe et hl

Configuring advanced DynDNS settings (optional)

Defining a mail exchanger for your hostname
If required, you can define a mail exchanger or a backup mail exchanger for your hostname on the
DynDNS server.

Mode: DynDNS

Command Purpose

1 |node(dyndns)# mail-exchanger |Defines the host, which is the mail exchanger for your host-
hostname [backup-mx] name. If the backup-mx parameter is specified, the mail-
exchanger will be registered as backup mail exchanger only
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Example: Defining a mail exchanger

The following example shows how to define a mail exchanger named mail. mycompany.com, which should be
used as the primary mail-exchanger for the registered DynDNS hostname.

SN>enabl e

SN#confi gure

SN( cf g) #context ip

SN(ct x-i p)[router]#dyndns
SN(dyndns) #mai | - exchanger mail.nyconpany. com

Troubleshooting
The DynDNS component provides several commands to analyze and solve DynDNS problems. You can
retrieve basic DynDNS status information as follows:

Mode: DynDNS

Step Command Purpose

1 |node(dyndns)#show dyndns Display basic DynDNS status information

Example: Displaying DynDNS status information
The following example displays status information of a properly configured and working DynDNS client.

SN( dyndns) #show dyndns
Current state: ldle
Last registered address: 243.232.39. 64
Host nanme: test.dyndns. org

You can also monitor current activities of the DynDNS client. This includes ongoing DNS queries for
DynDNS servers, verification of the currently registered IP address and updating the registration on the
DynDNS server. The debug monitor can be enabled as follows;

Mode: Configure

Step Command Purpose
1 |node(cfg)#debug dyndns Enable the DynDNS debug monitor

Example: Displaying DynDNS status information

The following example shows how to enable the debug monitor and the output of the monitor when the IP
address on the DynDNS server can be updated successfully.

SN(dyndns) #debug dyndns

16: 20: 43 DYNDNS> Resol vi ng ' checki p.dyndns.org’. ..

16: 20: 43 DYNDNS> Resol ved ' checki p. dyndns. org’ .

16: 20: 43 DYNDNS> Retrieving current |P address...

16: 20: 43 DYNDNS> Sendi ng request. ..

16: 20: 43 DYNDNS> Current | P address (57.32.59.64) does not match | ast
regi stered one

(43.23.44.2). DNS update is required.
16: 20: 43 DYNDNS> Resol vi ng 'update. dyndns.org’ ...
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16: 20: 43 DYNDNS> Resol ved ’'updat e. dyndns. org’ .

16: 20: 43 DYNDNS> Updating DNS...

16: 20: 43 DYNDNS> Sendi ng request. ..

16: 20: 44 DYNDNS> DNS updat ed sucessfully

16: 20: 44 DYNDNS> Regi stered | P address is (57.32.59.64).

If required, you can force the DynDNS component to re-register the current IP address on the DynDNS
server—even if the dynamic IP address has not changed—using the following command (this command could
also be useful for observing the update process in the debug monitor).

because the DynDNS server will block your hostname, if you
trigger too many unnecessary updates of your IP address.

f Possible blocking — Do not use this command too often,

IMPORTANT

You can also force the DynDNS client to resume normal operation, if the state of the DynDNS client is shown
as blocked and the problem which led to the blocked state has been solved. The DynDNS client will enter the
blocked state if the DynDNS server reports an unrecoverable error during DNS updates that require user inter-
vention. These are mainly configuration problems, such as invalid credentials or an invalid hostname.

Mode: DynDNS

Command Purpose

node(dyndns)#dyndns reset Forces a re-registration of the current IP address on the
DynDNS server, even if an update is not necessary
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Introduction

This chapter describes how to configure the point-to-point protocol over different link layers.

The point-to-point protocol (PPP) provides a standard method for transporting multi-protocol datagrams over
point-to-point links as defined by the RFC1661 etc. SmartWare offers PPP over the following link layers:

e PPP over Ethernet (PPPoE)
* DPPP over serial link, i.e. V.35/X.21, HDLC (only available with the SmartNode 2300)

Figure 48 shows the elements involved in the configuration of PPP. The elements required to configure PPP
over Ethernet are located in the upper left corner of the figure. The elements for PPP over serial link are in the
lower left corner. For PPP over ISDN, the elements are in the middle and the lower right corner.

use
I profile ppp o Profile
or o IR PPP
ethernet PPPoE Sess!on bind
Session subscriber
bind Subscriber
inferface PPP
bind
inferface
interface (ip) X
bindf ot
Confext g interface Subscriber onfex
Ip < PPP _ |, 6
'router’ bind switd
7 ubscriber
inferface
pstn
bind Subscriber
interface PPP )
bind port
<slot>
bind <port>*
use subscriber
Profile profile ppp
PPP €] port port [ | port
serial isdn | | isdn

* multiple occurrencies

Figure 48. PPP configuration overview

Since the purpose of PPP is providing IP connectivity over different types of link layers, all PPP configuration
elements connect to the IP context through an IP interface. This connection is relayed via a subscriber profile if
either PPP peer requires authentication.

For PPP over Ethernet, a PPPoE session must be configured on the respective Ethernet port. It is possible to
set-up several (limited by the available memory) PPPoE sessions on the same Ethernet port, each session with
its own IP interface. In addition to these PPPoE sessions, pure IP traffic can run concurrently over the same
Ethernet port. This is achieved by binding the Ethernet port directly to an IP interface.
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To configure PPP, perform the following tasks:

* Creating an IP interface for PPP

* Creating a PPP subscriber (for authentication) (see page 269)

* Configuring a PPPoE session (see page 270)
* Configuring a serial port for PPP (see page 272)

* Creating a PPP interface within the CS context (not currently available)

¢ Creating a PSTN interface for PPP dial-in/dial-out (not currently available)

* Creating a PPP profile (see page 273)

* Displaying PPP configuration information (see page 274)

* Debugging PPP (see page 275)

Creating an IP interface for PPP

An IP interface is required to link a PPP connection to the IP context. The IP interface must apply a network
address port translation (NAPT) if the PPP service provider only offers a single IP address and not an IP sub-
net, or if the IP addresses on the LAN shall be private and hidden behind a public IP address (see 12, “NAT/

NAPT configuration” on page 133 for more information about NAPT).

This procedure describes how to create an IP interface for PPP

Mode: Context IP

Step Command

1 node(ctx-ip)[router]#interface name

Purpose

Creates the new interface name, which repre-
sents an IP interface.

2 node(if-ip)[name]#point-to-point

Only defines what route is entered into the IP

routing table:

* pointto-point: A route to the IP address of
the PPP interface (assigned by the PPP peer)
is entered into the routing table.

* no pointfo-point: A route to the subnet
defined by IP address of the PPP interface
(assigned by the PPP peer) is entered into
the routing table. The class of the IP address
determines the size of the subset.

Recommendation: Use ‘pointto-point’ and spec-
ify a default route.
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Step
3

Command

node(if-ip)[name]#ipaddress
unnumbered

or
node(if-ip)[name]#ipaddress dhcp

or

node(if-ip)[name]# ipaddress ip-address
netmask

SmarfWare Software Configuration Guide

Purpose

The PPP remote peer offers an IP address for the
IP interface. The IP interface adopts this IP
address

Once PPP has established an IP connection, the
IP interface can use DHCP to acquire an IP
address. It sends a DHCP Discover message
(which is an IP broadcast) to the IP network to
which PPP has established connection. If no
DHCP Server is present, the IP interface does
not adopt the IP address offered by the PPP
remote peer but leaves the IP address unde-

fined.

The IP interface requests from the PPP remote
peer to use the IP address ip-address. PPP
repeatedly tries to set-up a connection until the
remote peer accepts this IP address. It does not
accept any other IP address offered by the PPP
remote peer. The parameter netmask specifies
the size of the subnet in case ‘no pointto-point’
is configured

4
(optional)

node(if-ip)[name]# [no] tcp adjust-mss {
rx | tx} {mtu | mss}

Limits to the MSS (Maximum Segment Size) in
TCP SYN packets to mss or to MTU (Maximum
Transmit Unit) - 40 Bytes, if ‘mtu’ is used. ‘rx’
applies to packets which arrive inbound at this
IP interface, ‘tx’ to packets which leave out-
bound of this IP interface.

PPP over Ethernet connections impose an over-
head of 8 Bytes (PPP: 2 Bytes, PPPoE: 6 Bytes).
Some Ethernets do not allow payloads larger
than the 1500 Bytes which the standard
defines, so IP packets must not contain more
than 1492 bytes when transmitted over such
connections. Reducing the MTU/MRU to 1492
Bytes does not always solve the problem
because many sources do not allow fragmentao-
tion of the IP packets they send (they set the
‘Don’t fragment’). However, these sources limit
the size of the IP packets according to the MSS
which their peers announce in the TCP SYN
packets.

It is recommended to use ‘mtu’ inbound and
outbound.
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Command Purpose

5 node(if-ip)[name]#use profile napt name |Assigns the NAPT profile name to applied to

(optional) this IP interface. See 12, “NAT/NAPT configu-
ration” on page 133 to learn how to create a
NAPT profile.

Example: Create an IP interface for PPP

The following procedure creates an IP interface that can be used for all three types of link layers. The com-
mand lines ‘tcp adjust-mss’ only apply to Ethernet link layers.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface ppp_interface
SN(i f-ip)[ppp_int~]#point-to-point

SN(i f-ip)[ppp_int~]#i paddress unnunbered
SN(i f-ip)[ppp_int~]#tcp adjust-nmss rx ntu
SN(if-ip)[ppp_int~]#tcp adjust-nss tx ntu

Creating a PPP subscriber
One or more PPP subscriber shall be configured if either PPP peer requires authentication. This procedure
describes how to create a PPP subscriber

Mode: Configure

Step Command Purpose
1 node(cfg) # subscriber ppp name Creates the new subscriber name, which con-
tains the authentication seftings.
2 node(subscr)[namel# dial {inlout} Defines the direction of the connection establish-

ment with PPP over ISDN. This information allows
to use different subscribers for incoming and out-
going calls.

With the other two link layers, set the direction as
follows:

e PPP over Ethernet: ‘dial out’

e PPP over Serial: ‘dial in’

3 node(subscr)[name]# [no] authentication { |Defines the authentication protocol to be used,
(chap pap) | {chaplpap} } PAP and/or CHAP
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Step Command Purpose
4 node(subscr)[name]# [no] identification  |Sets the credentials to be provided during the
(optional) |[{outbound linbound} user [password authentication procedure: the user name user
password] and the password password.
The keywords ‘inbound’ and ‘outbound’ define
the direction of authentication:
* ‘inbound’: The local peer checks the creden-
tials that the remote peer sends.
* ‘outbound’: The local peer sends its creden-
tials if the remote peer requests them.
The following restrictions apply to the direction of
authentication:
* - PPP over Ethernet: ‘outbound’ only
* - PPP over Serial: ‘inbound only’
5 node(subscr)[namel# [no] bind interface |Binds the subscriber to the IP interface to be used

interface [router]

for this PPP connection. The IP interface must
already exist and shall have the configuration as
outlined in section “Creating an IP interface for
PPP” on page 267.

Example: Create a PPP subscriber

The procedure below creates a PPP subscriber for a PAP authentication with some Internet Service Provider.

SN( cf g) #subscri ber ppp joe_exanpl e

SN(subscr)[j oe_exa~] #di al

out

SN(subscr)[j oe_exa~] #aut henti cati on pap
SN(subscr)[j oe_exa~] #i dentificati on outbound joeexanpl e@ sp.com password bl uedyou
SN(subscr)[j oe_exa~]#bind interface ppp_interface router

Configuring a PPPoE session
PPP can run over Ethernet (PPPoE). The active discovery protocol identifies the PPP remote peer on the Ether-
net and establishes a PPPoE session with it. The PPPoE session provides a logical point-to-point link that to
runs PPP as if it was a physical point-to-point link (e.g. a serial link).

This procedure describes how to configure an Ethernet port and a session for PPPoE

270

PPP configuration task list



SmartWare Software Configuration Guide

Mode: Configure

24 « PPP configuration

Step Command Purpose
1 node(cfg) #port ethernet slot port Enters Ethernet port configuration mode for the
interface on slot and port
2 node (prt-eth)[slot/port]# encapsulation |Defines the payload type(s) to be used on the
{ip| pppoe | multi} Ethernet:
* ‘ip": IP traffic only (not used for PPP)
* ‘pppoe’: PPPoE sessions only
* ‘multi’: both IP traffic and PPPoE sessions
3 node (prt-eth)[slot/port]# [no] bind inter-|Binds the Ethernet port to the IP interface to be
face name [router ] used for the direct IP traffic (only required if
encapsulation ‘ip” or ‘multi’ is selected)
4 node(prt-eth)[slot/port]#[no] shutdown |Enables the ethernet port
5 node(prt-eth)[slot/port]#pppoe Enters PPPoE mode
6 node(pppoe)[slot/port]#session name Creates PPPoE session with the name name
7 node(pppoe)[slot/port]# [no] bind inter- Binds the PPPoE session directly to the IP inter-
face name [router] face name in case no authentication is required
or
node (pppoe)[slot/port]# [no] bind sub- (Binds the PPPoE session to the PPP subscriber
scriber name name in case authentication is required
8 node (pppoe)[slot/port]# [no] use profile |Assigns a PPP profile other than the default pro-
(optional) |ppp name file to this PPPoE session
9 node(session)[name]#service Service- Defines the tag ‘Service-Name' to be supplied
(optional) [Name with Active Discovery in order to identify the
desired remote peer (check whether the remote
peer supports this feature)
10 |node(session)[name]#access-concentra- |The Active Discovery only accepts the PPPoE ses-
(optional) |ter AC-Name sion if the remote peer provides tag ‘AC-Name’
with its Active Discovery Offer as specified. This
allows to identify the desired remote peer
11  |node(session)[name]#[no] shutdown Initiates the establishment of the PPPoE session

and the PPP connection
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The procedure below configures a PPPoE session for the connection to a DSL provider using the credentials
specified in the subscriber profile above.

SN(cfg)#port ethernet 0 0
SN(prt-eth)[0/0] #encapsul ati on pppoe
SN(prt-eth)[0/0] #no shut down

SN( prt-eth)[0/0] #pppoe

SN( pppoe) [ 0/ 0] #sessi on green

SN(sessi on) [ green] #bi nd subscri ber joe_exanpl e
SN(sessi on) [ green] #no shut down

Configuring a serial port for PPP
PPP can run over serial ports, e.g. the X.21/V.35 port on the SmartNode 2300. This procedure describes how
to configure a serial port for PPP

Mode: Configure

Step Command Purpose
1 node(cfg)#port serial slot port Enters the configuration mode for the serial port
on slot and port
2 node(prt-ser)[slot/port]# [no] Sets the encapsulation to ‘ppp’
encapsulation { framerelay | ppp }
3 node (prt-ser)[slot/port]# [no] bind Binds the serial port directly to the IP interface
interface name [router] name in case no authentication is required
or
node (prt-ser)[slot/port]# [no] bind Binds the serial port to the PPP subscriber name
subscriber name in case authentication is required
or
node (prt-ser)[slot/port]# [no] bind Only the credentials provided at the establish-
subscriber authentication ment of the PPP session select the PPP sub-
{ chap pap | {chap | pap } } scriber. This allows to bind the serial port to the
set of all PPP subscribers.
4 node (pri-ser)[slot/port]# [no] use profile |Assigns a PPP profile other than the default pro-
(optional) |ppp name file to this serial port
5 node(prt-ser)[slot/port]#[no] shutdown |Enables the serial port and initiates the estab-

lishment of the PPP connection

Example: Configure a serial port for PPP

The procedure below configures the serial port for a leased-line connection to an Internet Service Provider

using the credentials specified in the subscriber profile above.

SN( cf g) #port seri al

00

SN(prt-ser)[0/0] #encapsul ati on ppp
SN(prt-ser)[0/0]#bi nd subscriber joe_exanple
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SN(prt-ser)[0/0] #no shut down

Creating a PPP profile
A PPP profile allows to adjust additional PPP parameters like the maximum transmit unit (MTU) and maxi-
mum receive unit (MRU). Only the most important parameters are listed here.

The profile ‘default is always present and supplies the parameters if no other profile has been created or no pro-
file can be used with a certain type of PPP connection. Profiles created by the user can only be used with PPP
over Ethernet connections. For all other types of PPP connections the default profile applies.

This procedure describes how to create a PPP profile or to modify the default PPP profile
Mode: Configure

Step Command Purpose
1 node(cfg) #[no] profile ppp { name | Creates the new PPP profile name and enters
default } the PPP profile configuration. The profile
‘default’ already exists.
2 node(pf-ppp)[name]#mtu min min max |Defines the minimum and maximum size of IP
(optional) | max packets (in Bytes) allowed on the outbound PPP

connection. Outbound packets larger than the
maximum size are fragmented into smaller
ones if allowed.

The default value is 1492 Bytes.
On the IP interface over which the PPP connec-

tion runs, the minimum of the IP interface MTU
and PPP MTU applies.

3 node(pf-ppp)[name]#mru min min max |Defines the minimum and maximum size of IP
(optional) [max packets (in Bytes) allowed on the inbound PPP
connection. The default value is 1492 Bytes.

Inbound packets larger than the maximum size
are fragmented into smaller ones if allowed.

The default value is 1492 Bytes.

4 node(pf-ppp)[namel#[no] van-jacobson |Allows PPP to use Van Jacobson header com-
(optional) [{compression | decompression} max-slots |pression for TCP packets. Only the negotiation
max-slots between the PPP peers determines whether this
header compression is really used. max-slots
determines the maximum number of concurrent
TCP sessions for which header compression
shall be done. The default is 31.

Example: Create a PPP profile

The procedure below creates a PPP profile, sets some of its parameters, and assigns it to a PPPoE session.

SN(cf g) #profile ppp PPPoOE
SN( pf - ppp) [ PPPOE] #mtu min 68 max 1492

PPP configuration task list 273



24 « PPP configuration SmarfWare Software Configuration Guide

SN( pf - ppp) [ PPPOE] #nru nmin 68 max 1492

SN( pf - ppp) [ PPPOE] #van-j acobson conpr essi on
SN( pf - ppp) [ PPPoE] #port ethernet 0 O

SN( prt-eth)[0/0] #pppoe

SN( pppoe) [ 0/ 0] #sessi on green

SN(session) [ green] #use profile ppp PPPoE

Displaying PPP configuration information
This section shows how to display and verify the PPP configuration information.

Mode: Configure

Step Command Purpose

1 |node(cfg) #show running-config Gives the best overview of all PPP related configura-
tion information. The following parts are of interest:
¢ profile ppp default

¢ profile ppp name

* interface name

* subscriber ppp name

* port ethernet slot port

* session name

2 |node(cfg) #show subscriber ppp [ name ] |Displays configuration information of the PPP sub-
scriber name or of all PPP subscribers

3 |node(pf-ppp)[name]#show profile ppp [Displays the PPP profile name or the default PPP
{ name | default } profile

Example: Display PPP subscriber configuration information

SN( sessi on) [ gr een] #show subscri ber ppp joe_exanple

Subscri bers:

Narre: j oe_exanpl e
Direction: di al - out
Aut henti cati on: pap

Identification (inbound): (none)
Identification (outbound): patton/patton

Ti meout for disconnect: no absolute tineout, no idle tineout
Max. sessions: no limt

| P address: (none)

Cal | back: (none)

Bi ndi ng: interface ppp_interface router

Bi ndi ng: interface ppp_interface router
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Example: Display a PPP profile

SN( pf - ppp) [ PPPoE] #show profile ppp PPPoE

Profiles:

Nane: def aul t
LCP Confi gure- Request: i nterval
LCP Confi gur e- Nak: max 5

LCP Term nat e- Request : i nterval
LCP Echo- Request : i nterval
MTU: 68 - 1920
MRU: 68 - 1920
Cal | back: bot h
CHAP: al | oned
PAP: al | oned
Aut henti cati on: i nterval

| PCP Confi gur e- Request : i nterval

| PCP Conf i gur e- Nak: max 5

| PCP Ter m nat e- Request : i nterval

Van- Jacobson Conpression: all owed,
Van- Jacobson Deconpr essi on: al | owed,

Nane: PPPoOE

LCP Confi gure- Request: i nterval
LCP Confi gur e- Nak: max 5

LCP Term nat e- Request : i nterval
LCP Echo- Request: i nterval
MT U 68 - 1492
MRU: 68 - 1492
Cal | back: bot h
CHAP: al | owed
PAP: al | oned
Aut henti cati on: i nterval

| PCP Confi gur e- Request : i nterval

| PCP Confi gur e- Nak: max 5

| PCP Ter m nat e- Request : i nterval

Van- Jacobson Conpression: all owed,
Van- Jacobson Deconpr essi on: al | owed,
Van- Jacobson Deconpressi on: al | owed,

Debugging PPP

3000 s, nmax 10

3000 s, max 2
10000 ns, nmax 3

3000 ns, max 3
3000 s, nmax 10

3000 s, max 2
max-slots 31
max-slots 31

3000 s, nmax 10

3000 s, max 2
10000 nsB, nmax 3

3000 s, max 3
3000 ns, nax 10

3000 s, max 2
max-sl ots 24
max- sl ots 31
max-slots 31

24 « PPP configuration

A set of commands is available to check the status of the PPP connection and the PPPoE session. Furthermore,
two debug monitors help to analyze the dynamic behavior. The commands are listed in the order which you
should follow in case you encounter problems with PPP. This procedure describes how to display PPP configu-

ration information
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Mode: Configure

Step Command

1 |node(cfg) #show ppp links [ level ]

SmarfWare Software Configuration Guide

Purpose

Displays status and configuration information of
the Link Control Protocol (LCP) and the authentica-
tion protocol(s) (PAP and/or CHAP). Check
whether the states of the two protocols are
‘Opened’.

level specifies to level of details displayed (1..4,
default is 1).

2 |node(cfg) #show ppp networks [ level ]

Displays status and configuration information of
the Network Control Protocol(s) (NCP), in particu-
lar the IP Control Protocol (IPCP). Check whether

the states of this protocol is ‘Opened’.

Under ‘Local configuration options’, you find the IP
address proposed by this SmartNode and under
‘Local acknowledged options’, the IP address
assigned by the remote peer.

level specifies to level of details displayed (1..4,
default is 1).

3 |node(cfg) #show pppoe [ name ]

Displays status, configuration information, and sta-
fistics of PPPoE in general and of the PPPoE ses-
sion(s). Check whether state of the respective
session is ‘Opened’.

level specifies to level of details displayed (1..4,
default is 1).

4 |node(cfg) #show port interface name

Displays status and configuration information of the
IP interface at which a PPP connection terminates.

Check whether state of the interface is ‘OPENED’.

Under ‘Local IP Address’, you find the IP address
assigned to the IP interface. If it does not corre-
spond to the IP address assigned by the PPP
remote peer, check whether the ‘ipaddress’ of the
IP interface is set to ‘'unnumbered’.

5 |node(cfg) #show port ethernet slot port
or

node(cfg) #show port serial slot port

Displays status and configuration information of the
Ethernet/serial port over which a PPP connection/
PPPoE sessions runs. Check whether state of the port
is ‘'OPENED’ and whether the encapsulation is set to
‘pppoe’ or ‘multi’ (only for Ethernet ports).

o

node(cfg) # [no] debug ppp [all | ... ]

Enables all or a particular PPP debug monitor.

7 |node(cfg) # [no] debug pppoe[all | ... ]

Enables all or a particular PPPoE debug monitor.
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Example: Display PPP link information
SN( cf g) #show ppp |inks 4

PPP Link I nformation:

Li nk:
I D 0
Nane: ethernet 0 O 0O/ pppoe/ ppp_green
Pr ot ocol s: LCP, PAP
LCP:
1 D 0
Nane: ethernet 0 0 0/ pppoe/ ppp_green
State: Opened
Conf-Req send rate: 3000mns
Max. Conf-Req: 10
Term Req send rate: 3000ms
Max. Term Req: 2
Echo-Req send rate: 10000ns
Max. Echo- Req: 3
Local 1D: 100000020390
Renote | D:

Local configured options:

Magi ¢ Nunmber = 0x00000000

MRU = 1492 [ 68, 1492]

ACCM = Oxffffffff
Local acknow edged opti ons:
Rerot e configured options:

Magi ¢ Number = 0xb89d9e6b

MRU = 1492 [ 68, 1492]

ACCM = Oxffffffff

Aut hentication Protocol = { PAP}
Renmot e acknow edged opti ons:

MRU = 1492 [ 68, 1492]

Magi ¢ Number = 0xb89d9e6b

Aut hentication Protocol = { PAP}
Renot e deni ed opti ons:
Renote rejected options:

PAP:
1 D 0
Nare: ethernet 0 O O/ pppoe/ ppp_green
State: Opened
Direction: suppl yi ng
Local authentication:
I Dt patton
Passwor d: patton
Success:
Renot e aut henti cation:
I D
Passwor d:
Success: Greetings!!
Aut h- Req send rate: 3000ns
Max. Aut h- Req: 3
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Example: Display PPP network protocol information

SN( sessi on) [ gr een] #show ppp networks 4

PPP Network | nfornmation:

Net wor k:

I D

Nane:

State:

| PCP:

1 D

Nanme:

State:

Conf-Req send rate:

Max. unanswer ed Conf- Req:

Local configured options:
I P Address = 172. 16. 40. 98
| P Conpressi on Protocol

Local acknow edged opti ons:
| P Address = 10.10.10. 2
| P Conpr essi on Protocol

Renot e configured options:
IP Address = 0.0.0.0
| P Conpressi on Protocol

Renmot e acknow edged opti ons:
| P Address = 10.10.10.1
I P Conpr essi on Protocol

Renot e deni ed opti ons:

Renote rejected options:

Example: Display PPPoE information
SN( sessi on) [ gr een] #show pppoe 4

PPPoE | nf or mati on:

I nst ance:
1D 0
Nane:
Initiation Send Interval 3000
Request Send Interval 1000
Max. Initiations 20

Max. Requests 3
Recei ved Cctets 7247
Recei ved Packets 181
Recei ved Di scards 0
Recei ved Errors 2

Recei ved Unknown Pr ot os 0

= VJC (Max- Sl ot-1d=31,

= VJC (Max- Sl ot -1 d=31,

= VJC (Max- Sl ot -1 d=24,

= VJC (Max- Sl ot -1 d=15,

0
ethernet 0 0 O/ pppoe/ ppp_green/ net
up

0

ethernet 0 0 0/ pppoe/ ppp_green/ net
Opened

3000ns

10

Conp- Sl ot -1 d=1)

Conp- Sl ot -1 d=1)

Conp- Sl ot -1 d=1)

Conp- Sl ot -1 d=1)

ethernet 0 0 O/ pppoe

ns
ns

Transmtted Cctets 2952
Transm tted Packets 152
Transm tted Di scards 1
Transmtted Errors 0
Sessi on:
1 D 1
Name: green
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Servi ce:

Access- Concentrator:

St at e: Opened

Sent Initiations: 1

Sent Requests: 1

Peer Session-ID: 3786

Peer MAC- Addr ess: 00: 01: 02: B8: 4E: E4

Sample configurations

24 « PPP configuration

PPP over Ethernet (PPPoE)

Without authentication, encapsulation multi, with NAPT
profile napt WAN

context ip router

interface nornmal _ip_interface
i paddress 172.16.1.1 255.255.0.0

interface ppp_interface
i paddr ess unnunber ed
poi nt -t o- poi nt
tcp adjust-nss rx ntu
tcp adjust-nss tx ntu
use profile napt WAN

context ip router
route 0.0.0.0 0.0.0.0 ppp_interface 0O

port ethernet 0 O
encapsul ation mul ti
bind interface normal _ip_interface
no shut down

pppoe

session green
bind interface ppp_interface
no shut down

With authentication, encapsulation PPPoE
context ip router

interface ppp_interface
i paddr ess unnunber ed
poi nt -t o- poi nt
tcp adjust-nss rx ntu
tcp adjust-mss tx ntu

subscri ber ppp joe_exanpl e

di al out
aut henti cati on pap

Sample configurations
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i dentification outbound <user> password <password>
bind interface ppp_interface router

port ethernet 0 O
encapsul ati on pppoe
no shut down

pppoe

sessi on green
bi nd subscri ber joe_exanple
no shut down

PPP over serial link

Without authentication, numbered interface
context ip router

interface ppp_interface
i paddress 172.17.1.1 255. 255. 255. 252
poi nt -t o- poi nt

port serial 0 O
encapsul ati on ppp
bind interface ppp_interface
no shut down

With authentication, unnumbered interface
context ip router

interface ppp_interface
i paddr ess unnunber ed
poi nt -t o- poi nt

subscri ber ppp joe_exanpl e
dial in
aut henti cati on pap
identification inbound <user> password <password>
bind interface ppp_interface router

port serial 0 O
encapsul ati on ppp
bind interface ppp_interface
no shut down
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Introduction

This chapter describes how to configure the VPN connections between two SmartNodes or between a
SmartNode and a third-party device.

A virtual private network (VPN) is a private data network that uses the public telecommunications infrastruc-
ture, maintaining privacy through the use of a tunneling protocol and security procedures.

There are different technologies to implement a VPN. SmartWare applies the internet protocol security (IPsec)
Architecture (see RFC 2401). The following sections describe the main building blocks of the IPsec architec-
ture as implemented in SmartWare.

Avuthentication
Authentication verifies the integrity of data stream and ensures that it is not tampered with while in transit. It
also provides confirmation about data stream origin.

Two authentication protocols are available:
* Authentication header (AH): protects the IP payload, the IP header, and the authentication header itself

* Encapsulating security payload (ESP): protects the IP payload and the ESP header and trailer, but not the
IP header

Two algorithms perform the authentication:

* HMAC-MD5-96: is a combination of the keyed-hashing for message authentication (HMAC) and the mes-
sage digest version 5 (MD5) hash algorithm. It requires an authenticator of 128-bit length and calculates a
hash of 96 bits over the packet to be protected (see RFC 2403).

¢ HMAC-SHA1-96: is a combination of the (HMAC) and the secure hash algorithm version 1 (SHA1). It
requires an authenticator of 160 bit length and calculates a hash of 96 bits over the packet to be protected
(see REFC 2404).

Encryption
Encryption protects the data in transit from unauthorized access. Encapsulating security payload (ESP) is the
protocol to transport encrypted IP packets over IP (see RFC 2400).

The following encryption algorithms are available:

Key Length [Bit] RFC

DES-CBC (Data Encryption Standard - Cipher Block Chaining) 56 2405

3DES-CBC (Triple Data Encryption Standard - Cipher Block Chaining) 128 or 192¢ 1851

AES-CBC (Advanced Encryption Standard - Cipher Block Chaining) 128, 192, or 256 3268
0. The 3DES algorithm uses only 112 out of the 128 Bit or 168 out of the 192 Bit as key information. Cisco only supports 192 Bit keys with 3DES.

The single DES algorithm no longer offers adequate security because of its short key length (a minimum key
length 100 bits is reccommended). The AES algorithm is very efficient and allows the fastest encryption. AES
with a key length of 128 bits is therefore the recommended algorithm.
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Transport and tunnel modes
The mode determines the payload of the ESP packet and hence the application:

 Transport mode: Encapsulates only the payload of the original IP packet, but not its header, so the IPsec
peers must be at the endpoints of the communications link.

* A secure connection between two hosts is the application of the transport mode.

* Tunnel mode: Encapsulates the payload and the header of the original IP packet. The IPsec peers can be
(edge) routers that are not at the endpoints of the communications link.

A secure connection of the two (private) LANS, a ‘tunnel’, is the application of the tunnel mode.

Key management

The current implementation of IPsec in SmartWare works with pre-shared keys (also called manual keying or
manual [Psec). Keys are manually generated, distributed, and stored as a hexa-decimal string in the startup-con-
figuration of the SmartNode and its peer.

Note Depending on the processing hardware applied to reverse engineering a DES
key, it can take from 3 hours to 3 days to break the key. Thus, for maximum
security, DES keys must be manually updated regularly. AES- or 3DES-keys,
because they are much more complex, take so much longer to break as to be
practically infinite.

The Internet key exchange (IKE) protocol is not currently supported.

VPN configuration task list

To configure a VPN connection, perform the following tasks:
* Creating an [Psec transformation profile

* Creating an IPsec policy profile

* Creating/modifying an outgoing ACL profile for IPsec
 Configuration of an IP Interface and the IP router for IPsec
* Displaying IPsec configuration information

* Debugging IPsec

Creating an IPsec transformation profile
The IPsec transformation profile defines which authentication and/or encryption protocols, which authentica-
tion and/or encryption algorithms shall be applied.

Procedure: To create an IPsec transformation profile
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Mode: Configure

mac-shal-96 }Enables authentication and defines the authentication protocol and the hash algorithm

Step Command Purpose

1 node(cfg)#profile ipsec-transform name |Creates the IPsec transformation profile name

2 node(pf-ipstr)[name]#esp-encryption { Enables encryption and defines the encryp-
optional|aes-cbc | des-cbc | 3des-cbc } [key-length] [tion algorithm and the key length

Supported key lengths see section “Encryp-
tion” on page 282

3 node(pf-ipstr)[name]#{ ah-authentication |Enables authentication and defines the
optional|| esp-authentication } {hmac-md5-96 | |authentication protocol and the hash algo-
hmac-sha1-96 } rithm

Use no in front of the above commands to delete a profile or a configuration entry.
Example: Create an IPsec transformation profile
The following example defines a profile for AES-encryption at a key length of 128.

SN(cfg)#profile ipsec-transform AES 128
SN( pf-i pstr) [ AES_128] #esp- encrypti on aes-cbc 128

Creating an IPsec policy profile

The IPsec policy profile supplies the keys for the encryption and/or the authenticators for the authentication,
the security parameters indexes (SP1s), and IP address of the peer of the secured communication. Furthermore,
the profile defines which IPsec transformation profile to apply and whether transport or tunnel mode shall be
most effective.

The SPI identifies a secured communication channel. The IPsec component needs the SPI to select the suitable
key or authenticator. Inbound and outbound channels can have the same SPI, but the channels in the same
direction—inbound or outbound—must have unique SPIs. The SPI is not encrypted and can be monitored.

Procedure: To create an IPsec policy profile
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Mode: Configure

Step Command

1 node(cfg)#profile ipsec-policy-man-
val name

25 ¢ VPN configuration

Purpose

Creates the IPsec policy profile name

2 node(pf-ipstr)[name]#use profile
ipsec-transform name

Selects the IPsec transformation profile to be
applied

3 node(pf-ipstr)[name]#session-key
optional | inhound | outbound }

{ ah-aauthentication | esp-
authentication | esp-encryption } key

Sets a key for encryption or an authenticator for
authentication, either for inbound or outbound
direction. The key shall consist of hexadecimal
digits (0..9, A..F); one digit holds 4 Bit of key

information.

The key setting must match definitions in the
respective IPsec transformation profile. In particu-
lar, the length of the key or authenticator must
match the implicit (see section “Authentication”
on page 282 and “Encryption” on page 282) or
explicit specification.

Keys must be available for inbound and out-
bound directions. They can be different for the
two directions. Make sure that the inbound key
of one peer matches the outbound key of the
other peer.

4 node(pf-ipstr)[name]#spi
{ inbound | outbound } { ah | esp } spi

Sets the SPI for encryption (esp) or authentication
(ah), either for inbound or outbound direction.
The SPI shall be a decimal figure in the range
1..2%2-1.

SPIs must be available for encryption and/or
authentication as specified in the respective IPsec
transformation profile.

SPls must be available for inbound and outbound
directions. They can be identical for the two
directions but must be unique in one direction.
Make sure that the inbound SPI of one peer
matches the outbound SPI of the other peer.

5 node(pf-ipstr)[name]#peer ip-address

Sets the IP address of the peer

Note The peers of the secured
communication must have
static IP address. DNS reso-
lution is not available yet.

6 node(pf-ipstr)[name]#mode

{ tunnel | transport }

Selects tunnel or transport mode

Use no in front of the above commands to delete a profile or a configuration entry.

VPN configuration task list
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Example: Create an [Psec policy profile

The

following example defines a profile for AES-encryption at a key length of 128.

SN(cfg)#profile ipsec-policy-mnual ToBerne

SN( pf -i psma) [ ToBer ne] #use profile ipsec-transform AES 128
SN( pf -i psma) [ ToBer ne] #sessi on- key i nbound esp-encryption
1234567890ABCDEF1234567890ABCDEF

SN( pf - i psma) [ ToBer ne] #sessi on- key out bound esp-encryption
FEDCBA0987654321FEDCBA0987654321

SN( pf -i psma) [ ToBer ne] #spi i nbound esp 1111

SN( pf -i psma) [ ToBer ne] #spi  out bound esp 2222

SN( pf -i psma) [ ToBer ne] #peer 200. 200. 200. 1

SN( pf -i psma) [ ToBer ne] #node t unnel

Creating/modifying an outgoing ACL profile for IPsec
An access control list (ACL) profile in the outgoing direction selects which outgoing traffic to encrypt and/or
authenticate, and which IPsec policy profile to use. IPsec does not require an incoming ACL.

Note Outgoing and incoming IPsec traffic passes an ACL (if available) twice, once
before and once after encryption/authentication. So the respective ACLs
must permit the encrypted/authenticated and the plain traffic.

For detailed information on how to set-up ACL rules, see chapter 18, “Access control list configuration” on
page 203.

Procedure: To create/modify an outgoing ACL profile for IPsec
Mode: Configure

Step Command Purpose
1 |node(cfg)#profile acl name Creates or enters the ACL profile name
2 |node(pf-ipstr)[namel#permit ... The expression ‘ipsec-policy name’ appended to a

permit ACL rule activates the IPsec policy profile
name to encrypt/authenticate the traffic identified
by this rule.

[ ipsec-policy name ]

Note New entries are appended at the end of an ACL. Since the position in the list
is relevant, you might need to delete the ACL and rewrite it completely.

Example: Create/modify an ACL profile for IPsec

The

following example configures an outgoing ACL profile that interconnects the two private networks

192.168.1/24 and 172.16/16.

SN(cfg)#profile acl VPN _Qut

SN(pf-acl)[VPN_Qut]#permit ip 192.168.1.0 0.0.0.255 172.16.0.0 0.0.255.255 i psec-
policy ToBerne

SN(pf-acl)[ VPN_Qut] #permit ip any any
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Configuration of an IP interface and the IP router for IPsec

The IP interface that provides connectivity to the IPsec peer, must now activate the outgoing ACL profile con-
figured in the previous section. Furthermore, the IP router must have a route for the remote network that
points to the respective IP interface.

Procedure: To activate the outgoing ACL profile and to establish the necessary route

Mode: Configure

Step Command Purpose

1 node(cfg)#context ip router Enter IP context

2 node(ctx-ip)[router]#interface ifname  |Create/enter the IP interface iFname

3 node(if-ip)[iFname]# use profile acl Activate the outgoing ACL profile name

name out

4 node(if-ip)[iFname]#context ip router |Enter IP context

5 node(ctx-ip)[router]#route remote-net- Creates a route for the remote network that
optional|work-address remote-network-mask ifname O|points the above IP interface ifFname

You can omit this setting if the default route
already points to this IP interface or to a next hub
reachable via this IP interface, and if there is no
other route.

Make also sure that the IP router knows how to
reach the peer of the secured communication.
Usually, a default route does this job.

Example: Activate outgoing ACL and establish route

The following example configures an outgoing ACL profile that interconnects the two private networks

192.168.1/24 and 172.16/16.

SN(cf g)#context ip router
SN(ctx-ip)[router]#interface WAN

SN(i f -
SN(i f -

i p) [ WAN] #use profile acl VPN_Qut out
i p) [ WAN] #context i p router

SN(ctx-ip)[router]#route 172.16.0.0 255.255.0.0 WAN O

Displaying IPsec configuration information
This section shows how to display and verify the IPsec configuration information.

Procedure: To display IPsec configuration information

Mode: Configure

Step Command Purpose
1 node(cfg)#show profile ipsec-trans- |Displays all IPsec transformation profiles
optional |form
2 node(cfg)#show profile ipsec-policy- |Displays all IPsec policy profiles
optional /manual

VPN configuration task list
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Example: Display IPsec transformation profiles

SN( cf g) #show profile ipsec-transform
| PSEC transform profil es:

Name: AES 128
ESP Encryption: AES-CBC, Key length: 128
Example: Display IPsec policy profiles

SN( cf g) #show profil e i psec-policy-nmanual
Manual | y keyed | Psec policy profiles:

Narme: ToBerne, Peer: 200.200.200.1, Mde: tunnel, transformprofile: AES 128
ESP SPI | nbound: 1111, CQutbound: 2222

ESP Encryption Key | nbound: 1234567890ABCDEF1234567890ABCDEF

ESP Encrypti on Key Qut bound: FEDCBA0987654321FEDCBA0987654321

Debugging IPsec

A debug monitor and an additional show command are at your disposal to debug IPsec problems.

Procedure: To debug IPsec connections

Mode: Configure

Step Command Purpose
1 node(cfg)#debug ipsec Enables IPsec debug monitor
2 node(cfg)#show ipsec security-associ- | Summarizes the configuration information of all
optional |ations IPsec connections. If an IPsec connection does

not show up, then one or more parameters are
missing in the respective Policy Profile.

The information ‘Bytes (processed)’ supports
debugging because it indicates whether IPsec
packets depart from (‘OUT’) or arrive at ('IN’) the
SmartNode.

Example: IPsec Debug Output

SN( cf g) #debug i psec
| PSEC nonitor on
23:11: 04 ipsec > Could not find security association for inbound ESP packet.
SPI : 1201
Example: Display IPsec Security Associations

SN( cf g) #show i psec security-associations
Active security associations:
Dir Type Pol i cy Mode Udp- Encapsul ati on

Peer SPI AH SPI ESP AH ESP- Aut h ESP- Enc
Bytes (processed/lifetinme) Seconds (age/lifetine)
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I'N  MANUAL ToBer ne Tunnel no

200. 200. 200. 1 - 1111 - - AES- CBC 128
3622/ unlimted 19047/unlimted

OUT MANUAL ToBer ne Tunnel no

200. 200. 200. 1 - 2222 - - AES- CBC 128
2857/unlimted 19047/ unlimted

Sample configurations

The following sample configurations establish IPsec connections between a SmartNode and a Cisco router. To
interconnect two SmartNodes instead, derive the configuration for the second SmartNode by doing the follow-
ing modifications:

* Swap ‘inbound’ and ‘outbound’ settings

* Adjust the ‘peer’ setting

 Swap the private networks in the ACL profiles

* Adjust the IP addresses of the LAN and WAN interfaces

* Adjust the route for the remote network

IPsec tunnel, DES encryption

SmartNode configuration
profile ipsec-transform DES
esp-encrypti on des-cbc 64

profile ipsec-policy-mnual VPN _DES
use profile ipsec-transform DES
sessi on-key inbound esp-encryption 1234567890ABCDEF
sessi on-key outbound esp-encryption FEDCBA0987654321
spi i nbound esp 1111
spi out bound esp 2222
peer 200. 200. 200.1
nmode tunnel

profile acl VPN _Qut
permt ip 192.168.1.0 0.0.0.255 172.16.0.0 0.0.255. 255 i psec-policy VPN _DES
permt ip any any

profile acl VPN_In
permt esp any any
pernit ah any any
permt ip 172.16.0.0 0.0.255.255 192.168.1.0 0.0.0.255
deny ip any any
context ip router

interface LAN
i paddress 192.168.1.1 255.255.255.0

interface WAN
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i paddr ess 200. 200. 200. 2 255. 255. 255. 252
use profile acl VPN In in
use profile acl VPN _Qut out

context ip router
route 0.0.0.0 0.0.0.0 200.200.200.1 0
route 172.16.0.0 255.255.0.0 WAN O

Cisco router configuration
crypto i psec transform set DES esp-des
|

crypto map VPN_DES | ocal - address Fast Et hernet 0/ 1

crypto map VPN _DES 10 i psec- nanua

set peer 200.200. 200. 2

set session-key inbound esp 2222 ci pher FEDCBA0987654321
set session-key outbound esp 1111 ci pher 1234567890ABCDEF
set transformset DES

mat ch address 110

!
access-list 110 pernit ip 172.16.0.0 0.0.255.255 192.168.1.0 0.0.0. 255
!
interface FastEthernet0/0

ip address 172.16.1.1 255.255.0.0

!
interface FastEthernet0/1

i p address 200. 200. 200. 1 255. 255. 255. 252

crypto map VPN_DES

1

ip route 192.168.1.0 255.255.255.0 FastEthernet0/1

IPsec tunnel, AES encryption at 256 bit key length, AH authentication with HMAC-
SHA1-96

SmartNode configuration
profile ipsec-transform AES_SHAL
esp-encrypti on aes-cbc 256
ah-aut henti cati on hmac-shal- 96

profile ipsec-policy-mnual VPN _AES SHA1l

use profile ipsec-transform AES SHAL

sessi on- key i nbound ah-authentication 1234567890ABCDEF1234567890ABCDEF12345678

sessi on- key out bound ah-aut henti cati on FEDCBA0987654321FEDCBA0987654321FEDCBA09

sessi on-key inbound esp-encryption
1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

sessi on- key outbound esp-encryption
FEDCBA0987654321FEDCBA0987654321FEDCBA0987654321FEDCBA0987654321

spi i nbound ah 3333

spi outbound ah 4444

spi i nbound esp 5555

spi out bound esp 6666

peer 200. 200. 200.1

node tunnel
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Rest of the configuration, see above, just change the name of the | Psec policy pro-
file in the ACL profile VPN _CQut

Cisco router configuration
crypto i psec transformset AES SHAl ah-sha-hmac esp-aes 256
|

crypto map VPN_AES SHA1 | ocal - address Fast Et hernet 0/ 1

crypto map VPN_AES SHA1l 10 i psec- manual

set peer 200.200. 200. 2

set session-key inbound esp 6666 cipher
FEDCBA0987654321FEDCBA0987654321FEDCBA0987654321FEDCBA0987654321

set session-key outbound esp 5555 ci pher
1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

set session-key inbound ah 4444 FEDCBA0987654321FEDCBA0987654321FEDCBA09
set session-key outbound ah 3333 1234567890ABCDEF1234567890ABCDEF12345678
set transformset AES SHAl

mat ch address 110
!

For the remainder of the configuration (see above), just change the name of the IPsec policy profile in the ACL
profile VPN_Out

IPsec tunnel, 3DES encryption at 192 bit key length, ESP authentication with
HMAC-MD5-96

SmartNode configuration
profile ipsec-transform TDES_MD5
esp-encryption 3des-chc 192
esp-aut henti cati on hnmac- nd5- 96

profile ipsec-policy-mnual VPN TDES MD5

use profile ipsec-transform TDES M5

sessi on- key inbound esp-authentication 1234567890ABCDEF1234567890ABCDEF

sessi on- key out bound esp-aut henticati on FEDCBA0987654321FEDCBA0987654321

sessi on- key inbound esp-encryption
1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF

sessi on- key outbound esp-encryption
FEDCBA0987654321FEDCBA0987654321FEDCBA0987654321

spi i nbound esp 7777

spi out bound esp 8888

peer 200. 200. 200.1

nmode tunnel

For the remainder of the configuration (see above), just change the name of the IPsec policy profile in the ACL
profile VPN_Out

Cisco router configuration
crypto i psec transform set 3DES _MD5 esp-3des esp- nd5- hrmac
|

crypto map VPN_3DES MD5 | ocal - address Fast Et hernet 0/ 1

crypto map VPN _3DES_MD5 10 i psec- manual
set peer 200.200. 200. 2
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set session-key inbound esp 8888 ci pher
FEDCBA0987654321FEDCBA0987654321FEDCBA0987654321 aut henti cat or
FEDCBA0987654321FEDCBA0987654321

set session-key outbound esp 7777 ci pher
1234567890ABCDEF1234567890ABCDEF1234567890ABCDEF aut hent i cat or
1234567890ABCDEF1234567890ABCDEF

set transform set 3DES M5

mat ch address 110
!

For the remainder of the configuration (see above), just change the name of the IPsec policy profile in the ACL
profile VPN_Oust.
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Introduction

SmarfWare Software Configuration Guide

This chapter gives an overview of SmartWare circuit-switching (CS) context and associated components, and
describes the tasks involved in its configuration. It describes the steps needed configure voice connectivity, and
refers to other chapters where a configuration topic is explained in more detail. Before reviewing the content in
this chapter, read the SmartWare configuration concepts as described in chapter 2, “Configuration concepts”

on page 35.

The CS context in SmartWare is a high level conceptual entity that is responsible for all aspects of circuit sig-
naling, switching, and emulation. Besides the CS context itself, the CS entity consists of the following (indi-

cated by the shaded area enclosed by a dashed line in figure 49):

¢ The CS interfaces

e ISDN and FXS ports

* Tone-set profiles

 SIP and H.323 gateways
*  VoIP profiles
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Figure 49. CS context configuration components
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The CS context and its associated components route and establish voice calls. For example, the signaling for
dial-up circuits is routed and the corresponding voice call circuits are switched between PSTN (ISDN, FXS)
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interfaces and via VoIP interfaces (H.323, SIP) to the VoIP gateways and the IP context (see section “Configur-
ing call routing” on page 298 for more details).

CS context configuration task list

Information needed for CS entity configuration is distributed among several configuration tasks, depending on
its logical content. For example, information pertaining to call routing is described in section “Configuring call
routing” on page 298. These configuration tasks can be described in other chapters; thus, to configure call
routing you have to refer to chapter 27, “CS interface configuration” on page 315 and chapter 33, “Call router
configuration” on page 361.

This chapter shows you the relationship between the CS configuration components. We recommend that you
perform the CS context configuration in the sequence described below. Many of the parameters have default
values that do not need to be changed, which means that you do have to modify all of the described configura-
tion tasks. In such cases it is stated in the text that you can skip the optional configuration task.

Configuring a H.323 VoIP connection

1. Planing the CS configuration

2. Configuring general CS settings

3. Confguring call routing

4. Configuring dial tones (advanced)

5. Configuring voice over IP settings (advanced)
6. Configuring ISDN ports

7. Configuring FXS ports

8.

9.

Configuring a SIP VoIP connection

10. Activating the CS context configuration

Planning the CS configuration

There are many policies and factors that can influence the CS context configuration. It depends on what your
application is and how your network is configured. Several factors to consider for planning your CS configura-
tion are listed below:

* Application/network scenario

¢ Peripheral devices, such as PBX or remote VoIP gateway.

* VoIP protocol (H.323 gatekeeper settings or SIP registrar and proxy settings)
* Number and type of interface cards installed in your SmartNode

* Call routing

CS context configuration task list 295



26  CS context overview SmarfWare Software Configuration Guide

Figure 50 shows a typical application with a remote office in an enterprise network. The example focuses on the
SmartNode in the remote office. There is an ISDN phone, a personal computer, a connection to the public ISDN
network, and a connection to the IP backbone. The VoIP protocol used is H.323 with a codec G.711. A call can
be routed to the IP backbone and the public ISDN network depending on its prefix and number length.

Remote Office Main Office

‘ Call Routing
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Figure 50. Remote office in an Enterprise network
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An application like that shown in figure 50 would require the following CS configuration:

¢ Since the remote office is connected to the public switched telephone network, the clock-source comes from
the corresponding ISDN port. (Described in section “Configuring general CS settings” on page 297).

296 Planning the CS configuration



SmartWare Software Configuration Guide 26 ¢ CS context overview

Note Be careful when choosing where you get your clock source, if the clock used
for packaging the ISDN voice frames is not synchronized with the remote
ISDN clock, bit errors may result (such synchronization problems would
probably cause a fax transmission to fail).

* Two BRI ports will be needed, the first port for the ISDN phone and the second for the public ISDN net-
work (see section “Configuring ISDN ports” on page 301).

* Two ISDN interfaces will be needed, each bound to a BRI port (see section “Configuring call routing” on
page 298)

* An H.323 interface is required in order to use H.323 (see section “Configuring call routing” on page 298)

* The call router routing tables, and the H.323 and ISDN interfaces will have to be configure to support call
routing (see section “Configuring call routing” on page 298).

Calls are routed from an ISDN phone with a number in the range of 1xx—5xx to the main office with a fall-
back to the PSTN. All other calls are routed from the ISDN phone to the PSTN and from the PSTN or
main office to the ISDN phone.

e The H.323 gateway must be configured to use the G.711 codec (see section “Configuring an H.323 VoIP
connection” on page 301)

* Two Ethernet ports and their corresponding IP interfaces will be needed.

You must not start to configure the CS context and its components until you have finished planning your voice
environment. The following chapters explain how to convert the planned voice environment into the Smart-
Ware CS configuration. The IP configuration is not a topic in this example. For more information on IP con-
figuration refer to chapter 10, “IP context overview” on page 117.

Configuring general CS settings

There are several parameters that cannot be collected into one specific configuration task, because they are
independent of the rest of the CS context configuration and apply mostly to an interface card or even to the
entire SmartNode. In most cases, the default value is acceptable, so that you do not need to perform these con-
figuration tasks:

* Configuring the clock source—A reference clock is needed for packaging the ISDN voice frames. The ref-
erence clock can be generated internally or obtained from an external source (e.g. public ISDN). If you do
have a connection to a public ISDN, select that as your source for the reference clock.

¢ Selecting PCM law compression—The PCM law-select specifies the voice characteristic compression
curve. Two values are possible: 2-Law (used in Europe) and p-Law (used in the USA).

Procedure: To set the general CS parameters
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Mode: System

Step Command

1 |node(sys)#clock-source internal
or
node (sys)#clock-source slot-number port-number

SmarfWare Software Configuration Guide

Purpose

Generates the reference clock interno"y
or specifies a specific port o receive the
reference clock.

2 |node (sys)#ic voice slot-number

Changes to ic_voice mode.

3 |node (ic-voice)[slot-number]#pcm law-select {
alaw | vuLaw }

Selects the PCM alaw for Europe or
ulaw for USA.

Configure: General CS settings

The following example configures the general CS parameters

SN>enabl e

SN#confi gure

SN( cf g) #system

SN(sys) #cl ock-source 1 0

SN(sys)#ic voice 1

SN(i c-voice)[ 1] #pcm | aw sel ect alLaw
SN(i c-voice)[ 1] #exit

Configuring call routing

Calls through a SmartNode can be routed according to a set of routing criteria. The entity that manages call
routing is called the cal/ router. Calls are routed from one CS interface to another. The call router determines
the destination interface for every incoming call. It supports complex call routing and call property manipula-
tion (e.g. number manipulation) functions. See chapter 33, “Call router configuration” on page 361.

Call routing occurs in the context CS element between several CS interfaces. Accordingly, a CS context and
two or more CS interfaces must be created. There are four types of CS interfaces: two PSTN (ISDN and FXS)
and two VoIP (H.323 and SIP). The differences between these interfaces are explained later.
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Figure 51 shows a call set up from the A-party on the left to the B-party on the right. The call is routed from
the phone on the left-hand side over the ISDN interface directly to an H.323 interface. Once it has passed the
IP context and the IP network, the other SmartNode—from the H.323 interface to the ISDN interface and
then over the BRI port to the B-party phone—routes the call.

Note Because call routing occurs only in the CS context, in future figures the con-
text IP is omitted. For configuring call routing you have to create the CS
interfaces and the call router tables as described in the chapters below. For
simple call routing directly from one interface to another you can even omit
creating call router tables.

Creating and configuring CS interfaces

SmartWare supports multiple instances of the CS context. The name of the default instance is switch. The
name and number of CS interfaces depends on your own configuration. The interfaces on the CS context rep-
resent logical connections to other equipment or networks. CS interfaces are used as source and destination in

the call router. VoIP CS interfaces (H.323 and SIP) are bound to a gateway. ISDN and FXS ports are bound
up to a PSTN interface (ISDN and FXS, respectively.).

Interface names can be any arbitrary string with a maximum of 25 characters. For ease of identification, the
interface type can be a part of the name. For examples and information on how to create CS interfaces, refer to
chapter 27, “CS interface configuration” on page 315.

Specify call routing
As mentioned previously, for basic call routing you can omit creating call router tables. SmartWare offers two
levels of call routing:

* Basic interface routing

* Advanced call routing
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Basic interface routing allows you to forward all incoming calls on a CS interface directly to a destination CS
interface. The call router allows you to route calls to all available CS interfaces, based on a call property such as
calling number, destination number and ISDN bearer capability and many more.

We recommend that you first carefully consider what interfaces and call router tables are required to achieve
your goals on a sheet of paper, then start creating and configuring CS interfaces, and setting up call router
tables.

To configure basic interface routing refer to chapter 27, “CS interface configuration” on page 315. Other top-
ics that belong to call routing are also explained in this chapter.

To configure advanced call routing in relation to the call router tables refer to chapter 33, “Call router configu-
ration” on page 361. In this chapter, the differences between basic interface routing and advanced call routing
are described in more detail.

Configuring dial tones

SmartWare supports country-specific, configurable, in-band dial tones that are generated for specific events,
For example, alerting, and dialing or busy signals. The tones are configured in tone-set profiles that are used
from a specific CS interface.

If no tone-set profile is specified, a default tone-set profile is used. In most cases, the default profile can be used,
so you do not need to perform this configuration task.

Configuring voice over IP parameters

In SmartWare, there are many configurable parameters that can affect a voice over IP connection. SmartWare
supports the H.323 and the SIP protocols that transmit voice packets over IP.

The wvoice over IP (VolIP) parameters are configured in the VoIP profile. A VoIP profile is used by a H.323 or
SIP interface. All calls going through that interface (see figure 51 on page 299) use the settings in the VoIP pro-
file. The following parameters are configured in the VoIP profile:

* Codecs

* Fax transmission

* Filters

e DTMEF relay

* Echo canceller

¢ Silence compression
* Voice volume

* Degjitter buffer

Refer to chapter 40, “VoIP profile configuration” on page 475 to configure general VoIP parameters. Some set-
tings can adversely affect the voice quality perceived by the user and the bandwidth requirements of VoIP con-
nections, so be sure you understand the meaning of the commands before changing any settings. Most of the
default values of these parameters are adequate, so that you generally do not need to perform these configura-
tion tasks.
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If no VoIP profile is specified to be used on an interface, a default VoIP profile is used. In most cases, the
default profile can be used, so you just need to change the default VoIP profile.

Configuring ISDN ports

BRI and E1/T1 ports represent physical ports on the SmartNode. The configuration of the ISDN ports
depends on the port type (BRI, E1 or T1), and on the connected voice device. To configure the ISDN ports,
refer to chapter 35, “ISDN port configuration” on page 425.

Configuring FXS ports

EXS ports represents physical ports on the SmartNode. To configure the FXS ports, refer to chapter 36, “FXS
port configuration” on page 441.

Configuring an H.323 VolIP connection

To configure a H.323 connection, you have to specify the voice codec selection used for the VoIP profile and
the call signaling.

Configuring the voice codec for an H.323 connection is done on a H.323 interface by specifying the VoIP pro-
file that shall be used. The VoIP profile contains an ordered list of codecs that must be used for codec negotia-
tion for all calls that pass this interface. During a call setup, the first codec that is specified in the VoIP profile is
taken. For information how to configure the codecs, refer to chapter 40, “VoIP profile configuration” on

page 475.

H.323 ofters direct call signaling and gatekeeper routed call signaling methods. For direct call signaling, you have
to specify the remote terminal or gateway on each H.323 interface. Gatekeeper routed call signaling uses a
gatekeeper to find the destination address. For examples and information on how to configure direct call sig-
naling on H.323 voice connections, refer to chapter 31, “H.323 interface configuration” on page 347. To con-
figure gatekeeper routed call signaling on H.323 voice connections, refer to chapter 38, “H.323 gateway
configuration” on page 451.

Configuring a SIP VoIP connection

To configure a SIP connection, you have to specify the voice codec selection and the call signaling method for
the VoIP profile.

Configuring the voice codec for a SIP connection is similar to the H.323 connection. You have to specify the
VoIP profile that shall be used on a SIP interface. The VoIP profile contains an ordered list of codecs that shall
be used for codec negotiation for all calls that pass this interface. During a call setup, the first codec that is
specified in the VoIP profile is taken. For information on how to configure the codecs, refer to chapter 40,
“VoIP profile configuration” on page 475.

You can configure the SIP gateway to register to a registrar with multiple URIs. Optionally, you can configure
the SIP gateway to send all requests to an outbound proxy or redirect server.

You have several options on how to build a destination URI (To-URI) of an outgoing SIP call. You can use the
called party number in conjunction with the specified domain name or you can set a specific URI by the call
router, based on other call properties. For examples and information on how to configure the SIP gateway, refer
to chapter 39, “SIP gateway configuration” on page 465. To configure SIP interfaces, refer to chapter 32, “SIP
interface configuration” on page 355.
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Activating CS context configuration

After configuring the CS context and its components, the configuration must be activated. This includes bind-
ing the physical ports (BRI, E1, T1 or FXS ) to the CS interfaces (ISDN and FXS) and enabling the gateways,
ports, and the CS context.

In order to become functional, each ISDN or FXS interface must be bound from one BRI, E1, T'1, or FXS
port from which it receives incoming calls, and to which it forwards outgoing calls. Unlike ISDN and FXS
interfaces, VoIP interfaces (H.323 and SIP interfaces) must be bound to a gateway.

Note The difference between VoIP and PSTN interface is that VoIP interfaces are
bound to a gateway while PSTN ports are bound to a CS interface. After
binding to become active, the BRI, E1, T1 or FXS port must be enabled.

To bind an ISDN port to an ISDN interface, refer to chapter 35, “ISDN port configuration” on page 425. To
bind an FXS port to an FXS interface, refer to chapter 36, “FXS port configuration” on page 441. Likewise, the
H.323 or SIP gateway must be enabled. Additionally, the H.323 or SIP gateway must be bound to a specific IP
interface. For more information, refer to chapter 38, “H.323 gateway configuration” on page 451 or chapter
39, “SIP gateway configuration” on page 465.

In order to become active, the CS context must be enabled. When recovering from the shutdown status, the
CS context and call router configuration is checked and possible errors are indicated. The call router debug
monitor can be enabled to show the loading of the CS context and call router configuration. SmartWare offers
a number of possibilities to monitor and debug the CS context and call router configurations. For example, the
call router debug monitor enables you to follow the sequence of tables and functions examined by the call
router for each call setup. Refer to chapter 42, “VoIP debugging” on page 497 for an introduction to the con-
figuration debugging possibilities in SmartWare.

Note You can modify the configuration at runtime; changes will be active after 3
seconds. It is not necessary to shutdown the CS context before making con-
figuration changes, a newly created or changed configuration is automati-
cally loaded as long as the context CS is not shut down. Currently open calls
are not affected by this reload.

There are several possibilities to show the actual CS context configuration. For more information on the show
command, refer to the respective configuration chapters or to the chapter 27, “CS interface configuration” on
page 315” and chapter 33, “Call router configuration” on page 361.

Procedure: Show the CS context configuration, enable the call router debug monitor and activate the
CS context
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Mode: Context CS

Step

1 |node(ctx-cs)[switch]#show call-router config detail

level

Command

26 ¢ CS context overview

Purpose

Show the CS context configuration.
Level could be 1..5. Level 1 shows less,
level 5 shows all information.

2 |node (ctx-cs)[switch]#debug call-router detail /evel

Enable the call-router debug monitor.
Level could be 1..5. Level 1 only logs
errors, level 5 shows all relevant infor-
mation to track calls through routing
tables.

3 | node (ctx-cs)[switch]#no shutdown

Enable the CS context, checks the inter-
face and call router configuration

4 |node(ctx-cs)[switch]#show call-router status detail

level

Show the actual state of the call router.
This includes all configured tables as
they were read-in from the configura-
tion.

Example: Enable CS Context

The following example shows how to enable the call router debug monitor and how to enable the CS context.

It also shows the output from the call router debug monitor.

SN( cf g) #show cal | -router config detail

Tabl e swi tch/ TAB-
Key
itc

| SDN- SERVI CE:
Val ue

Dest - Type Dest - Nane

unrestricted-digi
def aul t

Tabl e switch/ TAB-
Key
cal |l ed-el64

dest-interface | F-LOCAL-BA
dest-tabl e TAB- DEST- A

Dest - Type Dest - Name

00

07[ 4- 6]
0336652. . .
def aul t

Tabl e swi t ch/ CAC-
Key
cal |l ed-el64

APPLE:
Val ue
cal | ed-el64

MAP- CAC- ORANGE dest-interface | F-LOCAL-BA
MAP- CLI - MELON dest-interface | F-NODE-C
MAP- CAC- APPLE dest-interface | F-LOCAL-BA
dest-interface | F- NODE-B
dest-interface | F-LOCAL-BA

Dest - Type Dest - Nane

SN( cf g) #debug cal

1055\1

| -router

SN( cf g) #cont ext cs
SN(ct x-cs)[switch]#no shut down
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02:
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02:
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02:
02:
02:
02:
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30
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33
33
33
33
33
33
33
33
33
33
33
33
33

999999999999 99

VVVVVVVYVYVVVYVYVYVYV

Updating tables in 3 seconds. ..
[switch] Rel oadi ng tables now

[switch] Flushing all tables

[switch] Loading table ' TAB-I SDN- SERVI CE
[switch] Loading table ' TAB- DEST-A
[switch] Loading table ' CAC- APPLE
[switch] Loading table ' CAC- ORANGE
[switch] Loading table ' CLI-MELON
[switch] Loading table ' MAP-CAC- APPLE
[switch] Loadi ng table ' MAP- CAC- ORANGE
[switch] Loading table ' MAP-CLI - MELON

[switch] Loading table ’'|F-LOCAL-BA-precall-service’

[switch] Loading table ’'IF-PBX-A-precall-service’
[switch] Loading table ’'IF-NODE-B-precall-service’
[switch] Loading table '|IF-NODE-C- precall-service’

SN(ctx-cs)[switch]#

Example: Configure SmartNode in an Enterprise Network

Situation: Figure 52 shows an enterprise network with a SmartNNode 2300 configured with a BRI interface
card in slot 2. A PBX, a LAN, the PSTN, and the company network are connected. The VoIP protocol used is
H.323. There is no gatekeeper, so direct call signaling is used. The voice codec used is G.723, so the DTMF
relay is enabled. Because no special dial tones have to be specified, the default tone-set profile is used.

» dock distribution

Office C
Office A
147.86.130.11 i
i User
: 2/3
— @
B :
Office B LA | 147.86.130.1
147.86.130.24 -

Figure 52. SmartNode in an Enterprise network

Call routing is specified as follows:

* Calls from office C with number Ixx to office A with a fallback to PSTN
* Calls from office C with number 2xx to office B with a fallback to PSTN
Al other calls from office C to PSTN
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Calls from office A or B with number 5xx to office C
All other calls from office A or B to the PSTN (local breakout)

\ / H.323 interface: IF-COMPOFF-A

H.323 interface: IF-COMPOFF-B

Session
Context (S Router
switch
PSTN interfaces —— \PST’:FI_?E;{]GWS:
IF-PUBLI(d-PSTNl o
an :
IF-PUBLIC-PSTN2 IF-PBX2

PBX

Port | | Port Port | | Port
ISDN | (ISDN ISDN | [ISDN X
2/3112/2 211 12/0

Figure 53. CS Configuration

Planning the CS context
Based on the criteria used in the previous example, the following configuration information applies (see

figure 53):

It is very important to specify from where to get the clock source for the packaging of the ISDN voice
frames. In the example we are connected to the PSTN network and get the clock source from the ISDN
over the ISDN port 2/3.

We need four BRI ports, two for the PSTN and another two for the PBX. (Refer to section “Configuring
ISDN ports” on page 301).

Furthermore we need four ISDN interfaces. Then we have to bind each BRI port to one of the ISDN inter-
faces. A hunt group that summarizes two ISDN interfaces is configured later during call router configura-
tion.

For every remote H.323 device we need a H.323 interface. There are two in total. One gets the remote IP
address of the SmartNode in office A, the other the IP address of the SmartNode in office B. (Refer to sec-
tion “Configuring call routing” on page 298).

We need a call router routing table to route the calls depending on the called party number. (Refer to sec-
tion “Configuring call routing” on page 298).

We further need two hunt groups, one that hunts calls to the two BRI interfaces to the PSTN and one for
the two BRI interfaces to the PBX.

Then we need two other hunt group that tries to make a call over a VoIP and if this fails, falls back to the
PSTN.
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*  We enable DTMF relay and specify codec G.723. (Refer to section “Configuring voice over IP parameters”
on page 300).

*  We define H.323 'direct call signaling'. (Refer to section “Configuring an H.323 VoIP connection” on
page 301).

Configuring general CS settings
First we set clock-source to ISDN port 2/3.

SN>enabl e

SN#confi gure

SN( cf g) #system

SN( sys) #cl ock-source 2 3
SN( sys) #exi t

SN(cfg)#

Configuring call routing

Next we create the ISDN interfaces and configure call routing. Each interface is configured to route all incom-
ing calls to the routing table TAB-CALLED-NUMBER. This table is part of the call router and configured

below:

SN( cf g) #cont ext cs

SN(ctx-cs)[switch]#interface isdn | F-PBX1

SN(i f-pstn)[|F-PBX1] #route call dest-table TAB- CALLED- NUVBER
SN(i f-pstn)[I|F-PBX1] #exi t

SN(ctx-cs)[switch]#interface i sdn | F-PBX2
SN(i f-pstn)[I|F-PBX2]#route call dest-table TAB- CALLED- NUMBER
SN(i f-pstn)[|F-PBX2] #exi t

SN(ctx-cs)[switch]#interface isdn |F-PUBLIC PSTNL
SN(i f-pstn)[|F-PUBL~] #route call dest-table TAB- CALLED- NUVBER
SN(i f-pstn)[I|F-PUBL~] #exit

SN(ctx-cs)[switch] #i nterface isdn |F-PUBLI C PSTN2

SN(i f-pstn)[|F-PUBL~] #route call dest-table TAB- CALLED- NUVBER
SN(i f-pstn)[I|F-PUBL~] #exit

SN(ctx-cs)[switch]#

In addition, we create the two H.323 interfaces and configure call routing, as well as the IP address of the
remote H.323 terminal, which is the IP address of the device in office A or office B, respectively.

SN(ct x-cs)[switch] #i nterface h323 | F- COWPCOFF- A

SN(i f-h323)[ | F-COVWP~] #route call dest-table TAB- CALLED- NUVBER
SN(i f-h323)[| F- COMP~] #renptei p 146.86. 130. 11

SN(i f-h323) [ | F- COVP~] #bi nd gat eway h323

SN(i f-h323) [ F- COMP~] #exi t

SN(ct x-cs)[switch] #i nterface h323 | F- COWOFF- B

SN(i f-h323) [ F- COWP~] #rout e dest-table call edNunber Routi ng
SN(i f-h323) [ F- COVP~] #renptei p 146. 86. 130. 24

SN(i f-h323) [ | F- COVP~] #bi nd gat eway h323

SN(i f-h323) [ F- COVP~] #exi t

SN(ctx-cs)[switch] #
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Finally, we configure the call router. Here we create a routing table that examines the called party number of a
call and routes numbers starting with a 1 and containing at least 3 digits to the hunt group that tries to reach
company office A over VoIP and falls back to the PSTN. We route numbers starting with 2 and containing at
least 3 digits to the hunt group that tries to reach company office B over VoIP and falls back to the PSTN.
Calls with a prefix of 5 and at least 3 digits are routed to the hunt group that selects a free BRI to the PBX and
all other calls are routed to the hunt group that selects a free BRI to the PSTN:

SN(ct x-cs)[switch]#routing-table call ed-el64 TAB- CALLED- NUMBER
SN(rt-tab)[ TAB- CAL~] #route 1.. dest-servi ce HUNT- COWPOFF- A
SN(rt-tab)[ TAB- CAL~] #route 2.. dest-servi ce HUNT- COWPOFF- B
SN(rt-tab)[ TAB- CAL~] #route 5.. dest-servi ce HUNT- PBX

SN(rt-tab)[ TAB- CAL~] #rout e default dest-service HUNT- PUBLI C- PSTN
SN(rt-tab)[ TAB- CAL~] #show cal | -router config

Tabl e swi t ch/ TAB- CALLED- NUMBER:

Key Val ue Function Dest - Type Dest - Nane

cal |l ed-el64 -

1.. - - dest - service HUNT- COVPOFF- A
2.. - - dest - service HUNT- COVPOFF- B
5.. - - dest -service HUNT- PBX

def aul t - - dest-service HUNT- PUBLI C- PSTN

SN(rt-tab)[ TAB- CAL~] #exi t
SN(ctx-cs)[switch]#

The hunt group HUNT-COMPOFF-A tries to reach the company office A routing the call directly to the
H.323 interface IFFCOMPOFF-A. When this call fails (e.g. because the data network is broken), we route the
call to the PSTN hunt group. Likewise, hunt group HUNT-COMPOEFE-B works, but tries to route the call to
the H.323 interface IFF-COMPOFE-B first.

SN(ct x-cs) [ swi tch] #servi ce hunt - group HUNT- COWPOFF- A
SN(rt-tab)[ HUNT- CO-] #no cyclic

SN(rt-tab)[ HUNT- CO~] #ti neout 5

SN(rt-tab)[ HUNT- CO~] #route call 1 dest-interface |IF-COWPOFF-A
SN(rt-tab)[ HUNT- CO~] #route call 2 dest-servi ce HUNT- PUBLI C- PSTN
SN(rt-tab)[ HUNT- CO~] #exi t

SN(ct x-cs) [ swi tch] #servi ce hunt - group HUNT- COWCOFF- B
SN(rt-tab)[ HUNT- CO-] #no cyclic

SN(rt-tab)[ HUNT- CO~] #ti neout 5

SN(rt-tab)[ HUNT- CO~] #route call 1 dest-interface |F COWOFF-B
SN(rt-tab)[ HUNT- CO~] #route call 2 dest-servi ce HUNT- PUBLI C- PSTN
SN(rt-tab)[ HUNT- CO~] #exi t

SN(ctx-cs)[switch] #

The hunt group HUNT-PBX routes the call either to the interface IF-PBX1 or IF-PBX2, depending on which
interface there is a free B channel. Likewise the hunt group HUNT-PUBLIC-PSTN works on the PSTN inter-
faces.

SN(ct x-cs)[switch]#servi ce hunt-group HUNT- PBX
SN(rt-tab)[ HUNT- PB~] #cycl i c

SN(rt-tab)[ HUNT- PB~] #route call 1 dest-interface |F-PBX1
SN(rt-tab)[ HUNT- PB~] #route call 2 dest-interface |F-PBX2
SN(rt-tab)[ HUNT- PB~] #exi t

SN(ct x-cs)[switch]#service hunt-group HUNT- PUBLI C- PSTN
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SN(rt-tab)[ HUNT- PU~] #cycl i c

SmarfWare Software Configuration Guide

SN(rt-tab)[ HUNT- PU~] #route call 1 dest-interface |F-PUBLIC PSTNL
SN(rt-tab)[ HUNT- PU~] #route call 2 dest-interface |F-PUBLIC PSTN2

SN(rt-tab)[ HUNT- PU~] #exi t
SN(ct x-cs)[switch]#exit
SN(cf g) #

Configuring VolP settings

Because we need G.723 as codec we enable DTMF relay:

SN(cfg)#profile voip H323- VA P- PRCFI LE
SN( pf - voi p) [ H323- VO-] #codec 1 ¢g723-6k3

We want to use this profile on our H.323 interfaces:

SN( pf - voi p) [ H323- VO-] #dt nf -rel ay
SN( pf - voi p) [ H323- VO-] #exi t
SN(cfg)#

SN( cf g) #cont ext cs

SN(ct x-cs)[switch] #i nterface h323 | F- COWPCOFF- A
SN(i f-h323)[ I F- COWP~] #use profile voip H323- VO P- PRCFI LE

SN(i f - h323) [ | F- COVP~] #exi t

SN(ct x-cs)[switch]#interface h323 | F- COWCFF- B
SN(i f-h323) [ I F- COVWP~] #use profile voip H323-VA P- PRCFI LE

SN(i f-h323) [ F- COMP~] #exi t
SN(cfg)#

Configuring BRI ports
Next step is to configure the BRI ports and to bind the ports to the ISDN interfaces. We configure the layer 2
(Q.921) to use point-to-point mode and layer 3 (Q.931) for user or net operation mode:

308

SN(cfg)#port bri 2 0
SN(prt-bri)[2/0]#g921

SN(q921) [ 2/ 0] #pr ot ocol pp

SN(g921) [ 2/ 0] #9931

SN(q931) [ 2/ 0] #uni - si de net

SN(q931)[ 2/ 0] #encapsul ati on cc-i sdn
SN(q931)[ 2/ 0] #bind i nterface | F-PBX1
SN(q931) [ 2/ 0] #exi t

SN(q921) [ 2/ 0] #exi t
SN(prt-bri)[2/0]#no shutdown
SN(cfg)#port bri 21
SN(prt-bri)[2/1] #9921

SN(q921) [ 2/ 1] #pr ot ocol pp

SN(g921) [ 2/ 1] #9931

SN(q931) [ 2/ 1] #uni - si de net

SN(q931) [ 2/ 1] #encapsul ati on cc-i sdn
SN(q931)[ 2/ 1] #bind i nterface |F-PBX1
SN(Qq931) [ 2/ 1] #exi t

SN(g921) [ 2/ 1] #exi t
SN(prt-bri)[2/1]#no shut down
SN(cfg)#port bri 2 2
SN(prt-bri)[2/2]#g921

SN(q921) [ 2/ 2] #pr ot ocol pp

SN(g921) [ 2/ 2] #9931
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SN(q931) [ 2/ 2] #uni - si de user

SN(q931) [ 2/ 2] #encapsul ati on cc-i sdn
SN(q931) [ 2/ 2] #bi nd interface | F-PBX1l
SN(q931) [ 2/ 2] #exi t

SN(g921) [ 2/ 2] #exi t
SN(prt-bri)[2/2]#no shut down
SN(cfg)#port bri 2 1
SN(prt-bri)[2/3]#g921

SN(q921) [ 2/ 3] #9931

SN(q921) [ 2/ 3] #pr ot ocol pp

SN(q931) [ 2/ 3] #uni - si de user

SN(q931)[ 2/ 3] #encapsul ati on cc-i sdn
SN(q931)[ 2/ 3] #bind interface |F-PBX1l
SN(q931)[ 2/ 3] #exi t

SN(q921) [ 2/ 3] #exi t
SN(prt-bri)[2/3]#no shutdown

Configuring an H.323 VoIP connection
Next we configure call signaling:

SN( cf g) #gat eway h323 h323

SN(gw h323) [ h323] #no ras

SN( gw h323) [ h323] #f ast st art

SN(gw h323) [ h323] #bi nd i nterface ethO
SN( gw h323) [ h323] #exi t

SN(cf g) #

Activating the CS context configuration
Prior to activating our configuration we use two 'show' commands to display part of our configuration:

SN(cf g) #show cal | -router config detail 5
Tabl e switch/ | F- PBX1l-precall -service:
Key Val ue Function Dest - Type Dest - Nane

- - - dest-table TAB- CALLED- NUMBER

Tabl e switch/ | F-PBX2-precall -service:
Key Val ue Function Dest - Type Dest - Nane

- - - dest-table TAB- CALLED- NUMBER

Tabl e switch/ | F-PUBLI C PSTNL- precal | -servi ce:
Key Val ue Function Dest - Type Dest - Nane

- - - dest-table TAB- CALLED- NUMBER

Tabl e switch/ | F-PUBLI C PSTN2- precal | -servi ce:
Key Val ue Function Dest - Type Dest - Nane

- - - dest-table TAB- CALLED- NUMBER
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Tabl e switch/ | F- COWPOFF- A- precal | -servi ce:
Key Val ue Function

SmartWare Software Configuration Guide

Dest - Type

Tabl e switch/ | F- COWPOFF- B- precal | -service:
Key Val ue Function

dest-tabl e

Dest - Type

Tabl e swi t ch/ TAB- CALLED- NUMBER:
Key Val ue Function
cal | ed-el64 -

dest-tabl e

Dest - Type

5.. - -

def aul t - -
SN(cfg)#

SN( cf g) #show gat eway h323 config detail 5
H. 323 Gateway: h323

RAS Engi ne
Adm ni strative Status: no
Gat ekeeper - Di scovery: auto

Gat ekeepers

Re- Regi stration Ti nme: 90s
Local Aliases

Source Information

dest -service
dest - service
dest -service
dest -service

Faststart: yes
Ear | y- H. 245: no
H. 245- Tunnel i ng: no
Cal | - Si gnal i ng: 147.86. 130. 1/ 1720
Admini strative Status: cl ose
SN(cf g) #

Finally, activate the gateway and CS context:

SN( cf g) #gat eway h323

SN( gw h323) [ gw_nane] #no shut down
SN( gw h323) [ gw_nane] #exi t

SN( cf g) #debug call -router detail 5
SN( cf g) #context cs

SN(ct x-cs)[switch]#no shut down

HUNT- COVPOFF- A
HUNT- COVPOFF- B
HUNT- PBX

HUNT- PUBLI C- PSTN

02:30:26 CR > Updating tables in 3 seconds...

02:30:28 CR > [switch] Rel oading tables now

02:30:28 CR > [switch] Flushing all tables

02:30:28 CR > [switch] Loading table 'IF-PBX1-precall-service’
02:30:28 CR > [switch] Loading table '|F-PBX2-precall-service’
02:30:28 CR >
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02:30:28 CR > [switch] Loading table 'IF-PUBLI C-PSTN2-precall-service’
02:30:28 CR > [switch] Loading table 'IF-COVWPCOFF- A-precall-service’
02:30:28 CR > [switch] Loadi ng table ’IF-COWOFF-B-precall-service’
02:30:28 CR > [switch] Loading table ' TAB- CALLED- NUVBER

SN(ctx-cs)[switch]#

Showing the running configuration
The configuration script for our application looks as follows:

cli version 3.00

system
cl ock-source 2 3

profile voi p H323-VQO P- PROFI LE
codec 1 g723-6k3 rx-length 30 tx-length 30
codec 2 g71lal aw64k rx-length 20 tx-length 20
codec 3 g711lul aw64k rx-length 20 tx-length 20

context ip router

interface ethO
i paddress 147.86. 130.1 255. 255.225.0
mu 1500

interface ethl
i paddress 10.0.0.1 255.255.225.0
nmtu 1500

context cs switch

routing-tabl e call ed-el64 TAB- CALLED- NUMBER
route 1.. dest-service HUNT- COWPOFF- A
route 2.. dest-service HUNT- COWOFF- B
route 5.. dest-service HUNT-PBX
route default dest-service HUNT- PUBLI C- PSTN

interface h323 | F- COWPCFF- A
bi nd gat eway h323
route call dest-table TAB- CALLED- NUMBER
renotei p 146. 86. 130. 11
use profile voip H323-VQO P- PROFI LE

interface h323 | F- COWPCFF- A
bi nd gat eway h323
route call dest-table TAB- CALLED- NUMBER
renotei p 146. 86. 130. 24
use profile voip H323-VQO P- PROFI LE

interface isdn | F-PBX1
route call dest-table TAB- CALLED- NUVBER

interface i sdn | F-PBX2
route call dest-table TAB- CALLED- NUMBER
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interface isdn | F-PUBLI C PSTN1
route call dest-table TAB- CALLED- NUVBER

interface i sdn | F-PUBLI C- PSTN2
route call dest-table TAB- CALLED- NUMBER

servi ce hunt-group HUNT- COWPCOFF- A
timeout 5
dr op- cause nor nal -unspeci fi ed
dr op- cause no-circuit-channel -avail abl e
dr op- cause net wor k- out - of - or der
dr op- cause tenporary-failure
dr op- cause swit chi ng- equi prent - congesti on
dr op- cause access-i nf o-di scarded
dr op- cause circuit-channel -not-avail abl e
dr op- cause resources-unavail abl e
route call 1 dest-interface |F-COWOFF-A
route call 2 dest-service HUNT- PUBLI C- PSTN

servi ce hunt-group HUNT- COWPOFF- B
tineout 5
dr op- cause nor nal - unspeci fied
dr op- cause no-circuit-channel -avail abl e
dr op- cause networ k- out - of - or der
dr op- cause tenporary-failure
dr op- cause swit chi ng- equi prent - congesti on
dr op- cause access-i nfo-di scarded
dr op- cause circuit-channel -not-avail abl e
dr op- cause resources-unavail abl e
route call 1 dest-interface |F-COWOFF-B
route call 2 dest-service HUNT- PUBLI C- PSTN

servi ce hunt-group HUNT- PBX
cyclic
dr op- cause nor nal -unspeci fi ed
dr op- cause no-circuit-channel -avail abl e
dr op- cause networ k- out - of - or der
dr op- cause tenporary-failure
dr op- cause swi t chi ng- equi prent - congesti on
dr op- cause access-i nfo-di scarded
dr op- cause circuit-channel -not-avail abl e
dr op- cause resources-unavail abl e
route call 1 dest-interface |IF-PBX1
route call 2 dest-interface |IF-PBX2

servi ce hunt-group HUNT- PUBLI C- PSTN
cyclic
dr op- cause nornal -unspeci fi ed
dr op- cause no-circuit-channel -avail abl e
dr op- cause networ k- out - of - or der
dr op- cause tenporary-failure
dr op- cause swi t chi ng- equi prent - congesti on
dr op- cause access-i nf o-di scarded
dr op- cause circuit-channel -not-avail abl e
dr op- cause resources-unavail abl e
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route call 1 dest-interface |IF-PUBLIC PSTNL
route call 2 dest-interface |IF-PUBLIC PSTN2

context cs switch
no shut down

gat eway h323 h323
faststart
bind interface ethO router
no shut down

port ethernet 0 O
medi um 10 hal f
encapsul ation ip
bind interface ethO router
no shut down

port ethernet 0 1
medi um 10 hal f
encapsul ation ip
bind interface ethl router
shut down

port bri 2 0
cl ock auto
encapsul ati on g921

g921
protocol pp
uni -si de auto
encapsul ati on g931

q931
protocol dssl
uni - si de net
encapsul ati on cc-isdn
bind interface | F- PBX1

port bri 2 0
no shut down

port bri 21
cl ock auto
encapsul ati on g921

g921
protocol pp
uni - si de auto
encapsul ati on g931

q931
protocol dssl
uni - si de net
encapsul ati on cc-isdn
bind interface | F- PBX2
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port bri 21
no shut down

port bri 2 2
clock auto
encapsul ati on g921

g921
protocol pp
uni -side auto
encapsul ati on q931

q931
protocol dssl
uni - si de user
encapsul ati on cc-isdn
bind interface |F-PUBLI C-PSTNL

port bri 2 2
no shut down

port bri 2 3
clock auto
encapsul ati on g921

g921
protocol pp
uni -side auto
encapsul ati on q931

q931
protocol dssl
uni - si de user
encapsul ati on cc-isdn
bind interface |F-PUBLI C-PSTN2

port bri 2 3
no shut down
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Introduction

This chapter provides an overview of interfaces in the CS context and describes the tasks involved in their con-
figuration. Within the CS context of the SmartWare, an interface is a logical entity providing call signaling for
incoming and outgoing calls to and from ISDN or FXS ports and voice over IP gateways. It represents logical

connections to other equipment or networks. CS interfaces are used as source and destination in the call router
and are bound to physical ports or logical (SmartWare) gateways.

Interface names can be any arbitrary string with a maximum of 25 characters. For ease of identification, the
interface type can be a part of the name. Figure 54 illustrates the function of the CS interfaces. The types of CS
interfaces are:

e PSTN interfaces (ISDN and FXS). An ISDN interface is used to access the ISDN stack that runs on top of
an ISDN port. Layer 3 (Q.931) of the ISDN stack is bound to this CS interface. Incoming calls from the
ISDN stack are routed by the call router according the route configuration on the ISDN interface. Like-
wise, an FXS interface handles an FXS port, which must be bound to the FXS interface. Binding is done
from a port to an interface.

*  VoIP interface (H.323 and SIP). H.323 and SIP interfaces are CS interface types that provide voice over IP
settings in addition to the general CS interface parameters. These interfaces must be explicitly bound to an
existing H.323 or SIP gateway, respectively.

H.323 interface

SIP interface

Context (S
switch

mappping
table

ISDN interface

bind command

ISDN Port —— |:| XS Port

Figure 54. CS interfaces on the CS context

Interfaces can use mapping tables and precall service tables to manipulate call properties before the call is being
offered to the call router.
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Several parameters depend upon the interface type. If it is not specifically stated otherwise, the configuration
task is valid for all interfaces. This is not described in this chapter, but in chapter 34, “Tone configuration” on
page 417 and chapter 40, “VoIP profile configuration” on page 475. To create and configure CS interfaces you

have to perform the configuration tasks listed below.

* Creating and configuring CS interfaces

* Configuring call routing

* Configuring the interface mapping tables (optional)
 Configuring the precall service tables (optional)

* Configuring interface type specific parameters

Creating and configuring CS interfaces

To configure CS interfaces, you must first enter the CS context mode where you can create and configure your
required interface through the CS interface configuration mode. Each interface has a name that can be any
arbitrary string of not more than 25 characters. Use a name describing the purpose of the interface, as shown in
the examples or—for ease of identification—the interface type can be used as part of the name. Already-
defined CS interfaces can be displayed or deleted as described in the following table.

Procedure: Create and configure CS interfaces.

Mode: Configure

Step Command

1 | node(cfg)#context cs

Purpose

Enter the CS Context Configuration Mode.

2 node(ctx-cs)[switch]#interface iftype if-
name

Enter the CS Interface Configuration Mode & select
the CS interface with type iftype and name ifname
for configuration. Valid interface types are h323,
sip, isdn and fxs.

3 |node(if-type)[if-namel#...

Perform the configuration tasks to configure the CS
interface.

4 | node|(ctx-cs)[switch]#show call-control
provider

Display the configuration of the current CS interface.

5 |node(if-type)[if-namel#exit

Go back to the CS Context Configuration Mode

Repeat step 1 to 5 to create and configure your CS
interfaces

7 |node(ctx-cs)[switch]#show call-control
provider

or

node(ctx-cs)[switch]#show call-control
status

Display already defined CS interfaces.

Note: The show call-control provider command can
also be used to display the configuration details of a
provider either by specifying its name as a parame-
ter or by being inside its configuration mode.

8 | node(ctx-cs)[switch]#no interface if-type if-
name

Delete an existing interface.

CS interface configuration task list
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Examples: Create CS interfaces and delete another

SmarfWare Software Configuration Guide

The following example shows how to create and configure an interface, how to display it, and how to delete

another.

SN>enabl e
SN#confi gure
SN( cf g) #cont ext cs

SN(ctx-cs)[switch]#interface isdn |F-PBX1

SN(i f-pstn)[I|F-PBX1] #route call

SN(i f-pstn)[|F-PBX1] #show cal | -control provider

Provi der: |F-PBX1

Bi ndi ng:

Prot ocol :

DTMF Di al i ng:

Tone-Set Profile:

PSTN Profile:

Routi ng Destination:

Active Endpoints:

Suspended endpoi nts:
SN(i f-pstn)[IF-PBX1] #exi t

SN(ct x-cs)[switch]#show cal | -control

Call Control: switch

Provi ders

| ocal

router

sn43

| F- PBX1

| F- PBX2

| F- PUBLI G- PSTN1L
| F- PUBLI G- PSTN2
| F- COMPOFF- A
HUNT- COVPOFF- A
HUNT- PBX

HUNT- PUBLI C- PSTN

(none)

(unknown)
di sabl ed

(none)
def aul t
router
0

0

provi der

SN(ctx-cs)[switch]#no interface isdn | F-PBX1

SN(ctx-cs)[switch]#

Configuring call routing

dest-i nterface TAB- CALLED- NUVBER

(1 F- PBX1-precall -service)

SmartWare offers two levels of call routing: basic interface routing and advanced call routing. Basic interface
routing allows you to forward all incoming calls on a CS interface to a destination CS interface.

Advanced call routing allows you to route calls to all available CS interfaces, based on a criteria such as calling
number, destination number, ISDN bearer capability, or other call properties. Using mapping tables, you can
modify call properties like the calling or called party number, URI, etc. Furthermore, you can collect numbers
using the digit-collection feature of called party number routing tables. Call services like hunt or distribution

groups can be used to distribute calls to multiple destination interfaces.

318
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In the environment of the CS interfaces, it is necessary to specify whether the call will be routed directly to
another CS interface (basic interface routing) or to a first lookup table from the call router (advanced call rout-

ing).

In this chapter. only the configuration task on a CS interface is described. For configuration of the call routing
tables, mapping tables and call services refer to chapter 33, “Call router configuration” on page 361, which also
describes the difference between the two levels of call routing in more detail.

Procedure: To configure basic interface routing

Mode: Context CS

Step Command Purpose
1 |node(ctx-cs)[switch]#interface iftype if  |Enters CS Interface Configuration Mode and config-
name ure interface iftype with name ifname
2 .node(if-fype)[if-name]#roui‘e call dest-  Specifies a destination interface for incoming calls
interface ifname (basic interface routing) or a destination table or calll
or service (advanced call routing)

node(if-type)[if-namel#route call dest-
table table-name
or

node(if-type)[if-namel#route call dest-
service servicename

3 |nodelif- type)[if-name J#exit Returns to CS context configuration mode

4 Repeat steps 1-3 for all the required CS interfaces

Example: Configure call routing

The following example shows how to configure basic interface routing.

SN>enabl e

SN#confi gure

SN( cf g) #context cs

SN(ctx-cs)[switch]#interface pstn | F-PBX1

SN(i f-pstn)[|F-PBX1]#route call dest-interface |F-H323-0
SN(i f-pstn)[|F-PBX1] #exi t

SN(ctx-cs)[switch] #

Configuring the interface mapping tables

Call router mapping tables are normally used by the call router to manipulate call properties during the call
setup phase, i.e. when a call arrives on a CS interface and is routed to another interface through routing and
mapping tables. This imposes a limitation to call property manipulation: When a call property like a party’s
number is changed during a call, the call is not routed through the call router again and thus, the mapping
tables are not processed for the new number. Call property manipulation, e.g. removing a prefix from a num-
ber, cannot be done for the new number.

Consider, for example, an ISDN call, which may send a connected party number in the Connect message. This
connected party number has the same meaning as the original called party number, but may differ from it.
Another example of a call property that changes during a call is a SIP call transfer. A SIP call may be transferred
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to another user agent having a different URI than the called one. This new URI as well as the derived E.164
number cannot be manipulated using the call router before presenting it to the other party.

To circumvent this limitation, you can use mapping tables directly on an interface. In that case the mapping
tables can be thought as input or output filters, which manipulate call properties at any stage of a call.

As with the SIP transfer example, differentiating called from calling party properties does not make sense for
these manipulations, because the calling as well as the called party can be transferred in a SIP call. Therefore,
mapping tables that are used on an interface manipulate both at the same time, called and calling party proper-
ties!

You can chose different mapping tables for filtering parameters in each direction, input and output. While an
input mapping table is applied to all properties that are received by the port or gateway that is bound to the
interface before sending them to the peer interface in the CS context, an output mapping table is applied to all
properties before sending them to the bound port or gateway.

Refer to the chapter 33, “Call router configuration” on page 361 for more information about how to create and
configure mapping tables.

Procedure: To use mapping tables to filter properties on an CS interface

Mode: Context CS

Step Command Purpose

1 | node(ctx-cs)[switch]#interface iffype i  |Enters CS Interface Configuration Mode and config-

name ure interface iftype with name ifFname

2 | node(if-type)[if-name]#use mapping- Specifies an input and/or an output mapping table
table in table-name that shall be applied to all call properties in the
and/or specified direction.

node(if-type)[if-namel#use mapping-
table out table-name

Example: Use interface mapping tables for dialing plan conversion

The following example shows how to configure a dialing plan conversion on an interface. In this case, you can
plan your call-routing tables to deal only with international numbers while converting private numbers on the
CS interface that interfaces the private network.

SN(ct x-cs) [ switch] #mappi ng-tabl e el64 to el64 PRI V-TO GLOB
SN( map-tab) [ PRI V-TO~] #map (..) to 00419988825\1

SN(map-t ab) [ PRI V- TO-] #exi t

SN(ct x-cs) [ swi t ch] #nmappi ng-tabl e el64 to el64 GLOB-TO PRIV
SN( map-tab) [ GLOB- TO-] #map 00419988825(..) to \1

SN( map-t ab) [ GLOB- TO-] #exi t

SN(ctx-cs)[switch]#interface isdn | F-PHONES

SN(i f-isdn)[|F-PHON~] #rout e dest-tabl e TAB- CALLED- NUVMBER
SN(i f-isdn)[I|F-PHON~] #use mappi ng-table in PRI V-TO GLOB
SN(i f-isdn)[|F-PHON~] #use mappi ng-tabl e out GLOB-TO PRIV
SN(i f-isdn)[|F-PHON~] #exi t

SN(ctx-cs)[switch] #
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Mapping-Table: PRIV-TO-GLOB
use (input) input property  output property
P R0 E.164

e () 00419988825\1

interface isdn IF-PHONES

Incoming Call #1
Calling
E.164] 004199888252(

Incoming Call #1
Calling

E.164] 20
Called Called
E.164] 21 E.164| 0041998882521

» Routing-Table: TAB-CALLED-NUMBER

Incoming Call #2 Incoming Call #2

Calling Calling
E.164] 20 E.164]| 004199888252(
Called Called

E.1641 0041778881111 E.164] 0041778881111

Figure 55. Incoming call passing an interface mapping table

Figure 55 shows two incoming calls arriving to the ISDN interface IFE-PHONES. The calling and called party
numbers are private numbers containing only two digits. Before accessing the call router, those numbers can be
transformed into the global numbering plan. Which is why the interface was configured to use mapping table
PRIV-TO-GLOB on all incoming call properties.

Incoming call #1 originally has a calling party number of 20 and a called party number of 21. Before offering
this call to the call router, mapping table PRIV-TO-GLOB is applied to the called party number and the call-
ing party number. The mapping table adds a prefix of 00419988825 to the called and calling party number.

Incoming call #2 originally has a calling party number of 20 but already a called party number of the global
numbering plan. Again, the mapping table is applied to both number, but only the calling party number of 20
is translated into 0041998882520. The called party number does not match an entry in the mapping table, so
it is not changed.
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Mapping-Table: PRIV-TO-GLOB
input property output property

use (input)

/,/“"““ E.164 E.164
lnlerfu(e Isdll IF-PHONES L7 () 004]9988825\]

Cu“illl:;oming Call Incoming Call

Calling
L1641 20 L164 | DRSS

alle
E164] 21 R E164 004]99888252]\4

«— | Routing-Table: TAB-CALLED-NUMBER
Outgoing Call Outgoing Call

Calling Calling
E.l“(:!tl’ 20 5.1“6!‘1’ 0041998882520
alle alle
E.164| 21 E.164| 0041998882521

Mapping-Table: GLOB-TO-PRIV

TS input property  output property
“P E16 E.164

00419988825(..) \I

use (output)

Figure 56. Call passing an input and an output mapping table

Let’s assume we manipulate an incoming ISDN call using the PRIV-TO-GLOB mapping table as in the previ-
ous example. Figure 56 shows this situation again. Let’s further assume the call router routes back the call to
the interface IF-PHONES. In that case, the output mapping table used on this interface is applied to all call
parameters. The calling and called party number is transformed form the global to the private numbering plan
before the call is offered to the remote ISDN terminal.

Note For interface mapping you can use only mapping tables that examine general

call parameters. For example, you cannot use a called-e164 to called-e164
mapping table, use a €164 to 164 mapping table instead.

Configuring the precall service tables

Precall service mapping tables are used to convert dialed special numbers like *61 to invocation commands for
supplementary services like call-waiting, etc. Precall service tables are configured as part of the call router in the
context CS configuration mode. Precall service tables are used on an FXS interface where the attached phone
should be able to activate or deactivate services by dialing a special number. SmartWare currently supports the
following service commands:

* activate-cw—Activates call-waiting on the interface that uses the precall service table. Once activated a sec-
ond incoming call is possible on the interface. The second call is announced to the first call. The user can
then decide whether to accept or reject the new call.

* deactivate-cw—Deactivates call-waiting on the interface that uses the precall service table.
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* interrogate-cw—Detects whether or not the call-waiting supplementary service is active on the interface
that uses the precall service table.
Note Currently you can only use precall service tables on FXS interfaces.

Procedure: To create precall service table and use it on an FXS interface

Mode: Context CS

Step Command Purpose
1 | node(ctx-cs)[switch]#precall-service- Creates a new fable that maps special numbers into
table table-name supplementary service invocation commands
2 node(pcs-tab)[table-name]#map special- |Adds a new entry to map a special-number into a
number to command supplementary service invocation command.
3 Repeat Step 2 to add other special number map-
pings.
4 |node(pcs-tab)[table-name]#exit Returns to context CS Configuration Mode
S |node(ctx-cs)[switch]#interface fxs ifname Enters FXS Interface Configuration Mode of inter-
face ifFname
6 |node(if-fxs)[if-name]#use mapping- Uses the precall service table created with step 1 to
table precall-service table-name 4 on this FXS interface.

Example: Create and use a precall service table

The following example shows how to create a precall service table that treats *43# as activation command for
the call-waiting supplementary service, while #43# is used to deactivate call-waiting and *#43# is used to query
the call-waiting supplementary service:

SN(ctx-cs)[switch]#precall -service-tabl e SUPP-SVC

SN( pcs-tab) [ SUPP- SVC] #map *43# to activate-cw

SN( pcs-tab) [ SUPP- SVC] #map #43# to deactivate-cw

SN( pcs-tab) [ SUPP- SVC] #rmap *#43# to interrogate-cw

SN( pcs-t ab) [ SUPP- SVC] #exi t

SN(ctx-cs)[switch]#interface fxs |F-PHONE

SN(i f-fxs)[I|F-PHONE] #use mappi ng-tabl e precal | -servi ce SUPP-SVC
SN(i f-fxs)[IF-PHONE] #exi t

SN(ctx-cs)[switch]#
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Introduction

This chapter provides an overview of ISDN interfaces, and the tasks involved in their configuration. This chap-
ter does not explain the basic configuration steps equal to all CS interfaces. Information about basic interface
configuration can be found in the general chapter about CS interface configuration (see chapter 27, “CS inter-
face configuration” on page 315)

An ISDN interface represents the connection of an ISDN signaling channel to the call control of SmartWare.
It encapsulates the ISDN layer 3 protocol of an ISDN port’s D-channel, allows incoming and outgoing calls on
this port, controls its B-channels and provides a set of services.

There is a one-to-one relation between the port and the interface: Only one port can bind to an existing inter-
face, and there must be a port that binds to the interface for the interface to become functional (see figure 57).

An ISDN interface can encapsulate user and network side of the following protocols: DSS1, NI12, NTT. The
settings are automatically taken from the port that binds to the interface, and changes on the port are automat-
ically reflected on the interface. See chapter 35, “ISDN port configuration” on page 425 for details.

ISDN Interfaces

encapsulation cc-isdn
bind commands

ISDN ISDN
Port Port

Figure 57. ISDN interfaces on the CS context

ISDN interface configuration task list

This section describes the configuration tasks for ISDN interfaces. There are no mandatory configurations on
ISDN interfaces, because all protocol relevant settings are inherited from the port that binds to the interface.

The settings on the interface are those of basic CS interface configuration, as well as settings for interoperabil-
ity and supplementary services:

* Configuring DTMF dialing (optional)
* Using an alternate PSTN profile (optional)

Configuring DTMF dialing (optional)

Most ISDN terminals support two modes of call setup: En-bloc dialing and overlap dialing. En-bloc dialing
transports the full called party information in the first SETUP message from the terminal. This means that the
user must dial the number before going off-hook. Overlap dialing transports the called-party number digit by
digit, after the first SETUP message, which contains no called-party information at all. Combinations between
en-bloc and overlap dialing are possible.
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Most terminals use ISDN keypad facility messages to transport digits one-by-one in overlap dialing. But some
terminals, especially terminal adapters for analog devices, might transport the digits only using DTMF tones,
without associated keypad facility messages.

The DTMF dialing command enables the ISDN port for the use with such devices.

Be sure to only use this command when needed. Otherwise, called party information can be corrupted because
the digits arrive twice, as keypad facility messages and also as DTMF tones.

Procedure: To enable DTMF dialing
Mode: Interface ISDN

Purpose

1 node(if-ISDN)[if-name]#[no] dtmf-dialing|Enables/Disables DTMF dialing (default: disabled)

Example: Enable DTMF dialing
The following example shows how to enable DTMF dialing for a given ISDN interface.

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs

SN(ctx-cs)[switch] #i nterface i sdn Mylsdnlf
SN(i f-isdn)[nmylsdnlf]#dtnf-dialing

Configuring an alternate PSTN profile (optional)

The PSTN profile contains the configuration for data/voice transmission on circuit-switched channels (see
chapter 41, “PSTN profile configuration” on page 493). In the case of ISDN interfaces, the PSTN profile
applies to the ISDN B-Channels associated with the interface.

There is a PSTN profile named default, which always exists in the system. If no different PSTN profile name is
explicitly configured on the ISDN interface, the profile default is used.

Procedure: To define an alternate PSTN profile for the ISDN interface

Mode: Interface ISDN

Command Purpose
1 |node(if-isdn)[ifname]#[no] use profile Defines an alternate PSTN profile to be used for
pstn profile-name this ISDN interface/Reverts the setting fo its default

(use profile PSTN defaulf)

Example: Configure an alternate PSTN profile

The following example shows how to replace the PSTN profile default of the ISDN interface with the PSTN
profile myprofile.

SN>enabl e

SN#confi gure

SN( cf g) #context cs

SN(ctx-cs)[switch]#interface isdn nylsdnlf

SN(i f-isdn)[nylsdnlf]#use profile pstn nyprofile
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Introduction

This chapter provides an overview of FXS interfaces, and the tasks involved in their configuration. This chapter
does not explain the basic configuration steps equal to all CS interfaces. Information about basic interface con-
figuration can be found in the general chapter about CS interface configuration (see chapter 27, “CS interface
configuration” on page 315).

An FXS interface represents the connection of an analog FXS port signaling to the call control of SmartWare.
It encapsulates the signaling of the exchange side of a POTS line, allows incoming and outgoing calls on this
line, controls the line events, tones and datapath, and provides a set of supplementary services.

There is a one-to-one relation between the port and the interface: Only one port can bind to an existing inter-
face, and there must be a port that binds to the interface for the interface to become functional (see figure 58).

FXS Interfaces

/

encapsulation cc-fxs
bind commands

FXS FXS
Port Port

Figure 58. FXS interfaces on the CS context

FXS supplementary services description

EXS interfaces offer a set of supplementary services. These services are locally terminated (i.e. no other device is
involved in providing the services), and they can be enabled/disabled separately. The services are:

* Call holding
* Call waiting
* Additional call offering

Other supplementary services can be configured using general context CS functionality.

Call holding
There is the possibility to have two open calls on one POTS terminal: One of the two calls being active, the
other passive or o7 hold.

Procedure: To toggle active and passive call, press flash-hook, followed by the “2” key

Call waiting

When the analog line is busy, a second incoming call on the same interface announces itself using a special
tone, the waiting tone. The user can then decide whether to accept the new call (put the current on hold or
drop it), or to reject it (keep the current call).

This feature is not used when the connected analog equipment is a fax, answering machine or similar device.
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Procedure: To reject a waiting call, when a waiting call is announced with a special tone signal, the user
can either:

* Press flash-hook, followed by the “0” key

* Ignore the call waiting signal

The waiting call will be rejected.

Procedure: To accept a waiting call, when a waiting call is announced with a special tone signal, the user can:

¢ Press flash-hook, followed by the “2” key to put the current call on hold and accept the waiting call. Call
hold service must be enabled for this to work.

¢ Press flash-hook, followed by the “1” key to terminate the current call and accept the waiting call

* Go on-hook to terminate the current call. The terminal will ring to indicate that a call is waiting—when
this call is accepted by going off-hook again, the waiting call is connected.

Additional call offering

To issue a callback during a call, an additional call can be offered, putting the current call on hold.

Procedure: To make a second call when yet in a call, press flash-hook, and wait for the dialtone. Then dial the
number. This places the current call on hold and makes the new call active.

To toggle between the active and the held call, press flash-hook, followed by the “2” key. Call holding service
must be enabled for this to work.

FXS interface configuration task list

This section describes the configuration tasks for FXS interfaces. There is no mandatory configuration for basic
FXS operation—most configuration commands refer to the use of supplementary services.

Next to the basic CS interface settings, the following configurations can be made:
* Configuring a subscriber number (recommended)

* Using an alternate PSTN profile (optional)

 Configuring caller-id presentation (optional)

* Configuring call holding supplementary service (optional)

* Configuring call waiting supplementary service (optional)

* Configuring additional call offering supplementary service (optional)

Configuring a subscriber number (recommended)

Contrary to ISDN, where each terminal knows its own subscriber number (MSN), an analog device doesnt
have this capability. If such a device is connected to an FXS port and makes an outgoing call (goes off hook and
dials), the dialed digits form the called party number. But there is no calling party information available from
the POTS protocol. To insert calling party information and make it available to other protocols over which the
call may be transported, a subscriber number must be configured on the interface.

Note The configured subscriber number does not affect the routing of incoming
calls on the interface.
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Procedure: To configure a subscriber number for calls originating from the interface

Mode: Interface FXS

Command Purpose

1 |node(if-fxs)[if-name]#[no] subscriber- | Sets/Removes a subscriber number
number

Example: Set the subscriber number

The following example shows how to set the subscriber number.

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs
SN(ctx-cs)[switch]#interface fxs nmyFxslf
SN(i f-fxs)[ myFxslf]#subscriber-nunber 110

Configuring an alternate PSTN profile (optional)

The PSTN profile contains the configuration for data/voice transmission on circuit-switched channels (see
chapter 41, “PSTN profile configuration” on page 493). In the case of FXS interfaces, the PSTN profile applies
to the analog line associated with the interface.

There is a PSTN profile named default, which always exists in the system. If no different PSTN profile name is
explicitly configured on the FXS interface, the profile named default is used.

Procedure: To define an alternate PSTN profile for the FXS interface
Mode: Interface FXS

Command Purpose

1 | node(if-fxs)[ifname]#[no] use profile pstn |Defines an alternate PSTN profile to be used for this
profile-name FXS interface/Reverts the setting to its default (use
profile PSTN defaulf)

Example: Configure an alternate PSTN profile

The following example shows how to replace the PSTN profile named default of the FXS interface by an alter-
nate PSTN profile named myprofile.

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs

SN(ctx-cs)[switch] #i nterface fxs nmyFxslf

SN(i f-fxs)[myFxslf]#use profile pstn nyprofile

Configuring caller-ID presentation (optional)

POTS protocols allow the presentation of the caller-ID (calling party number of an incoming call) to an analog
terminal when the terminal is ringing. (See also chapter 36, “FXS port configuration” on page 441 for other
caller-ID related settings.)
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Procedure: To configure presentation of the calling party number to the analog device connected to the FXS
port associated with the interface

Mode: Interface FXS

Command Purpose

1 | node(if-fxs)[if-name]#[no] caller-id-pre- |Enables/Disables presentation of the caller ID, and
sentation {pre-ring| mid-ring} configures the time when caller ID is presented on
the line.

Example: Enable the caller-ID presentation after the first ring

The following example shows how to enable caller-ID

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs

SN(ctx-cs)[switch] #i nterface fxs MyFxslf

SN(i f-fxs)[myFxslf]#caller-id-presentation md-ring

Configuring call holding supplementary service (optional)
The call holding supplementary service can be administratively enabled or disabled. If disabled, the user doesn’t
have the possibility to have two calls at the same time on an FXS interface.

Procedure: To configure call holding
Mode: Interface FXS

Command Purpose

1 |node(if-fxs)[if-name]#[no] call-hold Enables/Disables call holding supplementary ser-
vice (Default: enabled)

Example: Disable call holding

The following example shows how to disable call holding

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs
SN(ctx-cs)[switch]#interface fxs MyFxslf
SN(i f-fxs)[nyFxslf]#no call-hold

Configuring call waiting supplementary service (optional)

The call waiting supplementary service can be administratively enabled or disabled. If disabled, the terminal is
considered busy when in a call. An incoming call is thus not presented to the user, and the caller hears busy-
tone.

The user of the device connected to the FXS port can be given the possibility to activate/deactivate call waiting
by means of a special digit sequence touched on the keypad of his device (see section “Configuring the precall
service tables” on page 322 for more information). The configuration in the FXS interface is administrative,
this means if call waiting is disabled here, the user cannot activate it anymore.
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Procedure: To configure call waiting

Mode: Interface FXS

Command Purpose

1 |node(if-fxs)[if-name]#[no] call-waiting |Enables/Disables call waiting supplementary ser-
vice (Default: enabled)

Example: Disable call waiting

The following example shows how to disable call waiting

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs
SN(ctx-cs)[switch]#interface fxs MyFxslf
SN(i f-fxs)[myFxslf]#no call-waiting

Configuring additional call offering supplementary service (optional)
The additional call offering supplementary service can be administratively enabled or disabled. If disabled, the
user doesn't have the possibility to make a callback during an active call.

Procedure: To configure additional call offering

Mode: Interface FXS

Command Purpose

1 | node(if-fxs)[if-name]#[no] additional- Enables/Disables additional call offering supple-
call-offering mentary service (Default: enabled)

Example: Disable additional call offering

The following example shows how to disable call holding

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs

SN(ctx-cs)[switch]#interface fxs MyFxslf

SN(i f-fxs)[myFxslf]#no additional-call-offering
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Introduction

This chapter provides an overview of FXO interfaces and the tasks involved in configuring them. This chapter
does not explain the basic configuration steps common to all Context Switch (CS) interfaces. Information
about basic interface configuration can be found in chapter 27, “CS interface configuration” on page 315.

An FXO, Foreign eXchange Office, interface connects to an FXS, Foreign eXchange Subscriber, interface. These two
interfaces are used in analog telephony. The FXS interface is provided at the central office in order to connect to
telephones, modems, PBXGs, faxes, etc. Telephones and modems are FXO interfaces and want to connect to the
central office. The FXO interface in the SmartNode products is like the telephone and modem interface.

In SmartWare, an FXO interface functions to connect the analog FXO port’s call signaling to the call control
process in SmartWare. Recall that an interface in SmartNode products is a logical device and a port is a physi-
cal device. So the FXO feature consists of the logical interface with all its processes together with its config-
urable parameters and the physical interface for the actual analog, 2-wire connection to an FXS device. There
is a one-to-one correspondence between the port and the interface.

In order for the interface to be able to make a connection over the 2-wire analog line, there must be a port bound
to the interface (see figure 59). For more information on ports, interfaces, and binding, see section “Interfaces,
Ports, and Bindings” on page 38. For specific details on binding the FXO port to an FXO interface, see section
“Bind FXO ports to higher layer applications” on page 449.

FXO Interfaces
(logical)

“encapsulation cc-fxo”

an
"bind" commands

/

FXO Port FXO Port
(physical) (physical)

Figure 59. FXO interfaces on the CS context

This chapter includes the following sections:

*  FXO services description (see page 337)

* Creating an FXO interface (see page 337)

* Deleting an FXO interface (see page 338)

* FXO interface configuration task list (see page 339)
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FXO services description

The wide variety of applications and services are supported through a rich feature set. The major characteristics
and features are

e 2-wire loop-start

* Oft-hook and ring detection supervision

* Automatic and programmable line gain

* Programmable ring count before call pick-up

* End-of-call detection by line drop (call release indication), busy tone detection and battery reversal detection

* Hook-flash sending: programmable duration, H.245 hook-flash relay (“!” in user input) which provides
Cisco compatibility

e DTMEF send and detect: programmable interdigit timer, DTMF-relay

 Caller ID (CLID) FSK command line interface reception and relay to VoIP signaling (Bellcore/ANSI and
ETSI/ITU)

* Call routing based on caller ID
* Second dial-tone for two-stage DTMF dialing with call routing based on DTMF numbers.

Creating an FXO interface

Interface names can be any arbitrary string. Use self-explanatory names for your interfaces to reflect their
usage in your application. Ater creating the FXO interface, it is necessary to bind the FXO interface. Refer
to chapter 37, “FXO port configuration” on page 447 for details.

Mode: Context CS

You enter Context CS, one of the configuration modes, as follows.

Note Node is the host name you have assigned to your SmartNode and is the
basic prompt.

Step Prompt & command Purpose

1 node> Basic prompt in Operator Exec mode

2 node>enable Enters Administration execution mode
node# The prompt in administration execution mode

3 node#configure Enters the Configure configuration mode
node(cfg)# The prompt in the Configure configuration mode

4 node(cfg)#context cs Enters the context “CS” for Circuit Switch
node(ctx-cs)[switch]# The prompt in the Context CS configuration mode
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Once you are in the Context CS mode, you can enter the FXO configuration mode with the next steps.

Step Prompt & command Purpose

5 node(ctx-cs)[switch]#interface fxo name|The “interface fxo” command creates the new
interface name, which represents an FXO inter-
face. This command also places you in the FXO
inferface configuration mode for the created inter-
face.

6 node(if-fxo)[name]# You are now in the FXO interface configuration

mode. In this mode, you may configure the param-
eters for the FXO interface name

Example: Create an FXO interface named PSTN-FALLBACK

The following commands would be used—in Context CS mode—to create an FXO interface named
PSTN-FALLBACK:

node(ctx-cs)[sw tch] #i nterface fxo PSTN FALLBACK
node(i f-fxo) [ PSTN- FA~] #

Deleting an FXO interface

Almost every configuration command has a no form. In general, use the no form to disable a feature or func-
tion. Use the command without the no keyword to re-enable a disabled feature or to enable a feature that is
disabled by default. The no form of the FXO interface deletes the interface.

Mode: Context CS.

Step Prompt & command Purpose
1 node> Basic prompt in Operator Exec mode
2 node>enable Enters Administration execution mode
node# The prompt in administration execution mode
3 node#configure Enters the Configure configuration mode
node(cfg)# The prompt in the Configure configuration mode
4 node(cfg)#context cs Enters the context “CS” for Circuit Switch

node(ctx-cs)[switch]#

The prompt in the Context CS configuration
mode

node(ctx-cs)[switch]#no interface fxo name

Deletes the existing interface name
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FXO interface configuration task list

There are numerous configurable parameters that apply to the FXO interface. The basic commands are listed
with a short description of their function.

* use profile pstn—Defining and applying an alternate PSTN profile for a specific FXO interface

* dial-after—Selecting whether the FXO interface dials after a pre-defined time or after detection of dial-tone
* ring-number—Defining how many rings are received before answering an incoming call

* disconnect-signal—Selecting the method of determining a call has been disconnected

* connect-signal—Choosing how to detect the connection on the remote end of an outgoing call

* route—Determining the destination (interface) for the incoming call

Configuring an alternate PSTN profile (optional)
The PSTN profile has the following configurable parameters:

e Echo canceller (can be enabled or disabled)
* Output gain, which sets the volume of the output of the PSTN interface and port, in this case, FXO.

To define an alternate PSTN profile for the FXO interface, first create the profile according to instructions in
chapter 41, “PSTN profile configuration” on page 493. Then you can apply the newly defined PSTN profile to
a specific FXO interface with the use command as follows.

First enter the Interface FXO configuration mode.

Mode: Interface FXO

Step Prompt, command & response Purpose
1 node> Basic prompt in Operator Exec mode
2 node>enable Enters Administration execution mode
node# Response: The prompt in administration execu-
tion mode is the #
3 node#configure Enters the Configure configuration mode
node(cfg)# Response: The prompt in the Configure configu-
ration mode is (cfg)#
4 node(cfg)#context cs Enters the Context CS configure mode
node(ctx-cs)[switch]# Response: The prompt in the Context CS configu-
ration mode is (ctx-cs)[switch]#
5 node(ctx-cs)[switch]#interface fxo ifname|Enter the Interface FXO configuration mode
node(if-fxo)[ifFname]# Response: The prompt in the Interface FXO con-

figuration mode is (if-fxo)[ifFname]#
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Now we can apply the PSTN profile for the FXO interface named name as follows.

Step Prompt, command & response Purpose

6 node(if-fxo)[if-name]#[no] use profile psin profile-name |The “profile pstn” command is
applied to the FXO interface
named ifFname

node(if-fxo)[ifFname]# Response: You are now in the
FXO interface configuration
mode. In this mode, you may con-
figure the parameters for the FXO
interface name.

Configuring when the digits are dialed (optional)

When the FXO port goes off-hook to make an outgoing call, the FXS switch normally sends a dial-tone to
indicate it is ready to received dialed digits. Alternatively, you can specify the FXO interface to wait a specific
period of time after going off-hook before dialing the first digit.

Note All countries do not have the same dial-tone. For information on configur-
ing the dial-tone for your country, refer to chapter 34, “Tone configuration”

on page 417.

The default setting is to wait for the dial-tone. Choosing to wait a specific time after dial-tone, the variable is
timeout, the number of seconds to wait. Zero (0) seconds means that the interface dials immediately.

Mode: Interface FXO

Step Prompt, command & response Purpose
1 node> Basic prompt in Operator
Exec mode
2 node>enable Enters Administration execu-
tion mode
node# Response: The prompt in
administration execution
mode is the #
3 node#configure Enters the Configure configu-
ration mode
node(cfg)# Response: The prompt in the

Configure configuration
mode is (cfg)#

4 node(cfg)#context cs Enters the Context CS config-
ure mode
node(ctx-cs)[switch]# Response: The prompt in the

Context CS configuration
mode is (ctx-cs)[switch]#
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Step Prompt, command & response Purpose

5 node(ctx-cs)[switch]#interface fxo ifname Enter the Interface FXO con-
figuration mode

node(if-fxo)[ifFname]# Response: The prompt in the
Interface FXO configuration
mode is (if-fxo)[ifFname]#

6 node(if-fxo)[ifname]#dial-after {dial-tone | timeout seconds} |Specifies whether to dial
after detection of dialtone
(default) or to wait for a
specified timeout (in sec-
onds). Zero (0) seconds will
initiate dialing immediately
after going off-hook.

Example: Setting the timeout to be 4 seconds after going off-hook when initiating a call. The timeout is set for
the FXO interface named Line0.

node>enabl e

node#confi gure

node( cf g) #cont ext cs

node(ctx-cs)[swi tch] #i nterface fxo Line0
node(i f-fxo)[LineO]#dial-after tineout 4

You can verify the change in configuration by using the show running-config command.

This is one of the few commands that does not have a no inverse operation of the command. If you want to
change the timeout period, re-enter the command with the new timeout period. The other option is to wait for
dial-tone. To return to the default (waiting for dial-tone before dialing), enter the command again using dial-tone.

Note Verify that you have configured the dial-tone for the country in which the
SmartNode is installed. (see chapter 34, “Tone configuration” on page 417).
If the dial-tone is not configured for the proper country, the FXO interface
will not detect when the remote FXS switch is sending dial-tone.

Configuring the number of rings to wait before answering the call (optional)

An FXO port identifies an incoming call by detecting the ring from the FXS switch. The ring-number is a con-
figurable parameter which selects the number of rings before answering the incoming call, that is, before going
off-hook and establishing the call. The minimum value for ring-number is zero (0). With a ring-number of
zero, the FXO interface never answers an incoming call.

Due to variations between countries, the proper setting may be 1 or 2. In the USA the Caller-ID (CLID) is sent
to the FXO port between the first and second ring, so a ring-number of 2 would be appropriate. On the other
hand, numerous countries send the CLID prior to the first ring, so the default setting of 1 would be satisfactory.
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Mode: Interface FXO

Step Prompt, command & response Purpose
1 node> Basic prompt in Operator Exec mode
2 node>enable Enters Administration execution mode
node# Response: The prompt in administration execu-
tion mode is the #
3 node#configure Enters the Configure configuration mode
node(cfg)# Response: The prompt in the Configure configu-
ration mode is (cfg)#
4 node(cfg)#context cs Enters the Context CS configure mode
node(ctx-cs)[switch]# Response: The prompt in the Context CS configu-
ration mode is (ctx-cs)[switch]#
5 node(ctx-cs)[switch]#interface fxo ifname|Enter the Interface FXO configuration mode
node(if-fxo)[iFname]# Response: The prompt in the Interface FXO con-

figuration mode is (if-fxo)[ifFname]#

6 node(if-fxo)[ifFnamej#ring-number count  |Specifies the number of rings to wait before
going off-hook. Default = 1 ring.

Example: Configure the ring number to wait for CLID by setting the count to 2. The name of the specific FXO
interface is pstn-local.

node>enabl e

node#confi gure

node( cf g) #cont ext cs

node(ctx-cs)[swi tch]#interface fxo pstn-|oca
node(i f-fxo)[ pstn-1ocal]#ring-nunber 2

You can verify the change in configuration by using the show running-config command.

Configuring how to detect a call has disconnected (optional)
When a call has disconnected, the FXO interface may detect and verify the termination of the phone call by
three different methods.

* Detect a busy tone or release tone
* Detect a loop break (if provided by the FXS switch)
* Detect battery reversal (if provided by the FXS switch)

The selection of the method, if any of the three, is via the disconnect-signal command. The default enables
only loop-break. Upon detecting a loop break, the FXO interface proceeds to clear the call on the SmartNode.
In some instances, the user may need to transmit all of the in-band information (tone signal, announcement)
to the end party after disconnection has occurred.

The disconnect-signal command can be used to enable or disable the three detection methods. If all three
methods are disabled, the call is cleared after a period of 30 seconds from reception of the disconnect signal.
Consequently it becomes the responsibility of the end party to execute the on-hook (completing the discon-
nection phase) for the call to be completely cleared.
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Note Verify that the busy and release tones are correctly configured for the country
where the SmartNode is installed (see chapter 34, “Tone configuration” on
page 417 for configuration information. If the tones are improperly config-
ured, the FXO port will not detect them, resulting in missed phone calls.

Mode: Interface FXO

Step Prompt, command & response Purpose
1 node> Basic prompt in Operator Exec mode
2 node>enable Enters Administration execution mode
node# Response: The prompt in administration exe-
cution mode is the #
3 node#configure Enters the Configure configuration mode
node(cfg)# Response: The prompt in the Configure con-

figuration mode is (cfg)#

4 node(cfg)#context cs Enters the Context CS configure mode
node(ctx-cs)[switch]# Response: The prompt in the Context CS con-
figuration mode is (ctx-cs)[switch]#
5 node(ctx-cs)[switch]#interface fxo ifname Enter the Interface FXO configuration mode
node(if-fxo)[ifFname]# Response: The prompt in the Interface FXO
configuration mode is (if-fxo)[ifFname]#
6 node(if-fxo)[ifFname]#[no] disconnect-signal  |The default is Loop-break. To disable it, use

{battery-reversal | busy-tone | loop-break}

the no inverse command. Should all three
methods be disabled, the call is cleared 30
seconds after receiving the disconnect signal.

The default setting of loop-break is not dis-
played in the running-config output.

Configuring how to detect an outgoing call is connected (optional)
An FXO interface has the following methods for verifying the connection of an outgoing call after the dialing
has been completed:

* Detect battery reversal (if provided by the FXS switch)

* Detect the first tax pulse (if provided by the FXS switch)

Note

Tax Impulse Signals: European telephone companies in Austria, Belgium,

Czechoslovakia, Germany, Spain and Switzerland place a pulse signal on the
phone line to meter the length of the telephone call for billing purposes.

The command to enable or disable these methods is connect-signal. If both are enabled, only one needs to
occur for the FXO interface to verify a properly connected call with the remote party. Should both be disabled,
the SmartNode waits for the call-connect signal from the FXS switch.

FXO interface configuration task list
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Mode: Interface FXO
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Step Prompt, command & response Purpose
1 node> Basic prompt in Operator Exec mode
2 node>enable Enters Administration execution mode
node# Response: The prompt in administration
execution mode is the #
3 node#configure Enters the Configure configuration mode
node(cfg)# Response: The prompt in the Configure
configuration mode is (cfg)#
4 node(cfg)#context cs Enters the Context CS configure mode

node(ctx-cs)[switch]#

Response: The prompt in the Context CS
configuration mode is (ctx-cs)[switch]#

5 node(ctx-cs)[switch]#interface fxo ifname

Enter the Interface FXO configuration
mode

node(if-fxo)[ifFname]#

Response: The prompt in the Interface FXO
configuration mode is (if-fxo)[ifFname]#

6 node(if-fxo)[iFname]#[no] connect-signal
{battery-reversal | tax-pulse}

Selects battery-reversal, tax-pulse or nei-
ther to determine when outgoing calls are
connected.

Default: both methods are disabled.

Note Only disable connect-signal if you are sure that the FXS switch provides a

call connect signal.

Configuring the destination of the call

The last command in configuring the FXO Interface is the route command. This command configures the call
router. You can configure the routing-destination for call setup and for service activation. For complete details,

see chapter 33, “Call router configuration” on page 361.

Mode: Interface FXO

Step Prompt, command & response Purpose
1 node> Basic prompt in Operator Exec mode
2 node>enable Enters Administration execution mode
node# Response: The prompt in administra-
tion execution mode is the #
3 node#configure Enters the Configure configuration
mode
node(cfg)# Response: The prompt in the Configure
configuration mode is (cfg)#
4 node(cfg)#context cs Enters the Context CS configure mode
node(ctx-cs)[switch]# Response: The prompt in the Context
CS configuration mode is (ctx-
cs)[switch]#
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Step Prompt, command & response

5 node(ctx-cs)[switch]#interface fxo ifname

30 ¢ FXO interface configuration

Purpose

Enter the Interface FXO configuration
mode

node(if-fxo)[ifFname]#

Response: The prompt in the Interface
FXO configuration mode is (iffxo)
[ifFnamel#

6 node(if-fxo)[iFname[#[no] route {call {dest-interface
interface-name | dest-service table-name | dest-table
service-name} | precall {dest-interface interface-name |
dest-service fable-name | dest-table service-name }

Use this command to route a call (dest-
interface) directly to an interface speci-
fied with the inferface-name parame-
ter, (desttable) to the call router using
the table-name table as the first routing
table, or (desttable) directly to a ser-
vice specified with the service-name
parameter.

FXO interface examples

Example 1: Configuring an FXO interface which is to be connected to a PSTN network for analog line exten-
sion over IP. The FXS switch provides caller-id between the first and second ring and uses battery reversal to
indicate a connected call. The FXO interface is named pstn-local. The incoming call is routed directly to the

interface named pstn-1-voip.

node>enabl e
node#confi gure
node( cf g) #cont ext cs
node(ctx-cs)[swi tch] #i nterface fxo pstn-1|ocal
node(i f-fxo)[ pstn-1ocal ]#connect - si gnal
node(i f-fxo)[pstn-Ilocal]#ring-nunber 2
node(i f-fxo)[pstn-1ocal ]#route call

battery-reversal

dest-interface pstn-1-voip

Example 2: Configuring an FXO interface to be used as fallback if the IP network link is down. This means
that there are only out-going calls. You are not sure whether the FXS switch provides a connect signal. In this
case, you only have to create the interface and bind the FXO port to the FXO interface. (For binding the FXO
port to the FXO interface, see chapter 37, “FXO port configuration” on page 447.)

node>enabl e
node#confi gure
node( cf g) #cont ext cs
node(ctx-cs)[switch] #i nterface fxo pstn-fb
node(i f-fxo)[ pstn-fb]#connect-signa

node(i f-fxo)[ pstn-fb]#connect-signal tax-pulse

FXO interface configuration task list
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Introduction

This chapter provides an overview of H.323 interfaces used by H.323 gateways and describes the specific tasks
involved in their configuration. This chapter does not explain the basic configuration steps required for all CS
interfaces. Information about basic interface configuration can be found in the general chapter about CS inter-
face configuration.

Within the CS context of SmartWare, an H.323 interface is a special type of CS interface providing call rout-
ing for incoming and outgoing calls to and from the H.323 gateway (see figure 60).

bind commands

H.323 Interface

Figure 60. H.323 interfaces on the CS context

An H.323 interface is a CS interface type that also provides voice over IP settings in addition to the general CS
interface parameters. All H.323 interfaces must be explicitly bound to an H.323 gateway. Calls, which are
routed from the Context CS to one of the H.323 interfaces, will be forwarded for call establishment to the
H.323 gateway to which the H.323 interface is bound. All the parameters configured in the H.323 interface
will be applied to the forwarded call.

When a call arrives over H.323 in the H.323 gateway. The gateway looks for the best matching H.323 inter-
face, which is bound to that gateway. If there is an H.323 interface, which contains the IP address of the source
of the H.323 call in its remoteip configuration parameter, the call will be handed over to that interface for fur-
ther call processing. If no such interface is found, the gateway looks for an interface, which is bound to that
gateway and does not contain a remoteip parameter. If such an interface is found the call will be handed over to
that interface for further processing. If however such an interface is also not available, the call will be dropped.

H.323 interface configuration task list

This section describes the configuration tasks for H.323 interfaces listed below. You must at least perform the
tasks, which are not marked as optional, to define a working H.323 interface. The optional tasks are usually
only required in advanced configurations. Before you can start with the H.323 interface specific configuration
tasks, you need to create the H323 interface and define the routing for it as defined in chapter 27, “CS inter-
face configuration” on page 315.

* Binding the interface to an H.323 gateway
 Configuring a remote IP address

* Using an alternate VoIP profile (optional)
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* Configuring information transfer capability handling (optional)

* Configuring CLIP/CLIR support (optional)

* Enabling the early call disconnect (optional)

* Enabling the via address support (optional)

* Opverriding the default destination call-signaling port (optional)

* Configuring status inquiry settings (optional)

Binding the interface to an H.323 gateway

Every H.323 interface must be explicitly bound to an H.323 gateway instance.
Procedure: To bind an H.323 interface to an H.323 gateway.

Mode: Interface H.323

Command Purpose

1 node(if-h323)[if-name)#bind gateway |Binds the gateway to an H.323 gateway.
gw-name

Examples: Bind the H.323 interfaces to an H.323 gateway instance

The following example shows how to bind an H.323 interface named MyH323Ifto an H.323 gateway instance
named /323.

SN>enabl e

SN#confi gure

SN( cf g) #context cs

SN(ctx-cs)[switch]#i nterface h323 MyH323I f
SN(i f-h323) [ MyH323I f] #bi nd gat eway h323
Configure a rempte | P address

If the gateway to which the H.323 interface is bound does not use a gatekeeper, it is required to specify the IP
address of the remote entity for which the H.323 interface is used directly within the H.323 interface. This is
done using the procedure below. If the H.323 gateway however uses a gatekeeper, the gatekeeper is responsible
for resolving the remote entities IP address. In that case this procedure must not be used.

Procedure: To specify the remote H.323 entities IP address in the H.323 interface.
Mode: Interface H.323

Command Purpose
1 node(if-h323)[if-name]#remoteip ip- Defines the IP address of the remote H.323
address entity, for which this interface shall be used.

Examples: Define the IP address of the remote H.323 entity

The following example shows how to associate an H.323 interface named MyH323]fwith a remote H.323
entity, which has the IP address 1.2.3.4

SN>enabl e
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SN#confi gure

SN( cf g) #cont ext cs

SN(ct x-cs)[switch] #i nterface h323 MyH323I f
SN(i f-h323)[myh323if]#renpteip 1.2.3.4

Configuring an alternate VolIP profile (optional)

Normally, the VoIP profile defined in the H.323 gateway is used for all the calls over that gateway. However, it
is possible to specify an alternate VoIP profile in the H.323 interface. In that case the VoIP profile defined
within the VoIP interface is used for all the calls established using that H.323 interface instead of the VoIP pro-
file defined in the H.323 gateway.

Procedure: To define an alternate VoIP profile for the H.323 interface
Mode: Interface H.323

Command Purpose

1 node(if-h323)[ifFname]#use profile voip  |Defines an alternate VolIP profile to be used
profile-name for this VoIP interface

Example: Configure an alternate VoIP profile

The following example shows how to replace the default VoIP profile of the H.323 gateway with a VoIP profile
named myprofile for an H.323 interface named MyH3231f.

SN>enabl e

SN#confi gure

SN( cf g) #context cs

SN(ctx-cs)[switch]#i nterface h323 MyH323I f

SN(i f-h323) [ MyH323I f]#use profile voip nyprofile

Configure information transfer capability handling (Optional)

Normally, the H.323 gateway transparently forwards the information transfer capability information element
between the H.323 network and other gateways of the SmartNode. There are, however, several H.323 clients
that do not provide correct information transfer capability information. One of the most often used clients of
this type is Microsoft Netmeeting. When communicating to one of these clients, it is necessary to define the
correct information transfer capability in the H.323 interface. It is possible to define for each direction (for
calls from or to H.323) separately, whether the information transfer capability received from the network, or
another information transfer capability should be used for the calls.

Note The default behavior when not configured otherwise is to set the informa-
tion transfer capability of incoming calls to 3k1-audio and to transparently

pass the information transfer capability for outgoing calls.

Procedure: To configure information transfer capability overriding
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Mode: Interface H.323

Step Command Purpose

1 node(if- h323)[if-name]#itc rx {3k1- Specifies the information transfer capability to
audio | 7k-audio | restricted-digital | |be used for calls from the H.323 gateway to
unrestricted-digital | speech | video |  |another gateway of the system (incoming
transparent } calls). All settings force the specified informa-
tion transfer capability to be used except for
the transparent setting, which indicates that
the information transfer capability of the call
should be forwarded transparently.

2 node(if- h323)[if-name]#itc tx {3k1- Specifies the information transfer capability to
audio | 7k-audio | restricted-digital | |be used for calls from any gateway of the sys-
unrestricted-digital | speech | video | |tem to the H.323 gateway (outgoing calls).
transparent } All settings force the specified information
transfer capability to be used except for the
transparent setting, which indicates that the
information transfer capability of the call
should be forwarded transparently.

Example: Configure information transfer capability handling

In the following example the information transfer capability for inbound calls through the H.323 interface
Myh3231fis forced to speech. This is an appropriate setting, when communicating to Microsoft Netmeeting
clients.

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs

SN(ct x-cs)[switch]#interface h323 MyH323I f
SN(i f-h323)[ MWH323If]#itc rx speech

Configuring CLIP/CLIR support (optional)

According to the H.323 standard, information about calling line identification presentation/calling line identifi-
cation restriction (CLIP/CLIR) is not provided, when using the H.323 protocol. However, there are H.323
equipment vendors, which allow tunneling this information through an H.323 connection. The additional
information is inserted in octed 3a of the calling party number information element in the Q.931 part of the
H.323 setup message.

Note This functionality is not standardized and might cause interoperability prob-
lems, if enabled.

Procedure: To enable tunnelling of CLIP/CLIR information over H.323
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Mode: Interface H.323

Command Purpose

1 node(if- h323)[if-namel#clip-clir-support |Enables CLIP/CLIR support on the H.323
interface

Example: Enable CLIP/CLIR support

The following example shows how to enable CLIP/CLIR support on the H.323 interface MyH323lIf.

SN>enabl e

SN#confi gure

SN( cf g) #context cs

SN(ctx-cs)[switch]#i nterface h323 MyH323I f
SN(i f-h323) [ MyH323I f]#clip-clir-support

Enabling the early call disconnect (optional)

Early call disconnect suppresses busy tones (e.g. disturbing a telephone conference) and post-call announce-
ments by sending an H.323 Release message to the remote peer when the connected terminal hangs up (ISDN:
when Disconnect message is received; analog line: when busy tone is detected, loop current is interrupted, or
battery voltage is reversed).

Procedure: To enable early call disconnect

Mode: Interface H.323

Command Purpose

1 node(if-h323)[ifname]#early-disconnect |Enables early call disconnect (Default: dis-
abled)

Example: Enable early call disconnect
The following example shows how to enable early call disconnect on an H.323 interface named MyH323If.

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs
SN(ctx-cs)[switch]#interface h323 MyH323I f
SN(i f-h323) [ MyH323I f ] #ear | y- di sconnect
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Enabling the via address support (optional)

Some LAN Voice applications require the H.323 gateway to add the calling party number of the connected
terminal as an H.323 E.164 Alias to the Facility message when transferring a call to another gateway. This
enables a gatekeeper to detect loops of call forwarding and to stop them.

Procedure: To enable sending of the via address in call transfers

Mode: Interface H.323

Command Purpose

1 node(if-h323)[ifFname]#via-addres-sup- |Enables sending of the via address in call
port transfers (Default: disabled)

Example: Enabling the via address support
The following example shows how to enable the via address support on an H.323 interface named MyH323If.

SN>enabl e

SN#confi gure

SN( cf g) #context cs

SN(ctx-cs)[switch]#i nterface h323 MyH323I f
SN(i f-h323) [ MyH323I f] #vi a- addr ess- support

Override the default destination call signaling port (Optional)

Normally, if no gatekeeper is used, the TCP call-signaling connection for outbound H.323 calls is established
to the H.323 standard call-signaling port 1720. If your destination uses a different call-signaling port, it is pos-
sible to define an alternate port using this procedure.

Note The call-signaling port specified here has no effect, if a gatekeeper is used. In
that case the gatekeeper will provide the portnumber to use for establishing
the call signaling connection

Procedure: To configure an alternate destination TCP call-signaling port

Mode: Interface H.323

Command Purpose

1 node(if-h323)[if-name]# remoteport port |Specifies the TCP port to which the call-signal-
ing connection should be established.

Example: Specifying an alternate destination call-signaling port

The following example shows how to set the destination call-signaling port number for the H.323 interface
MyH3231f to 2300.

SN>enabl e

SN#confi gure

SN( cf g) #context cs

SN(ctx-cs)[switch]#i nterface h323 MyH323I f
SN(i f-h323) [ MyH323I f ] #r enpt eport 2300
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Configuring status inquiry settings (optional)

Normally, the H.323 gateway will send out status inquiries every minute on each connected H.323 call.
According to the H.323 standard, the remote entity must respond to these status inquiries, which allows the
H.323 gateway to detect, if the call on the remote H.323 entity is still alive. If no response is received after
another minute, the call will be dropped.

Unfortunately, there are H.323 entities, which do no respond to these status inquiries. This causes every call to
be dropped after being connected for two minutes using the default setting.

As a workaround for these non-compliant implementations, it is possible to disable the status inquiry check-
ing.
It is also possible to change the default status inquiry interval of 60 seconds to a different value, if required.

Procedure: To disable status inquiries

Mode: Interface H.323

Command Purpose

1 node(if-h323)[if-name]#no status- Disables status inquiries on the interface
inquiry

Example: Disable status inquiries

The following example shows how to disable status inquiries for calls handled by the H.323 interface
MyH323If.

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs
SN(ctx-cs)[switch]#interface h323 MyH323I f
SN(i f-h323)[ MyH3231 f]#no status-inquiry

Procedure: To change the default status inquiry interval

Mode: Interface H.323

Command Purpose

1 node(if-h323)[if-name]#status-inquiry | Changes the status inquiry interval on the
timeout seconds inferface to the specified number of seconds

Example: Disable status inquiries

The following example
the status inquiry interval for the H.323 interface MyH323Ifto 120 seconds.

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs

SN(ctx-cs)[switch]#i nterface h323 MyH323I f

SN(i f-h323) [ MyH323I f ] #status-inquiry timeout 120
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Introduction

This chapter provides an overview of SIP interfaces used by SIP gateways and describes the specific tasks
involved in their configuration. This chapter does not explain the basic configuration steps required for all CS
interfaces. Information about basic interface configuration can be found in the general chapter about CS inter-
face configuration.

Within the CS context of SmartWare, a SIP interface is a special type of CS interface providing call routing for
incoming and outgoing calls to and from the SIP gateway (see figure 61).

SIP
Gateway

bind commands

SIP Interface

Figure 61. SIP interfaces on the CS context

A SIP interface is a CS interface type that also provides voice over IP settings in addition to the general CS
interface parameters. All SIP interfaces must be explicitly bound to a SIP gateway. Calls, which are routed from
the Context CS to one of the SIP interfaces, will be forwarded for call establishment to the SIP gateway to
which the SIP interface is bound. All the parameters configured in the SIP interface will be applied to the for-
warded call.

When a call arrives over SIP in the SIP gateway. The gateway looks for the best matching SIP interface, which
is bound to that gateway. If there is a SIP interface, which contains the IP address of the source of the SIP call
in its remote configuration parameter, the call will be handed over to that interface for further call processing.
If no such interface is found, the gateway looks for an interface, which is bound to that gateway and does not
contain a remote parameter. If such an interface is found the call will be handed over to that interface for fur-
ther processing. If however such an interface is also not available, the call will be dropped.

SIP interface configuration task list

This section describes the configuration tasks for SIP interfaces listed below. You must at least perform the
tasks, which are not marked as optional, to define a working SIP interface. The optional tasks are usually only
required in advanced configurations. Before you can start with the SIP interface specific configuration tasks,
you need to create the SIP interface and define the routing for it as defined in chapter 27, “CS interface config-
uration” on page 315.

* Binding the interface to a SIP gateway
* Configure a remote SIP URI
* Using an alternate VoIP profile (Optional)
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* Configure early call connect / disconnect (Optional)

* Configure a phone context (Optional)

Binding the interface to a SIP gateway
Every SIP interface must be explicitly bound to a SIP gateway instance.

Procedure: To bind a SIP interface to a SIP gateway.

Mode: Interface SIP

Purpose

1 node(if-sip)[if-name]#bind gateway gw- |Binds the gateway to a SIP gateway.
name

Examples: Bind the SIP interfaces to a SIP gateway instance

The following example shows how to bind a SIP interface named MySiplf to a SIP gateway instance named
sip.

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs

SN(ctx-cs)[switch]#interface sip MySiplf
SN(i f-sip)[MSiplf]#bind gateway sip

Configure a remote host

You can define a remote host within the SIP interface. All calls forwarded to the SIP gateway through this SIP
interface will be sent to that host unless the SIP gateway has a default server configured. In that case the remote
host specified here will only be used for the request-URI and the to-header, but the request will be sent to the
default server.

The remote host parameter may contain either an IP address or a DNS hostname.

Usually, you only need to set this parameter, if you do not have a default server configured on the SIP gateway.
This is the case, if you either do not use a SIP server for call routing, or if the server you use for call routing is a
SIP redirect server.

Procedure: To specify the remote SIP entities IP address or DNS hostname in the SIP interface

Mode: Interface SIP

Command Purpose

1 node(if-sip)[if-name]#remoteip ip-address |Defines the IP address or DNS hostname of
the remote SIP entity, for which this interface

shall be used.

Examples: Define the remote SIP entity using an IP address

The following example shows how to associate a SIP interface named MySiplf with a remote SIP entity, which

has the IP address 1.2.3.4
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SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs
SN(ctx-cs)[switch]#interface sip M/Siplf
SN(if-sip)[nySiplf]#renote 1.2.3.4

Examples: Define the remote SIP entity using a DNS hostname

The following example shows how to associate a SIP interface named MySiplf with a remote SIP entity, which
has DNS hostname sipgw.mycompany.com

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs

SN(ctx-cs)[switch]#interface sip MySiplf

SN(i f-sip)[nySiplf]#renote sipgw myconpany.com

Configuring an alternate VolP profile (Optional)

Normally, the VoIP profile defined in the SIP gateway is used for all the calls over that gateway. However, it is
possible to specify an alternate VoIP profile in the SIP interface. In that case the VoIP profile defined within the
VolIP interface is used for all the calls established using that SIP interface instead of the VoIP profile defined in
the SIP gateway.

Procedure: To define an alternate VoIP profile for the SIP interface

Mode: Interface SIP

Command Purpose
1 node(if-sip)[ifname]#use profile voip pro- |Defines an alternate VolIP profile to be used
file-name for this VolP interface

Example: Configure an alternate VoIP profile

The following example shows how to replace the default VoIP profile of the SIP gateway by an alternate VoIP
profile named myprofile for a SIP interface named MySiplIf.

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs
SN(ctx-cs)[switch]#interface sip MySiplf

SN(i f-sip)[MSiplf]#use profile voip nyprofile

Configuring early call connect / disconnect (optional)

Normally, SIP calls are fully connected by sending a 200 OK response to the INVITE request, if the called
party answers the call. Any call progress tones or announcements are transmitted in the early SIP dialog. There
are however several SIP user agents, which do not support media to be transmitted or received in an early dia-
log. To solve this problem, it is possible to connect the SIP call using a 200 OK response to the initial INVITE
request as soon as in-band information is available. This will allow any SIP user agent to receive pre-call in-
band information.

Early call disconnect suppresses busy tones (e.g. disturbing a telephone conference) and post-call announce-
ments by sending a BYE message to the remote SIP user agent when the connected terminal hangs up (ISDN:
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when Disconnect message is received; analog line: when busy tone is detected, loop current is interrupted, or
battery voltage is reversed).

Procedure: To enable early call connect and early call disconnect

Mode: Interface SIP

Step Command Purpose
1 node(if-sip)[iFname]#early-connect Enables early call connect (Default: disabled)
2 node(if-sip)[ifFname]#early-disconnect Enables early call disconnect (Default: dis-
abled)

Example: Enable early call connect and early call disconnect

The following example shows how to enable early call disconnect on a SIP interface named MySiplf.

SN>enabl e

SN#confi gure

SN( cf g) #context cs
SN(ctx-cs)[switch]#interface sip M/Siplf
SN(i f-sip)[MSiplf]#early-connect

SN(i f-sip)[ MSi pl f]#earl y-di sconnect

Configuring a phone context (optional)

The SIP gateway automatically adds a user=phone tag to each SIP URI within INVITE requests, which contain
a phone number in international format in their user part. Phone numbers in international format are num-
bers starting with a + sign. If the user part however contains a different type of phone number, the user=phone
parameter will not be added automatically. This is because the user=phone option must not be appended to a
SIP URI containing other than international numbers in their user part, unless a phone-context parameter is
also appended to the SIP URI. Therefore, you can specify here the name of a phone context, to be included
together with the user=phone parameter in any SIP URI sent within INVITE messages, which contain other
than international format phone numbers in their user part.

Procedure: To define a phone context for the SIP interface

Mode: Interface SIP

Step Command Purpose

1 node(if-sip)[iFname]#phone-context Specify a phone context for the interface

Example: Configure a phone-context
The following example shows how to configure a phone-context named mycompany for the SIP interface
MySiplf.

SN>enabl e

SN#confi gure

SN( cf g) #cont ext cs
SN(ctx-cs)[switch]#interface sip M/Siplf
SN(i f-sip)[ M/Si pl f]#phone-cont ext nyconpany

Using the configuration of this example, the URIs build by the SmartNode look as follows:
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si p: +41318432343@rysi pdomai n. com user =phone
si p: 531@ysi pdonai n. com user =phone; phone- cont ext =mycomnpany
si pbob@rysi pdonai n. com

Without the special configuration of this example, these URIs would look as follows:

si p: +41318432343@rysi pdonai n. com user =phone
si p: 531@rysi pdonai n. com
si pbob@rysi pdorai n. com

360
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Introduction

This chapter provides an overview of call router tables, mapping tables and call services and describes the tasks
involved in configuring the call router in SmartWare. This chapter includes the following sections:

¢ Call router configuration task list

* Call router configuration tasks

*  Examples

There are two options for deciding where an incoming call on a CS interface is forwarded to:

* Basic interface call routing: Basic interface routing can be configured directly on the CS interfaces. It's also
called 'direct call routing'.

* Advanced call routing: More complex call forwarding decisions can be configured in the call router.

The call router is a very efficient and flexible tool for routing calls between CS interfaces. Based on a set of
routing criterias the call router determines the destination (interface) for every incoming call. The forwarding
decisions and features are based on a set of routing tables, mapping-tables and call services.

Each routing table is responsible for a specific routing criterion such as the called party number or the bearer
capability of the call. Multiple tables can be linked together to form a decision tree. The mapping tables can be
used to modify call properties like the calling and called party numbers according to the network requirements.
Call services can be used in the routing path to observe the call state and spawn other calls. The hunt-group
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service is an example for a call service. Figure 62 illustrates direct call and advanced call routing. In this chapter,
advanced call routing is explained. For configuring direct call routing refer to chapter 33, “Call router configu-
ration” on page 361.

— 5 Advanced call
routing through

Call Router

“ Direct call routing

interface interface

Call Router

first routing table ~ routing table

i
|
k route

routing fable

a A y
b B L
mapping table roufe

service

Figure 62. Direct call routing vs. advanced call routing

Due to the tree search algorithm implemented in the call router very large routing tables can be scanned very
quickly with minimal impact on the call setup delay. The SmartWare call router supports the following routing
criteria:

Calling party number (calling-e164); also called source-Nr, A-Nr, MSN, DDI or CLIP
Called party number (called-e164); also called destination-Nr or B-Nr

Calling and called party numbertype

Calling and called party number plan

Calling and called party name, the display name

Calling and called party IP address (for VoIP calls)

Calling and called party URIs (for SIP calls)

Presentation indicator; whether the number shall be presented to the other party
Screening indicator; whether the number has been screened

Information transfer capability; also called ISDN bearer capability or ISDN service
Day of week; Monday - Sunday
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Time of day; hour:minute:second

Date; day.month.year

33 ¢ Call router configuration

and call property manipulation requirement that you may have.

j The call router allows you to solve practically any call routing

The call router is very flexible in allowing the construction of
IMPORTANT  decision trees based on linked routing tables. However you
should take care not to use too many tables and an over-elabo-
rate structure. The configuration may become large and difficult
to manage. For complex configurations we recommend offline

editing and configuration downloads.

Call router configuration task list

To configure the call router, perform the tasks in the following sections and in the order as listed below.

Map out the goals for the call router

Enable advanced call routing on circuit interfaces
Configure general call router behavior

Configure call router tables

Configure mapping tables and complex functions
Configure call services

Deleting routing tables and functions

Activate the call router configuration

Test the call router configuration

Map out the goals for the call router
There are many possible policies and factors that may influence the call router configuration. Some examples
are:

Least cost routing

On-net off-net call routing
ISDN service routing
Carrier selection

Service quality

Fallback strategies

Network and gateway selection

Other factors that must be taken into account are:

Available number ranges (DDI, MSN, PISN)

Call router configuration task list

365



33 e Call router configuration SmartWare Software Configuration Guide

* Potential restrictions imposed by neighboring equipment (Gatekeepers, Remote Gateways, PBXs) on the
number length or range to be used.

The call router is able to accommodate almost every combination of these requirements through a customized
configuration.

In order to keep this configuration compact we recommend that you first define the routing requirements and
restrictions that apply to your installation. Then define the routing and mapping tables and the call services
that you need to fulfill these requirements. Finally define the decision tree (i.e. the sequence in which the tables
are linked together). In this step you may realize that you need multiple tables of the same type to achieve your
goals. On the other hand an alternative sequence may help you to reduce the number of tables or the size of
each table while still achieving the set goal. Only when you are happy with the planned tables, functions and
sequence should you start configuration.

Enable advanced call routing on circuit interfaces

To activate the advanced call routing the first routing table in the CS interface has to be specified as you can see
in figure 62. Make sure the route parameter on the CS interface is configured in order to forward the incoming
calls to the first table of the call router.

Procedure: To enable advanced call routing on a circuit interface

Mode: Context CS

Step Command Purpose

1 |node(ctx-cs)[switch]#interface if-type if-name Change to Interface Configuration Mode to specify
the entry table in the inferface

2 | nodelif-type)[if-nameliroute call dest-interface |Use these commands to route a call

interface-name (1) directly to an interface specified with the inter-
or face-name parameter;
nodelif-type)[if-namel#route call dest-table (2) to the call router, using the table-name table as
table-name first routing table;

or (3) directly to a service specified with the service-

nodelif-type)[if-namel#route call dest-service "M parameer.

service-name

Note Unlike previous versions of SmartWare, you cannot specify a fallback desti-
nation, which is used when the first destination fails. Instead route the call to
a hunt-group service, which hunts the call over multiple destination inter-
faces as explained in section “Creating a hunt group service” on page 397.

Configure general call router behavior

Configure address completion timeout

A call that is routed through a called party number routing table possibly has a called party number that is too
short for a routing decision to be made. In this case the call router waits for additional digits being entered by
the calling user. When the user does not enter additional digits during the address completion timeout, the call
router drops the call. You can configure the address completion timeout following the procedure below. The
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default address completion timeout is 12 seconds and is restarted after each digit that is sent during overlap
dialing.

Note The address completion timeout is active when the call router waits for man-
datory digits before being able to complete call routing. Contrary to this, the
digit collection timeout, described below, waits for additional optional dig-
its.

Procedure: To configure the address completion timeout

Mode: Context CS

Command Purpose
1 | node(ctx-cs)[ switch]# Configures the address completion timeout by
address-completion timeout fimeout specifying the timeout in seconds. If not config-
ured, the default address completion timeout is
12 seconds.

Example: Configure address completion timeout

SN[ swi t ch] #addr ess- conpl eti on timeout 20

Configures the address completion timeout to 20s. A call with an incomplete called party number is dropped
20 seconds after receiving the last called party address update (overlap dialed digit).

Configure default digit collection timeout and terminating character

You can enter called party routing table entries that specify an incomplete number (extended by the T-indica-
tor; refer to section “Called party number routing table” on page 372). When the call router selects such an
entry, the call router waits for additional digits and starts the digit collection timeout. When the digit collec-
tion timeout elapses or when the user enters the terminating character, the call is placed to the destination
specified with the routing table entry.

The digit collection timeout has a default value of 5 seconds, the terminating character is the pound character

(#) by default.

Note The digit completion timeout is active when the call router waits for
optional digits of a called party number before placing the call to the selected
destination. Contrary to this, the address completion timeout, described
above, waits for mandatory digits.

Procedure: To configure the digit collection timeout and terminating character
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Mode: Context CS

Step Command Purpose
1| nodelctx-cs)[ switch]# Configures the digit collection timeout by specify-
digit-collection timeout timeout ing the timeout in seconds. If not configured, the
default digit collection timeout is 5 seconds.
2 | podelctx-cs)[switch]# Configures the digit collection terminating charac-
digit-collection terminating-char char ter by specifying the char. This can be any charac-

ter out of 0123456789*#. The default
terminating character is the pound (#). You can
also use this command in the no-form to disable
that the user can stop digit collection by a termi-
nating character.

or
no digit-collection terminating-char

Example: Configure address completion timeout
SN[ swi tch]#digit-collection timeout 3
SN[ swi tch] #digit-col |l ection term nating-char *

Configures the digit collection timeout to 3s. The digit-collection timeout can be stopped by the user entering
the asterisk (*) character.

Configure number prefix for ISDN number types

The called and calling party numbers in an ISDN signaling message are of a defined number type; national,
international or unknown. Depending on where the message originates (PSTN, mobile network, PBX) this
number type may differ. Table 15 illustrates the three number types.

Table 15. ISDN number types
Type Format Description Example

unknown |as dialed with all leading zeros or other prefix numbers 0041 99 888xxxx

national (area code) (local extension number) 99 888xxxx

international | (country code) (area code) (local extension number) 41 99 888xxxx

The missing prefix in the national and international number types can complicate the call router configuration,
so SmartWare offers the possibility to expand these numbers before entering the first call router table.

Note The configured prefix is not removed at the exit of the call router (i.e. when
a destination interface is found), but the number has the numbertype

unknown.

Procedure: To configure number prefix
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Mode: Context CS

Step Command Purpose
1| nodelctx-cs)[ switch]# Adds prefix to all E.164 numbers of type national
national-prefix prefix before entering the call router.
2 | podelctx-cs)[switch]# Adds prefix to all E.164 numbers of type interna-
international-prefix prefix tional before entering the call router.

Example: Configure number prefix
SN swi t ch] #nat i onal - prefi x 0041

I nput: 99888xxxx Result: 004199888xxxXx
SN[ swi t ch] #i nternational -prefix 00

I nput: 4199888xxxx Result: 004199888xxxX

Configure call routing tables
Routing tables are identified by names that can be any arbitrary string. For ease of identification the table type
is typically used as part of the name.

Call router tables are created by entering the routing-table command, which also brings you into the routing
table configuration mode. There you can add, modify or delete entries of the routing tables. Refer to the indi-
vidual table types detailed below on how to configure table entries.

Note The sequence of the lines is not important. The call router creates a search
tree out of the table lines to ensure optimal search speed.

Note To remove a specific entry of a table, enter the table configuration mode and

use the no-form on a previously entered entry. To remove a whole table, use
the no-form of the table mode command.
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Create a routing table

A routing table forwards the call to another table, interface or service based on a specific call property like the
called party number or the current date. The call router provides a number of different routing table types. A
routing table looks like the following:

Type called-e164 } Heoder
Name NATIONAL
Key Destination Function )
001 if USVOIP-A

001320 if USVOIP-B .
0044 | if EUROVOIP s
0049 if EUROVOIP

default if DEFACC ADD-PREFIX Y

Figure 63. Routing table outline

Each table contains a header and one or more entries. The header declares the type of the routing table as well
as its name.

The name of the routing table is unique inside the context and serves as identifier for referencing the table
from other tables or interfaces. The routing table type specifies which call property the table shall examine. The
following call properties can be used as a routing table type:

Table 16. Routing table types

Type Description

called-e164 Route calls based on the called party E.164 number. Entries of called-e164 tables can
use wildcards to summarize routes. Digit collection can be configured on a per-entry
basis.

calling-e164 Route calls based on the calling party E.164 number. Entries of calling-e164 tables can

use wildcards to summarize routes.

called-type-of-number |Route calls based on the called party number type. ISDN distinguishes different type of
numbers.

calling-type-of-number |Route calls based on the calling party number type. ISDN distinguishes different type of

numbers.

called-numbering-plan |Route calls based on the called party numbering plan. ISDN distinguishes different
numbering plans.

calling-numbering-plan |Route calls based on the calling party numbering plan. ISDN distinguishes different
numbering plans.

called-name Route calls based on the display name of the called party.
calling-name Route calls based on the display name of the calling party.
called-ip Route calls based on the signaling IP address of the destination VolIP peer.
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Table 16. Routing table types (Continued)

Type Description

calling-ip Route calls based on the signaling IP address of the origination VolIP peer.

called-uri Route calls based on the URI of the destination VoIP peer (for SIP calls: the To-URI).

calling-uri Route calls based on the URI of the origination VoIP peer (for SIP calls: the From-URI).

calling-pi Route calls based on the presentation indicator.

calling-si Route calls based on the screening indicator.

itc Route calls based on the information transfer capability (bearer capability) to distin-
guish speech from data calls.

time Route calls based on the current time of day to enable least cost routing.

date Route calls based on the current date to enable least cost routing.

day-of-week Route calls based on the current day of week to enable least cost routing.

Besides the header (name and type) a routing table contains multiple entries. Each entry specifies a specific
value of the routing table type and a destination interface and an optional function. When a call arrives at a
routing table, the following procedure is applied:

1. Examine the call property as specified with the routing table type.

2. Select the best matching entry. This means that the key of each of the entries is compared to the call prop-
erty and the entry that matches best is chosen.

3. Execute the entry. This means executing the referenced function of the entry if specified, and routing the
call to the specified destination interface, table or service.

Procedure: To create a routing table and add entries
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Mode: Context CS

Step Command Purpose

1 |node(ctx-cs)[switch]#routing-table Create a routing table table-name of the specified table-type.
table-type table-name This enters the table mode where entries can be added or
removed. To enter a previously created table from the context
CS mode, you may leave away the table-type.

2 |node(rt-tab)[table-name]#route key Add an entry to the routing table for destination interface if-
dest-interface if-name function name, destination table table-name or destination service
or service-name. Optionally you can specify a function (map-
ping-table or complex function) that shall be executed before
the call is routed to the destination interface, table or service.
The format of the key depends on the type of table. The next
sections explain key formats for the different table types.

node(rt-tab)[table-name]#route key
dest-table table-name function

or

node(rt-tab)[table-name]#route key
dest-service service-name function

3 Repeat step 2 to add lines for additional table entries.

Example: Called party number routing table

SN( cf g) #context cs

SN(ctx-cs)[switch]#routing-table called-el64 NATI ONAL

SN(rt-tab)[ NATI ONAL] #rout e 001 dest-interface USVO P-A

SN(rt-tab)[ NATI ONAL] #r out e 001320 dest-interface USVA P-B
SN(rt-tab)[ NATI ONAL] #r out e 0044 dest-interface EUROVO P

SN(rt-tab)[ NATI ONAL] #r out e 0049 dest-interface EUROVO P

SN(rt-tab)[ NATI ONAL] #rout e default dest-interface DEFACC ADD- PREFI X

Called party number routing table

The called party number (called-e164) table is used to route calls based on the called party E.164 number in
the call set-up message. The call router scans the table to find the longest matching key starting with the first
digit.

Regular Expressions

The key of an entry can be either a complete number or a partial number with wildcard digits, represented by a
period (.) character. Each (.) represents a wildcard for an individual digit. For example, if the 4ey is defined as
888. ..., then any called party number beginning with 888, plus at least four additional digits matches this
entry.

In addition to the period (.), there are several other symbols that can be used as wildcard characters in the 4ey.
These symbols provide additional flexibility in designing call routing and decrease the need for multiple entries
in configuring number ranges.
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The following table shows the wildcard characters that are supported:

Table 17. Wildcard symbols used as keys in E.164 tables (callinge 164, callede164)

Symbol Description

- Indicates a single-digit placeholder. For example, 888 . . . . matches any dialed number beginning
with 888, plus at least four additional digits. Note that the key only specifies the prefix. Thus the num-
ber may be longer, but also matches.

[1 |Indicates a range of digits. A consecutive range is indicated with a hyphen (-); e.g. [5-7]. A noncon-
secutive range is indicated without a delimiter. For example, [58]. Both can be used in combination;
e.g. [5-79], which is the same as [5679]. A (*) symbol may be placed right after the opening bracket
to indicate that the specified range is an exclude list. For example, [*01] specifies the same range as
[2-9]

Note: Only single-digit ranges are supported. You cannot specify the range of numbers between 99
and 102 using [99-102].

() |Indicates a pattern. For example, 888(2525). It is used in conjunction with the symbol (2), (%) or (+)
or when replacing a number in a mapping table.

LY

Indicates that the preceding digit or pattern occurred zero or one time. Enter Cirl-V before entering
(2) from your keyboard, since the CLI normally uses the question mark to display help texts.

% |Indicates that the preceding digit or pattern occurred zero or more times. This functions the same as
the asterisk (*) used in regular expression. Here the percent (%) symbol is used to be able to handle
the asterisk (*) as part of a dialed number.

+ |Indicates that the preceding digit or pattern occurred one or more times.

T  |Enables digit-collection for this entry. The call router pauses to collect additional dialed digits. The
default digit collection timeout is 5 seconds. The collection can be aborted pressing the pound (#)
key.

Note: The terminating character is used only to terminate the timeout and is therefore removed from
the dialed number.

Note: The timeout (T) symbol is only allowed for Called Party Number table entries, while all other
wildcards are also allowed for Calling Party Number tables.
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The next table shows some examples of how these wildcard symbols are applied to the key of a table entry:

Table 18. Wildcard symbols used as keys in E.164 tables (callinge 164, callede164)

Expression Description

88825.+ 88825, followed by one or more wildcard digits. This expression implies that the number must
contain at least 6 digits starting with 88825; for example, 888251, 8882512 or
888251234567890

88825.% 88825, followed by zero or more wildcard digits. This expression implies that the string must
contain at least 88825; for example, 88825, 888256, 8882567

Note: The “.%" expression postfix can be left away, because the expression is always com-
pared as prefix to the dialed number. Thus each expression automatically contains a “.%" post-

fix.

88825+ 8882, followed by 5 repeated one ore more times; for example, 88825, 888255, or
8882555555555

888(25)+ 888, followed by 25 repeated one or more times; for example, 88825, 8882525 or
8882525252525

0?2111 An optional 0, followed by 111; for example, 0111, 111, 11123456789

8882[56]... 8882 followed by 5 or 6, plus at least three more wildcard digits.
%45$ Any number that has a postfix of 45; for example, 45, 045, 0041998882545.
Note: The dollar sign ($) at the end is used to disable prefix matching.

In addition to wildcard characters, the following characters can also be used in the key of the table entry:

* Asterisk (*) and pound sign (#) — These characters can be used anywhere in the key like other digits, for
example, they can be used as the leading character (e.g. *21), which is handled like normally dialed number.

* Dollar sign ($) — Disables prefix matching. Must be used at the end of the dial string.

Digit Collection

Fixed-length dialing plans, in which all the numbers have fixed length, are sufficient for most voice networks,
because the telephone number strings are of known lengths. Some voice networks, however, require variable-
length dial plans, particularly for international calls, which use telephone numbers of different length. Further-
more some voice networks do not support overlap dialing. In this case the call-router must collect the digits
before placing a call to that network with the complete number.

If you enter the timeout T-indicator at the end of the key in a Called-Party Number table, the call router
accepts a fixed-length number and then waits for additional dialed digits. The timeout character must be an
uppercase T. The following example shows how the T-indicator is set to allow variable-length numbers:

SN( cf g) #cont ext cs
SN(ctx-cs)[switch]#routing-table called-el64 coll ect
SN(rt-tab)[coll ect] #route 0041T dest-interface CHVol P-A

In the example above, the call router accepts the digits 0041, and then waits for an unspecified number of addi-
tional digits as long as the interdigit timeout has not expired. When the interdigit timeout expires, the router
places the call.
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The default value for the interdigit timeout is 5 seconds and can be configured using the digit-collection time-
out command in the context CS configuration mode. You may want to override this default timeout for a spe-
cific entry. Just place the timeout in seconds after the T-indicator; e.g. T3 to set the inter digit timeout to 3
seconds for that entry.

The user may press the pound (#) as terminating character to immediately place the call. If the pound (#) char-
acter is entered while the router is waiting for additional digits, the pound (#) character is treated as a termina-
tor; it is not treated as part of the dialed number sent across the network. But if the pound (#) character is
entered before the router begins waiting for additional digits (meaning that the pound (#) is entered as part of
the fixed-length key), then the pound (#) character is treated as a dialed digit.

For example, if the key is configured as 888 . . . . T, then the entire dialed string of 888#2525 is collected, but
if the dialed string is 888#252#5, the #5 at the end of the dialed number is not collected, because the final
pound (#) character is treated as terminator. You can change the default terminating character using the digit-
collection terminating-char command in the context CS configuration mode. You may want to override this
default terminating character for a specific entry. Just place the character after the timeout and a comma; for
example, T3,* to set the terminating character to asterisk (*).

Digit Collection Variants
There are three different ways how a called party routing-table can be used to perform address completion or
digit collection. Consider the following examples:

routing-table call ed-el64 TAB- PREFI X
route 099 dest-interface | F-QUT

routing-table call ed-el64 TAB- COVWLETE
route 099.... dest-interface |F-QUT

routing-table called-el64 TAB- COLLECT
route 099T dest-interface | F-OUT

Now assume someone picks up a phone and dials a number using overlap dialing. After picking up the phone,
an empty called party number is offered to the routing tables. All three routing tables require the called party
number to contain at least the prefix 099. Thus the number is incomplete and the call router waits for addi-
tional digits being entered. Now the user presses the digit one (1). The resulting called party number is 0991.
The call router is again asked for routing the call to a destination. The TAB-PREFIX table performs a prefix
match with its only entry and finds out that the number is long enough, so TAB-PREFIX immediately routes
the call to the destination interface IF-OUT. Unlike the first table, TAB-COMPLETE needs at least three
more digits. Thus the address is not complete yet and the call router waits for more digits. TAB-COLLECT
has enough digits but uses the T-indicator to perform digit-collection. The call router waits for the digit-collec-
tion timeout and then places the call to the destination interface IF-OUT.

Note There is a difference between the address completion and the digit collection
timeout. The address completion timeout is active when a route is incom-
plete, e.g. when the dialed number of 0991 is tried to match to the entry
099..... In this case, the call router cannot forward the call to the destination
unless the user enters three more digits. Thus the address completion time-
out is active when the call router waits for mandatory digits. The address
completion timeout can be configured using the address-completion timeout
command in the context CS mode. If the user does not enter more digits,
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the address completion timeout elapses and the call is dropped. The digit
collection timeout is active when a route is complete but a T-indicator is
specified on the selected route, e.g. when the dialed number of 0991 is tried
to match the entry 0997 In this case the call router waits for some period of
time for the user to enter additional optional digits. The digit collection tim-
eout can be configured using the digit-collection timeout command in the
context CS mode. If the user does not enter more digits, the digit collection
timeout elapses and the call is forwarded to the destination interface.

Example: Simple called party number routing table

The following table routes call based on the called party number. An internal number starting with 5 and con-
taining at least 3 digits is routed to the interface that is connected to the local PBX. An international call to the
US is routed to the VoIP interface USVOIP. All other calls (local, national and international) are routed to the
interface that is connected to the PSTN.

SN( cf g) #cont ext cs
SN(ctx-cs)[switch]#routing-table called-el64 D ST
SN(rt-tab)[ DI ST]#route 5.. dest-interface PBX
SN(rt-tab)[ DI ST] #route OO1lT dest-interface USVA P
SN(rt-tab)[ DI ST] #route default dest-interface PSTN

Example: Digit collection of any number

If you want to route calls from interface A directly to interface B, wanting to collect dialed digits, you have to
route calls from interface A to a routing table like the one shown in this example. This table does not require
the dialed number to be of any format or length but waits for arbitrary number of digits that can be entered
using overlap dialing. This allows the user to enter any number to reach the destination interface.

SN( cf g) #cont ext cs
SN(ctx-cs)[switch]#routing-table called-el64 COLLECT
SN(rt-tab)[ COLLECT] #route T dest-interface OUT

Example: Called party number routing table explained

Regular expressions are very powerful for E.164 lookups. A routing table always tries to find the table entry
with the best matching prefix. Determining the best match is often not a very simple process. There are several
rules that define the match quality of a rule for an entered number:

1. A longer rule matches better than a shorter one.

2. An explicitly specified digit matches better than a wildcard.

3. A wildcard that include less possible digits matches better that a wildcard that include more possible digits.
Consider the following routing table:

routing-table called-el64 test

route 1 dest-interface | Flentry #1
route 1[0-4] dest-interface |F2entry #2
route 11 dest-interface | F3entry #3

route 111T dest-interface | Fdentry #4
route default dest-interface |F5entry #5
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Note The numbers that are normally dialed are longer than the prefixes listed in
the table test. For example, if the numbering plan is defined using five digits,
a user normally dials a number like 12345 to reach a destination. Anyway
the lookup result must be the same for en-bloc and for overlap dialing. This
example shows how the table is looked up after each overlap-dialed digit and
how a destination is finally found. This selected destination is the same as if
the user dialed the number en-bloc.

The following table contains a list of overlap-dialed number examples that use the routing table above for a

lookup:

Dialed Selected

Description

Number Entry

empty
(after picking
up the phone
without dialing
a number
before)

The number is incomplete for entries #1-#4, which all want at least know
whether the number starts with a 1. Thus no entry is selected and the call router
waits for additional mandatory digits or drops the call after 12 seconds
(address-completion timeout).

1 - No entry is selected. Though the dialed number matches entry #1 there are
other entries that are still incomplete (the entered number is a prefix of the
entry). In this state the call router waits for additional mandatory digits or drops
the call after 12 seconds (address-completion timeout).

2 #5 No entry matches, so the default entry is selected; the call is placed immedi-
ately.

11 - No entry is selected. Though the dialed number completely matches entry #1, #2
and #3, entry #4 is still incomplete. The call router waits for additional manda-
tory digits or drops the call after 12 seconds (address-completion timeout).

12 #2 Entry #1 and #2 match the dialed number of 12, but entry #2 matches better
because the expression is more precise (longer) than entry #1. Thus the call is
immediately routed to inferface IF2.

19 #1 Entry #1 is the only that matches. The call is immediately placed.
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Dialed Selected
Number Entry

111 #4 All entries match the dialed number of 111, but entry #4 matches best because
the expression is more precise (longer) than entry #1-#3. Entry #4 is selected
but the call is not placed immediately because the entry contains the T-indica-
tor. The router waits for additional digits and then places call to interface IF4
when the digit-collection timeout elapses.

Description

Note: If the user enters an additional digit during digit-collection on a T-indica-
tor, the router must not change the destination entry anymore.

112 #3 Entry #1, #2 and #3 match the dialed number of 112. Entry #1 has only an
expression of one digit while entry #2 and #3 have an expression that specify
two digits. Entry #3 matches better than entry #2 because entry #3 explicitly
specifies the digits while entry #2 contains a wildcard for the second digit. Thus
entry #3 is selected and the call is placed immediately to interface IF3.

121 #2 Entry #1 and #2 match the dialed number of 121, but entry #2 matches better.
The call is immediately placed to IF2.

191 #1 Only entry #1 matches the dialed number of 191. Thus the call is routed imme-
diately to interface IF1.

1111 #4 The lookup procedure is the same as for dialled number 111. The call router
waits for additional digits and places the call after the digit-collection timeout to
interface IF4.

11114 #4 Same as for 1111, but the pound (#) terminates the digit collection; the call is
immediately placed to interface IF4.

Calling party number routing table

The calling party number (calling-e164) table is used to route calls based on the calling-e164 in the call setup
message. This number in general corresponds to the extension number of a PBX or MSN of an ISDN termi-

nal. The table can be used to route calls from extensions, which have particular call routing requirements (i.e.

Terminals which require non VoIP capable ISDN services). The call router looks for the longest match starting
with the first digit of the calling party number.

Note The calling party number is sometimes inserted or modified by a PBX.
Sometimes there is no calling party number at all. This all depends on the
equipment you connect to the device.

Note The T-indicator cannot be used in calling party number tables. (Overlap
dialing only makes sense for called party numbers).

Example: Calling party number routing table

This example shows how to create a calling party number routing table that routes calls based on the last three
digits of the calling party number (the extension part). The key . %52/35]$ means that every number that starts
with any digit (.) appearing zero or more times (%) followed by 52 and a 3 or 5 matches the entry. For exam-
ple, the following calling party numbers match the first entry: 0998882523 or 0998882525 or simply 523 or
525.
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Note This table does not contain a default entry. All calls where the calling party
number does not match to one of the entries are dropped.

SN( cf g) #cont ext cs

SN(ct x-cs)[switch] #routing-table calling-el64 EXTS
SN(rt-tab)[ EXTS] #route .9%2[35]$ dest-interface breakout
SN(rt-tab) [ EXTS] #route . %72 dest-interface DefAcc

Number type routing table

The calling or called party number type (calling-type-of-number or called-type-of-number) table is used to
route calls based on the calling or called party type of number field in the ISDN setup message. This can be
used, for example, to differentiate between national and international calls.

Note When you specified a national or international prefix using the commands
national-prefix or international-prefix respectively. in the context CS config-
uration mode, the calling or called party number is extended with the speci-
fied prefix and the type-of-number is set to unknown in the incoming
interface. Thus an international number can enter the call-router as
unknown number.

Note This property is only set by incoming ISDN calls. A call that arrives the call
router from a FXS or SIP interface has a number type of Unknown as those
interfaces do not support the number type property.

The call router can route calls according to the following number types. These values beside default can be used
for the key parameter to create a routing table entry:

unknown—Unknown number type. This is the default value for calls that arrive through an interface that
does not support the number type property.

international—International number; the number does not include prefix or escape digits.
national—National number; the number does not include prefix or escape digits.

network-specific—Network specific number, used to indicate administration or service number specific to
the serving network, e.g. used to access an operator.

subscriber—Subscriber number; the number does not include prefix or escape digits.

abbreviated—Abbreviated number.

Example: Calling type-of-number routing table

The following example routes calls with an international calling party number to the next table TAB-INCOM-
ING-INT, calls with a national calling party number to the next table TAB-INCOMING-NAT and all other
calls to the next table TAB-INCOMING-UNKNOWN.

SN( cf g) #context cs

SN(ctx-cs)[switch]#routing-table calling-type-of-number TON
SN(rt-tab)[ TON] #route international dest-table TAB-1NCOM NG | NT
SN(rt-tab)[ TON] #route nati onal dest-table TAB-1 NCOM NG NAT
SN(rt-tab)[ TON] #route default dest-table TAB-I NCOM NG UNKNOAN
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Numbering plan routing table

The calling party numbering plan or called party numbering plan (calling-number-plan or called-numbering-
plan) table is used to route calls based on the calling or called party numbering plan field in the ISDN setup
message. This can be used to differentiate calls between numbers of an ISDN, data, telex, national standard or
private numbering plan.

Note This call property is only set by incoming ISDN calls. A call that arrives the
call router from a FXS or SIP interface has a numbering plan of unknown.

The call router can route calls according to the following numbering plans. These values beside default can be
used for the key parameter to create a routing table entry:

* unknown—Unknown numbering plan. This is the default value for calls that arrive through an interface
that does not support the numbering plan property.

* isdn-telephony—ISDN/Telephony numbering plan according to CCITT Reccommendation E.164/
E.163).

* data—Data numbering plan according to CCITT Recommendation X.121.
¢ telex—Telex numbering plan according to CCITT Recommendation E.69.
* national-standard—Numbering plan according to a national standard.

* private—Any private numbering plan.

Example: Calling numbering-plan routing table

The following example shows how to create a routing table with name NP that routes calls based on the calling
part numbering plan. Calls with calling party numbers formed according to the ISDN/Telephony numbering
plan are routed to the next table TAB-INCOMING-ISDN, calls with calling party numbers formed according
to the data numbering plan to the next table TAB-INCOMING-DATA and all other calls to the next table
TAB-INCOMING-UNKNOWN.

SN( cf g) #cont ext cs

SN(ct x-cs)[switch] #routing-table calling-nunbering-plan NP
SN(rt-tab)[ NP]#route isdn-tel ephony dest-table TAB-1 NCOM NG | SDN
SN(rt-tab)[ NP]#route data dest-tabl e TAB-|I NCOM NG DATA
SN(rt-tab)[ NP] #route default dest-table TAB-1 NCOM NG UNKNOWN

Name routing table

The calling display name or called display name (calling-name or called-name) table is used to route calls based
on the human-readable name of the calling or called party. The key you specify in a routing table entry must be
identical to the display name of the calling or called party for the entry to match.

Note Incoming SIP calls use this call property to store the display name part of the
SIP URI. Other interfaces set the display name to the empty string.
Example: Calling display name routing table
This example routes calls based on the display name part of the From-URI of an incoming SIP call.

SN( cf g) #context cs
SN(ct x-cs)[switch]#routing-table calling-name nane
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SN(rt-tab)[ nane] #route John Smith dest-table TAB- FROV JOHN
SN(rt-tab)[ nane] #route Adm ni strator dest-table TAB- FROVM ADM N
SN(rt-tab)[ nane] #route default dest-tabl e TAB- FROV UNKNOMN

IP address routing table

The calling party IP address (calling-ip) table is used to route calls based on the signaling IP address of the orig-
inating VoIP peer, e.g. the IP address of the originating H.323 peer terminal. The called party IP address
(called-ip) table is used to route calls based on the called IP address property. The called IP address of incoming
calls is set to 0.0.0.0 unless modified by a previous mapping table in the routing path. Thus the called IP
address table is of limited use only.

You may specify a whole subnet with the key parameter of the routing table entry. The format of the key
parameter is ipaddress[/mask-size]; the mask size may be omitted.

Note Incoming SIP and H.323 calls use the calling party IP address property to
store the IP address of the remote SIP user agent or H.323 terminal, respec-
tively. Other interfaces like ISDN or FXS set the IP address to 0.0.0.0.

Example: Calling IP address routing table

The following example routes all calls from a remote H.323 terminal in the LAN to the next table TAB-
FROM-LAN and all other calls to TAB-FROM-WAN.

SN( cf g) #cont ext cs

SN(ctx-cs)[switch]#routing-table calling-ip ip
SN(rt-tab)[ip]#route 172.16. 32.0/24 dest-tabl e TAB- FROM LAN
SN(rt-tab)[ip]#route default dest-table TAB- FROV WAN

URI routing table

The calling party URI (calling-uri) table is used to route calls based on the URI of the originating VoIP peer,
e.g. the From-URI of an incoming SIP call. The called party URI (called-uri) table is used to route calls based
on the To-URI. The called URI of incoming calls is not set unless modified by a previous mapping table in the
routing path. Thus the called URI table is of limited use only.

Note Incoming SIP calls use the Calling Party URI Address property to store the
From-URI of the remote SIP user agent. Other interfaces don't set the URI.

Example: Calling IP address routing table

The following example shows how to create a routing table to route all SIP calls from John Smith to the next

table TAB-FROM-JOHN while all other calls are route to the next table TAB-FROM-UNKNOWN.

SN( cf g) #context cs

SN(ctx-cs)[switch]#routing-table calling-uri uri

SN(rt-tab)[ip]#route sip:john.smth@il.net dest-table TAB- FROVM JOHN
SN(rt-tab)[ip]#route default dest-table TAB- FROV UNKNOMN

Presentation Indicator Routing Table

The presentation indicator (calling-pi) table is used to route calls based on the presentation indicator of the
calling party number. A user that doesn’t want its number being displays sets the presentation indicator to
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restricted. There is no presentation indicator on the called party number. Thus you cannot create a called-pi

table.

Note IncomingISDN calls set the presentation indicator according to the received
ISDN Setup message. Incoming H.323 calls only set the presentation indi-
cator transparently when Octet3a handling is enabled. Other interfaces set
the presentation indicator to allowed.

The call router can route calls according to the following presentation indicators. These values beside default
can be used for the key parameter to create a routing table entry:

e allowed—Presentation of the calling party number is allowed. This is the default value for calls that arrive
through an interface that does not support presentation indicators.

* restricted—Presentation of the calling party number is restricted.

¢ interworking—The calling party number is not available due to interworking.

Note At the originating user-network interface, the presentation indicator is used
for indicating the intention of the calling user for the presentation of the
calling party number to the called user. You possibly want to remove the call-
ing party number when the user set the presentation indicator to restricted.
To achieve this, route restricted calls to a mapping table that sets the calling-
€164 to the empty string (“”) as it is shown in the example below.

Example: Presentation indicator routing table

This example uses a pseudo routing table that just forwards all calls to the interface IF-OUT but first executes
the mapping table NO-CNPN. This mapping table examines the presentation indicator and modifies the call-
ing party number. If the presentation indicator is restricted, the calling party number is cleared. For all other
presentation indicator values, the calling party number is not modified.

SN( cf g) #context cs

SN(ctx-cs)[switch]#routing-table calling-pi Pl

SN(rt-tab)[Pl]#route default dest-interface |F-QOQUT NO CNPN
SN(rt-tab)[PlI]#exit

SN(rt-tab)[switch]#mappi ng-table calling-pi to calling-el64 NO CNPN
SN(map-tab) [ NO- CNPN] #map restricted to

Screening Indicator Routing Table

The screening indicator (calling-si) table is used to route calls based on the screening indicator of the calling
party number. A network validates the calling party’s number and puts the validation result to the screening
indicator. This allows a network to transparently pass the calling party number set by the calling user, but tell
the called user whether or not the number selected by the calling party really belongs to him or her.

Note Incoming ISDN calls set the screening indicator according to the received
ISDN Setup message. Incoming H.323 calls only set the screening indicator
transparently when Octet3a handling is enabled. Other interfaces set the
screening indicator to user-not-screened.
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The call router can route calls according to the following screening indicators. These values beside default can
be used for the key parameter to create a routing table entry:

¢ user-not-screened—The calling party number is provided by the user but not screened by the network.
Thus the calling party possibly send a number that is not owned by the calling party. (This is the default
value for calls that arrive through an interface that does not support presentation indicators).

* user-passed—The calling party number is provided by the user, screened by the network and really belongs
to the calling party.

e user-failed—The calling party number is provided by the user, screened by the network and does not

belong to the calling party.

* network—The calling party number, because it is provided by the network, can be trusted.

Note You possibly want to remove the calling party number when the calling party
number is not screened or screening failed. To achieve this, route these calls
to a mapping table that sets the calling-e164 to the empty string (“”). If you
want to drop calls when the calling party number is not screened or screen-
ing failed, use the routing destination none.

Example: Screening indicator routing table

A call that is routed to this table is examined for the screening indicator of the calling party number. If the call-
ing party provided a number that was not accepted by the network (user-failed), we drop the call. Else we route
the call to the interface IF-OUT but first execute the mapping table NO-CNPN. This mapping table again
examines the screening indicator. If the user provided a number that was not screened by the network, the table
sets the calling party number to an empty string. For all other screening indicator values, the calling party is
not modified.

SN( cf g) #context cs

SN(ctx-cs)[switch]#routing-table calling-si Sl

SN(rt-tab)[SI]#route user-failed none

SN(rt-tab)[SlI]#route default dest-interface |F-QOUT NO CNPN
SN(rt-tab)[SPI]#exit

SN(rt-tab)[sw tch]#mappi ng-table calling-si to calling-el64 NO CNPN
SN( map-t ab) [ NO- CNPN] #map user-not - screened to

Information transfer capability routing table
The information transfer capability (itc) table is used to route calls based on the information transfer capability
field of the bearer capability information element in the ISDN Setup message. This can be used to differentiate
between ISDN data services and ISDN speech connections.

Note Terminals connected to analog extensions (e.g. of a PBX) do not supply
information transfer capability values in their call set-up, so it is up to the
configuration of the analog port on the Terminal Adapter, NT or PBX to
insert this value. The configuration of this value is however often omitted or
wrong. The ITC value may therefore not be a reliable indication to differen-
tiate between analogue speech, audio or Fax Group 3 connections. Also, calls
from SIP and FXS interfaces do not differentiate between bearer capabilities.
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They always set the information transfer capability property to 3.1kHz
Audio.

The call router can route calls according to the following information transfer capabilities. These values beside
default can be used for the key parameter to create a routing table entry:

* speech—Voice terminals (Telephones)
* unrestricted-digital—Unrestricted digital information (64kBit/s)
* restricted-digital—Restricted digital information (64kBit/s)

* 3kl-audio—Transparent 3.1kHz audio channel. This is the default value set by interfaces that do not sup-
port the ITC property.

¢ 7k-audio—Transparent 7.1kHz audio channel
e video—Video conference terminals
Example: Information transfer capability routing table

The following example creates an itc routing table that routes all unrestricted digital calls to the interface IF-
ACCESS, all 7kHz audio calls to the interface IF-LOCAL-BREAKOUT, all video calls to the interface IF-
ACCESS and all other calls to the interface IF-VOIP-CARRIER-A.

SN( cf g) #context cs

SN(ctx-cs)[switch]#routing-table itc I TC

SN(rt-tab)[I TC]#route unrestricted-digital dest-interface |F-ACCESS
SN(rt-tab)[1 TC] #route 7k-audi o dest-interface |F-LOCAL- BREAKOUT
SN(rt-tab) [l TC] #route vi deo dest-interface |F- ACCESS
SN(rt-tab)[I TC] #route default dest-interface |F-VO P-CARRI ER- A

Time of day routing table
The time table is used to route calls based upon the current system time during one day, i.e. an 24hr. period
from midnight to midnight. Times are matched within the ranges defined in the time routing table.

The key parameter of the routing table entry has the following format,
hh:mm:ss-hh:mm:ss
The full range must be specified. The range must not cross a day boundary at midnight.

Example: Time of day routing table

SN( cf g) #cont ext cs

SN(ctx-cs)[switch]#routing-table time WRKDAY

SN(rt-tab)[ WORKDAY] #r out e 08: 00: 00- 16: 59: 59 dest -t abl e TAB- BEST- QUAL
SN(rt-tab)[ WORKDAY] #route 17:00: 00-20: 59: 59 dest-interface |IF-VOP-A
SN(rt-tab)[ WORKDAY] #rout e 21:00: 00-23:59: 59 dest-interface | F-VO P-B
SN(rt-tab)[ WORKDAY] #r out e 00: 00: 00-07: 59: 59 dest-interface | F-VO P-B

Day of Week Routing Table

The day-of-week table is used to route calls according to the day of the week. The days are defined by the long
lowercase names monday; tuesday; wednesday; thursday; friday; saturday; and sunday. To configure weekday
routing table entries use the following commands starting in the CS context configuration mode.

Example: Day of week routing table
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SN( cf g) #cont ext cs

SN(ct x-cs)[switch]#routing-tabl e day-of -week TAB- DAY
SN(rt-tab)[ TAB- DAY] #rout e saturday dest-tabl e TAB- LEAST- COST
SN(rt-tab)[ TAB- DAY] #rout e sunday dest-tabl e TAB- LEAST- COST
SN(rt-tab)[ TAB- DAY] #route default dest-interface IF-VOP

Date routing table
The date table is used to route calls according to the current system date. It can be used, for example, to repre-
sent holidays in the routing decision tree. The table matches exact dates or date ranges.

The key parameter of the routing table entry has the following format,
dd:mm:yyyy-dd:mm:yyyy

The full range must be specified.

Example: Date routing table

SN( cf g) #context cs

SN(ct x-cs)[switch]#routing-tabl e day-of -week HOLI DAY2001
SN(rt-tab)[ HOLI DAY~] #rout e 01. 01. 2001- 02. 01. 2001 dest-tabl e TAB- HOL
SN(rt-tab)[ HOLI DAY~] #r out e 05.01. 2001-05. 01. 2001 dest-tabl e TAB- HOL
SN(rt-tab)[ HOLI DAY~] #route 24.12.2001-31.12. 2001 dest-table TAB- HOL
SN(rt-tab)[ HOLI DAY~] #route default dest-interface IF-VOP

Deleting routing tables

To remove individual routing tables you can use the no form of the routing table command. Alternatively you
can remove specific entries of a routing table by entering the routing table configuration mode and use the no
form on the route command.

Procedure: To delete an entry from a routing table

Mode: Context CS

Step Command Purpose

1 | node(ctx-cs)[switch]#routing-table Enter the routing table from which you want to remove an
table-name entry.

Note: You do not have to enter the type of the table when
just entering it. The type must only be specified when creating
a table.

2 | node(rt-tab)[table-namel#no route key |Remove the entry with the specified key.

3 Repeat Step 2 to remove additional entries.

Example: Remove entries from a routing table
The running-config shows the following table:

routing-table call ed-el64 My-TABLE
route 10 dest-interface IF1
route 11 dest-interface |IF2
route 12 dest-interface IF3
route default dest-interface |F4
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To remove the first two entries from the table enter the following commands:

SN( cf g) #cont ext cs

SN(ct x-cs)[switch]#routing-table My-TABLE
SN(rt-tab)[ My- TABLE] #no route 10
SN(rt-tab)[ My- TABLE] #no route 11

The resulting running-config is:

routing-table called-el64 My- TABLE
route 12 dest-interface |IF3
route default dest-interface |F4

Procedure: To delete an entire routing table

Mode: Context CS

Purpose

1 | node(ctx-cs)[switch|#no routing-table  Delete the routing table table-name.

table-
able-name Note: You do not have to enter the type of the table when

just deleting it. The type must only be specified when creating
a table.

Example: Remove an entire routing table

SN( cf g) #cont ext cs
SN(ctx-cs)[switch]#no routing-table My-TABLE

Configure mapping tables

Mapping tables are used to modify the call setup message and thus influence the routing decision and or the
outgoing setup message leaving the call router. Mapping tables are identified by a name (string) and referenced
in the routing tables for execution. Like the routing table, a mapping table finds the best matching entry and
executes it; but unlike the routing table, the execution means manipulating a call property. Thus a mapping
table always examines one call property (the input-type) and changes another property (the output-type). As
for the routing tables the call router provides a number of different mapping table types. A mapping table looks
like the following:

Input-Type calling-pi
Output-Type calling-e164 Header
Name REMOVE-CNPN
Key Valve .
Entries
restricted if USVOIP-A

Figure 64. Mapping table outline

Each table contains a header and one or more entries. The header declares the input and output-type of the
mapping table as well as its name.
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Unlike a routing table, a call property pair characterizes a mapping table, the input and output-type. While the
input-type defines which call property is examined by the call router, the output-type defines which property is
modified once the best matching entry is found, for example, you may want to find a best matching entry in a
mapping table based on the presentation indicator and, once found, you want to manipulate the calling party
number of the call. In this case you chose an input-type of calling-pi and an output-type of calling-e164

There are three different kinds of call properties, calling party properties, called party properties and generic
properties. When a call setup is to be routed by the call router, most properties appear as calling and as called
party properties, for example, you have a calling party number and a called party number to examine. There
are other properties (e.g. the information transfer capability), which is a property of the whole call and not of
either party.

You can create a mapping table that examines and modifies a specific kind of property, e.g. the called party
number. In this case you have to specify an input-type of called-e164 and an output-type of called-164. If you
want to replace both, the called and the calling party property with the same mapping table, you can create a
mapping table with input-type e164 and output-type €164, i.e. without prefixing the input- and output-type
with “called-“.

The name of the mapping table is unique inside the context and serves as identifier for referencing the map-
ping table from other routing tables. Almost every type explained with the routing table above can be used as
input and output-type of a mapping table.

Table 19. Mapping table types

Description Input-Type

Description Output-Type

called-e164 Select an entry based on the called party  |[Modifies the called party E. 164 number.
E.164 number. You can use wildcards to  |If the inputtype is a called-e164 or a
summarize entries. calling-e164 type, you can use replace-
ment operators to use parts of the lookup
key.
calling-e164 Select an entry based on the calling party |Modifies the calling party E.164 num-
E.164 number. You can use wildcards to | ber. If the inputtype is a called-e164 or
summarize entries. a calling-e164 type, you can use
replacement operators to use parts of the
lookup key.
elé4 If the output-type is also a generic kind of |If the inputtype is also a generic kind of

property, this mapping table is applied to
both, this calling-e164 and the called-e 164

property.

property, this mapping table is applied
to both, the calling-e164 and the called-
e164 property.

called-type-of-number

Select an entry based on the called party
number type. ISDN distinguishes different

type of numbers.

Sets the called party number type.

callingtype-of-number

Selects an entry based on the calling party
number type. ISDN distinguishes different
type of numbers.

Sets the calling party number type.

type-of-number

If the outputtype is also a generic kind of
property, this mapping table is applied to
both, this calling-type-of-number and the
called- type-of-number.

If the inputtype is also a generic kind of
property, this mapping table is applied
to both, the calling-type-of-number and
the called-type-of-number property.
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Table 19. Mapping fable types (Continued)

Description Input-Type

Description Output-Type

called-numbering-plan |Selects an entry based on the called party |Sets the called party numbering plan.
numbering plan. ISDN distinguishes differ-
ent numbering plans.

calling-numbering-plan |Selects an entry based on the calling party |Sets the calling party numbering plan.
numbering plan. ISDN distinguishes differ-
ent numbering plans.

numbering-plan If the outputtype is also a generic kind of  |If the inputtype is also a generic kind of
property, this mapping table is applied to |property, this mapping table is applied
both, this calling-numbering-plan and the  |to both, the calling-numbering-plan and
called-numbering-plan. the called-numbering-plan property.

called-name Selects an entry based on the display name |Sets the display name of the called
of the called party. party.

calling-name Selects an entry based on the display name |Sets the display name of the calling
of the calling party. party.

name If the outputtype is also a generic kind of |If the inputtype is also a generic kind of
property, this mapping table is applied to |property, this mapping table is applied
both, this calling-name and the called- to both, the calling-name and the called-
name. name property.

called-ip Selects an entry based on the remote sig- |Sets the remote IP address of the destina-
naling IP address of the destination VoIP  |tion VolP peer.
peer.

calling-ip Selects an entry based on the remote sig- |Sets the remote IP address of the origina-
naling IP address of the origination VoIP  |tion VolP peer.
peer.

ip If the outputtype is also a generic kind of |If the inputtype is also a generic kind of
property, this mapping table is applied to |property, this mapping table is applied
both, this calling-ip and the called-ip. to both, the calling-ip and the called-ip

property.

calling-pi Selects an entry based on the presentation |Sets the presentation indicator.
indicator.

calling-si Selects an entry based on the screening  |Sets the screening indicator.
indicator.

itc Selects an entry based on the information |Sets the information transfer capability.
transfer capability (bearer capability) to
distinguish speech from data calls.

time Route calls based on the current time of ~ |Cannot be set.
day to enable least cost routing.

date Route calls based on the current date to | Cannot be set.
enable least cost routing.

day-of-week Route calls based on the current day of | Cannot be set.
week to enable least cost routing.
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Besides the header (name, input and output-type) a mapping table contains multiple entries. Each entry speci-
fies a specific value of the routing table input-type and a value that shall be applied to the call property specified
with the output-type of the table. When a call arrives a mapping table, the following procedure is applied:

1. Examine the call property as specified with the mapping table input-type.

2. Select the best matching entry. This means that the key of each of the entries is compared to the call prop-
erty and the entry that matches best is chosen.

3. Execute the entry. This means replacing the property specified with the output-type of the mapping table

with the value of the selected entry.

Let’s examine the mechanism of mapping tables in more detail. Figure 65 shows three mapping tables and a
call that is routed through this mapping table. The call contains various call properties that are examined and
modified by the mapping tables:

Example #1 Incoming Call i Outgoing Call

Callin input property output property Callin

5&64 200 || Called E.164 Called URI _ EH;IM 200

Called 201 sip:john.smith@nil.net Called

E164] 201 202 rviane smith@nilnet E.164] 20]

URI R URL | sip:john.smith@nil.net
Example #2 Incoming Call Mapping-Table Outgoing Call

Callin i Callin

E164 7700 . input p-roperty- oqu-uI property Eir

Pl - restricted Presentation Indicator Calling E.164 P - restricted

Calle tricted Calle

E.164[ 201 i E.164] 701
Example #3 Incoming Call A Outgoing Call

Cullinu‘ input property _output property Cu"ian

E.164] 100 > led E. lled E. > E.164] 100

Callod Called E.164 | Called E.164 Called

E164] 234 (1.) 5551\1 E.164] 5551234
Example #3 Incoming Call Mopping-Table Outgoing Call

Calling input property _output property Calling

E.164] 100 > E164 168 > E.164 [ 5551100

Called Called

El164[ 234 (1.) 5551\1 E.164 5551234

Figure 65. Mapping table examples

Example #1: This example shows a mapping table that selects the best matching entry based on the called party
number of a call and, once found, sets the called party URL. In the example a call arrives to the mapping table
with a called party number of 201. The mapping table selects the first entry, which matches best, and sets the
called party URI of the call to sip:john.smith@nil.net.
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Example #2: This example shows a mapping table that selects the best matching entry based on the presenta-
tion indicator and, once found, sets the called party number. In the example a call arrives to the mapping table
with a presentation indicator of restricted. The mapping table selects the only entry (which matches) and sets
the called party number to the empty string.

Example #3: This example shows a mapping table that selects the best matching entry based on the called party
number and, once found, changes the same property, the called party number. This is a very powerful method
to manipulate numbers using regular expressions. In this example a call arrives to the mapping table with a
called party number of 234. The mapping table selects the only entry (which matches) and adds a prefix of
5551 to the called party number.

Example #4: This example shows the same input call properties as in example #3. The mapping table is also
almost the same, but unlike in the previous example, here we don’t look for a specific number type (e.g. called
party number, calling party number), but for any E.164 number property of the call. The output property is
also a generic number. In this case the mapping table replaces both, the calling and the called party number.
For example, the mapping table applies its algorithm to all E.164 numbers of the call.

Note Like a routing table, a mapping table selects the best matching entry based
on the input property type. This is done using the best matching prefix
method for E.164 numbers and string compare for other properties. Unless
you don't have a default entry in a mapping table, no action is performed
when no match can be found and the call is not dropped. In the above exam-
ple #3, if a call arrives the mapping table with a called party number of 200,
which does not match the entry (1..), the called party number is not
changed.

Procedure:To create a mapping table and add entries

Mode: Context CS

Step Command Purpose

1 | node(ctx-cs)[switch]#mapping-table | Create a mapping table table-name that examines the calll
input-type to output-type table-name property specified with input-type and modifies the call prop-
erty specified with outout-type. This enters the table mode
where entries can be added or removed. To enter a previ-
ously created table from the context CS mode, you may leave
away the input-type and output-type.

2 |node(map-tab)[table-name]#map key to |Add an entry to the mapping that sets the output-type call
value property to value if the output-type call property matches the
key. The format of the key depends on the input-type of the
table, and the format of the value depends on the output-type
of the table.

3 Repeat step 2 to add lines for additional table entries.

Example: Called and calling party manipulation mapping table

SN( cf g) #cont ext cs

SN( ct x-cs) [ swi t ch] #nmappi ng-tabl e el64 to uri SETURI
SN(rt-tab)[ SETURI ] #map 100 to sip:john.smth@il. net
SN(rt-tab)[ SETURI ] #map 101 to sip:jane.smith@il . net
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E.164 to E.164 Mapping Tables

As with routing tables you can use regular expressions when selecting an entry in a mapping table based on a
calling or called party number. If the output property type of a mapping table is also a calling or called party
number, you may use parts of the matched expressions when building the modified number as shown in exam-
ple #3 above.

Detailed Example: You have an internal dial plan that uses three digit numbers starting with a 2 (e.g. 200, 201,
etc.). So when an internal subscriber makes a call, its calling party number contains three digits.

1. You want to route calls to the public switched telephone network (PSTN), that is reachable over and
ISDN interface. From the PSTN provider you have an assigned number range from 099-8882500 to 099-
8882599.

2. You want to pass the last two digits of your internal subscribers when they are making calls to the PSTN.
Thus subscriber 244 should make a call to the PSTN using a calling party number of 099-8882544.

To achieve this, create a mapping table that looks like the following:

SN( cf g) #cont ext cs
SN(ct x-cs)[switch] #mappi ng-tabl e calling-el64 to calling-el64 MAP-PSTN
SN(rt-tab)[ MAP- PSTN] #map 2(..) to 09988825\1

When a call reaches this table with a calling party number of 244, this number is tried to match to the entries
of this table:

2(44) matches 2(. .)

Thus the only entry is selected and executed. This means setting the calling party number to 09988825\1. The
last part of the value (a backslash followed by a single digit number) is a placeholder and means that the first
pattern (expression in brackets) of the key shall be used instead.

Thus the called party number is replaced with the specified prefix 09988825 concatenated with the bracketed
pattern in the key (44). The result is 0998882544.

Like this you can use brackets around any party of the expression of the key and use the part that matches to
this backet in the value you set.

Example: Mapping table to add a prefix to the called party number
Input:called-e164 = 0998882525
Output:called-e164 = 50998882525

SN( cf g) #cont ext cs
SN(ct x-cs) [ switch] #mappi ng-tabl e cal |l ed-el64 to cal |l ed-el64 ADD- PFX
SN(rt-tab)[ ADD- PFX] #map (. % to *5\1

The input 0998882525 matches the expression (.%) — any character repeated zero or more times.
The first bracket encloses the whole number: (.%) == (0998882525) E \1 = 0998882525

The output is built as concatenation of *5 and the first bracket \1.

The called party number is set to *50998882525

Example: Mapping table to remove a prefix from the called party number
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Input:called-e164 = *50998882525
Output:called-e164 = 0998882525

SN( cf g) #cont ext cs
SN(ct x-cs) [ switch] #mappi ng-tabl e cal |l ed-el164 to cal |l ed-el64 REM PFX
SN(rt-tab)[ REM PFX] #map *5(.% to \1

The input *50998882525 matches the expression *5(.%) — the prefix *5 followed by any character repeated
Zero or more times.

The first bracket encloses the number after the prefix: *5(.%) == *5(0998882525) E \1 = 0998882525

The output is built from the first bracket \1.

The called party number is set to 0998882525.

Example: Mapping table to truncate the called party number

Input:called-e164 = 0998882525

Output:called-e164 = 525

SN( cf g) #cont ext cs
SN(ct x-cs)[switch] #mappi ng-tabl e cal | ed-el64 to call ed-el64 TRUNC
SN(rt-tab)[ TRUNC] #map . % ...) to \1

The input 0998882525 matches the expression .%(...) — any character repeated zero or more times followed
by three mandatory digits.

The first bracket encloses the last three digits: .%(...) == 0998882(525) E\1 = 525

The output is built from the first bracket \1.

The called party number is set to 525.

Example: Mapping table to remove the calling party number when restricted

Input:calling-e164 = 0998882525; calling-pi = restricted

Output:calling-e164 = “; calling-pi = restricted

SN( cf g) #context cs
SN(ct x-cs)[switch] #mappi ng-table calling-pi to calling-el64 REM CNPN
SN(rt-tab)[ REM CNPN] #map restricted to

The input (presentation indicator) restricted matches the expression restricted.

The output (calling party number) is an empty string (“”).

The calling party number is cleared.

Example: Mapping table to replace the calling party number with the called party number

If you route a call to an FXS interface, the Bellcore standard only allows to signal the calling party number to
the connected analog terminal instead of the called party number. Thus you cannot communicate e.g. which
extension is being called at a destination PBX. This command allows sending the called party number as call-
ing party number property. The called party number still remains the same.

Input:calling-e164 = 0998882525 called-e164 = 0778881111
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Output:calling-e164 = 0778881111; called-e164 = 0778881111

SN( cf g) #cont ext cs
SN(ct x-cs) [ switch] #mappi ng-tabl e cal | ed-el64 to calling-el64 COPY-PN
SN(rt-tab)[ COPY-PN] #map (.99 to \1

The input called party number 0778881111 matches the expression (.%) — any character repeated zero or
more times.

The first bracket encloses the last whole called party number: (.%) == (0778881111) E\1 = 0778881111
The output (calling party number) is built from the first bracket \1.
The calling party number is set to 0778881111.

Other mapping tables

Example: Mapping table to set the called party number type to international (unconditionally)
Input:called-e164 = 0041998882525; calling-type-of-number = unknown
Result:called-e164 = 0041998882525; calling-type-of-number = international

SN( cf g) #cont ext cs

SN( ct x-cs) [ swi t ch] #mappi ng-t abl e cal | ed-type- of - nunber to cal |l ed-type- of - nunber
SET- | NT

SN(rt-tab)[ SET-1NT] #map default to international

Any called party number type matches the default entry. Note that the input-type of the table does not matter
when the mapping table contains only the default entry. Anyway an input-type must be specified when creat-
ing the mapping table.

The output (called party number type) is international.
The called party number type is set to international.
Example: Mapping table to replace called party numbers (translation table)

SN( cf g) #context cs

SN(ct x-cs)[switch] #mappi ng-tabl e cal | ed-el64 to call ed-el64 TRANS
SN(rt-tab)[ TRANS] #map 550 to 250
SN(rt-tab)[ TRANS] #map 551 to 251
SN(rt-tab)[ TRANS] #map 552 to 252
SN(rt-tab)[ TRANS] #map 553 to 253
SN(rt-tab)[ TRANS] #map 554 to 254
SN(rt-tab)[ TRANS] #map 555 to 255
SN(rt-tab)[ TRANS] #nap 556 to 256
SN(rt-tab)[ TRANS] #map 557 to 257
SN(rt-tab)[ TRANS] #map 558 to 258
SN(rt-tab)[ TRANS] #map 559 to 259

Note The translation table above can be reduced using regular expressions.

SN( cf g) #context cs
SN(ct x-cs)[switch] #mappi ng-tabl e cal | ed-el64 to call ed-el64 TRANS
SN(rt-tab)[ TRANS] #map 55(.) to 25\1
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Deleting mapping tables

To remove individual mapping tables you can use the no form of the mapping table command. Alternatively
you can remove specific entries of a mapping table by entering the mapping table configuration mode and use
the no form on the map command.

Procedure: To delete an entry from a mapping table

Mode: Context CS

Step Command Purpose

1 | node(ctx-cs)[switchj#mapping-table |Enter the mapping table from which you want to remove an
table-name entry.

Note: You do not have to enter the type of the table when
just entering it. The type must only be specified when creating

a table.
2 |node(map-tab)[table-namel#no map  |Remove the entry with the specified key.
key
3 Repeat Step 2 to remove additional entries.

Example: Remove entries from a mapping table
The running-config shows the following table:

mappi ng-tabl e cal | ed-el164 to cal |l ed-el64 My- TABLE
map 10 to 20
map 11 to 21
map 12 to 22
map 13 to 23

To remove the first two entries from the table enter the following commands:

SN( cf g) #cont ext cs

SN( ct x-cs) [ swi t ch] #mappi ng-t abl e My- TABLE
SN( map-t ab) [ MY- TABLE] #no map 10

SN( map-t ab) [ MY- TABLE] #no map 11

The resulting running-config is:

mappi ng-tabl e call ed-el164 to call ed-el64 My- TABLE
map 12 to 22
map 13 to 23

Procedure: To delete an entire mapping table

Mode: Context CS

Command Purpose

node|(ctx-cs)[switch]#no mapping- Delete the mapping table table-name.

table table-name
Note: You do not have to enter the type of the table when

just deleting it. The type must only be specified when creating
a table.
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Example: Remove an entire mapping table

SN( cf g) #cont ext cs

33 ¢ Call router configuration

SN(ct x-cs)[switch]#no mappi ng-tabl e My- TABLE

Creating complex functions

Complex functions allow combining mapping tables, which need to be executed in sequence. This is useful if,
for example, the calling and the called party number have to be modified in the same step. Complex function

names can be any arbitrary string.

Procedure: To create a complex number manipulation function

Mode: Context CS

Step Command

1 | node(ctx-cs)[switch|#complex-
function function-name

Purpose

Create a complex function function-name.

2 |node(func)[function-name]#execute
function

or

node(func)[function-name]#execute
index function

Add or inserts an entry to the complex function. function can
be another complex function or a mapping table that shall be
executed.

Note: Unlike routing and mapping tables, complex functions
are ordered lists of entries, which means that the entries are
executed in the order of appearance. You can optionally
specify an index of where to insert the function.

3

Repeat step 2 to add lines for additional functions to execute.

Example: Create a complex function

SN( cf g) #cont ext cs

SN(ct x-cs)[switch] #conpl ex functi on CARRI ER- TO- LOCAL
SN(func) [ CARRI ER~] #execut e 1 TRUNCATE- 3- CNPN
SN(func) [ CARRI ER~] #execute 2 DDI - TO- Pl SN

Deleting complex functions

To remove individual complex functions you can use the no form of the complex function command. Alterna-
tively you can remove specific entries of a complex function by entering the complex function configuration
mode and use the no form on the execute command.

Procedure: To delete an entry from a complex function

Mode: Context CS

Step Command

1 | node(ctx-cs)[switch|#complex-
function function-name

Purpose

Enter the comp|ex function from which you want fo remove
an entry.

2 | nodelfunc)[table-namel#no execute
index

Remove the entry with the specified index.

3

Repeat Step 2 to remove additional entries.
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Example: Remove entries from a complex function

The running-config shows the following complex function:

conpl ex function MY- FUNC
execute 1 MAPL
execute 2 MAP2
execute 3 MAP3
execute 4 MAP4

To remove the first two entries from the complex function enter the following commands. Pay attention on the
index. When removing the first entry, the MAP2 function becomes entry with index 1. Thus you have to spec-
ify index 1 twice to remove the first two entries:

SN( cf g) #cont ext cs

SN( ct x-cs) [ swi t ch] #conpl ext - functi on MY- FUNC
SN(func) [ MY- FUNC] #no execute 1

SN(func) [ MY- FUNC] #no execute 1

The resulting running-config is:

conpl ex function MY- FUNC
execute 1 MAP3
execute 2 NMAP4

Procedure: To delete an entire complex function

Mode: Context CS

Command Purpose

node|(ctx-cs)[switch]#no complex- Delete the complex function function-name.

function function-name

Example: Remove an entire complex function

SN( cf g) #context cs
SN(ct x-cs)[switch]#no conpl ex-function MY- FUNC

Creating call services

Routing tables, mapping tables and complex functions only manipulate address properties of a call (like the
called party number). A call service is another call router entity that actively accesses the state of a call. A call
service is able to spawn other calls or merge existing calls together. This allows building services like hunt
groups, groups, etc.

You can view a call service as a virtual endpoint that accepts a call and creates new calls to other destinations. A
call that is routed to a call service is not served by a human being but by a machine that accepts the call and
performs needed actions.

The hunt group service, for example, accepts a call that is routed to it and spawns a second call that is placed to
the first final destination. If this destination is not reachable, another destination is tried until one of the con-
figured destinations accept the call.
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Creating a hunt group service

A hunt group service hunts an incoming call to multiple interfaces. Figure 66 shows an example scenario where
a call from a SIP interface is first processed by several tables. The second table decides that the call must be for-
warded to the PSTN. The device is connected to the PSTN over four BRIs, which are bound to the context CS
interfaces IF-BRIO up to IF-BRI3. All four ISDN interfaces lead to the same provider. Since the call router
does not know the load on the BRI, it has to be able to try BRIO and, if BRIO already serves two calls, use
BRI1, and so on.

Context

interface sip IF-SIP interface isdn IF-BRIO

Call Router

interface isdn IF-BRI1

first routing fable  routing table

interface isdn IF-BRI2

hunt group
service

a A
b - B rovte interface isdn IF-BRI3
mapping table

Figure 66. Hunt group service

The hunt group service accepts a call routed to it by a routing table or directly from an interface and creates
another call that is offered to one of the configured destination interfaces.

The interface tried first (IF-BRIO) may drop the call telling the service that the interface has no resources to
handle the call (e.g. no circuit channel available). Note that only the call between the hunt group and the des-
tination interface is dropped, while the original call between the SIP interface and the hunt group service
remains connected.

The hunt group then decides to try the next destination (IF-BRI1), which in turn also drops the call due to
unavailable resources. In our example the hunt group then tries the third and eventually the fourth destination.
When an interface accepts a call, the interface hunting is complete and the hunt group service merges the orig-
inal with the new call to the interface that accepted the call.

You can influence the algorithm of the hunt group by several configuration commands. You can specify
whether the hunt group shall always start with the same destination interface or whether it shall immediately
try the next one in a round-robin fashion. This is called cyclic operation mode.
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You can specify a timeout after which the next destination interface is tried when there is no answer at all from
the destination interface.

You can specify drop causes that trigger hunting for the next destination. All other causes (e.g. user busy) will

drop the original call.

Note Unlike previous versions of SmartWare, now you can hunt a call over differ-
ent interface types, not only over ISDN interfaces. You can, e.g. create a
hunt group to try to call over a H.323 interface and, if this call fails, do a
fallback to an ISDN interface.

Procedure: To create and configure a hunt group service
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Mode: Context CS

Step

Command

node(ctx-cs)[switch]#service hunt-
group service-name

33 ¢ Call router configuration

Purpose

Creates a new hunt group service and enters hunt group con-
figuration mode.

2 node(svc-hunt)[service-namel#cyclic Configure the hunt group for cyclic operation mode. Subse-
or quent calls try another first destination in a round-robin
. . |method. Default is not to use cyclic mode — always to start
node(svc-hunt)[service-namel#no cyclic | . ' ) L
with the first configured destination.
Note: When you use the hunt-group for a fallback scenario,
you must switch off cyclic operation mode.

3 |nodelsvc-hunt)[service-name]#timeout |Configures a timeout in seconds after which the next destina-

timeout tion is tried when the current destination does not answer at
all. (Some interface (e.g. SIP) may wait an arbitrary long
time until an answer is returned.) Default is not fo use a time-
out.

4 | node(svc-hunt)[service-namel#drop- Enables or disables another drop cause to the list. When an
cause cause interface has a problem placing a call to the final destination
or it drops the call specifying a drop cause (e.g. user busy, no
node(sv-hunt][service-name}#no drop- |"650VTce available). ?ome drop causes drop the origing| call
cause cause wb||e other causes trigger the hunt‘ for another deshnof‘lon.

This command can be used fo configure the hunt behavior on
destination call drop. See the list below for a summary of all
available drop causes and their default state.

5 | node(svc-hunt)[service-name]#route Adds a route to a destination. This is the destination that is
call dest-interface inferface-name  |tried during hunt group’s interface hunting. The destination

can either be an interface or you can route the call again to
or a routing table or directly to another service. This allows you
node(svc-hunt)[service-namel#route cascading services.
call dest-table table-name
or
node{svc-hunt)[service-name]#route
call dest-service service-name
6 Repeat step 5 to add additional hunting destinations.

When a destination interface drops the call, the hunt group service has to decide whether this is because the
interface is not able to handle the call (e.g. no bearer channel available) or whether the destination user does
not want or is not able to communicate (e.g. user busy). In the first case, the hunt group service hunts for the
next destination interface, while in the second case the original call is dropped with the same cause.
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The following table lists all drop causes and specifies whether the cause is used for hunting the next destination
or dropping the original call. The behavior can be configured for each hunt group individually for each cause
using the drop-cause command in the hunt group service mode.

Table 20. Hunt group drop causes

Default Behavior

of the Hunt Description
Group Service

Normal |unallocated-number Drop original call | The number is sent in the correct format.
Event However, the number is not assigned to
the destination equipment.

no-route-to-network Drop original call | The destination is asked to route the call
through an unrecognized network. This
cause indicates that the equipment send-
ing this cause has received a request to
route the call through a particular transit
network, which it does not recognize. The
equipment sending this cause does not
recognize the transit network either
because the transit network does not exist
or because that particular network, while
it does exist, does not serve the equipment
that is sending this cause.

no-route-to-destination | Drop original call | The call routes through an intermediate
network that does not serve the destination
address. The called user cannot be
reached because the network through
which the call has been routed does not
serve the destination desired.

channel-unacceptable | Prop original call | The service quality of the specified chan-

nel is insufficient to accept the connection.
The call attempt failed because the chan-

nel cannot be used.

ellhswrerals Drop original call  |The user assigns an incoming call that is
connecting to an already established call
channel.

normal-call-clearing Drop original call  |Normal call clearing occurs. This cause

indicates that the call is being cleared
because one of the users involved in the
call has requested that the call be cleared.
Under normal situations, the source of this
cause is not the network.

user-busy Drop original call  |The called system acknowledges the con-
nection request but cannot accept the call
because all channels are in use. It is noted
that the user equipment is compatible with
the calll.
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Table 20. Hunt group drop causes (Continued)

Default Behavior

of the Hunt Description
Group Service

Normal | no-user-responding Drop original call | The connection fails because the destina-
Event tion does not respond to the call. This
(Cont.) cause is used when a user does not
respond to a call establishment message
with either an alerting or a connect indica-
tion with the prescribed period of time
allocated.

no-answer-from-user | Drop original call | The destination responds to the connection
request but fails to complete the connec-
tion within the prescribed time. This cause
is used when the user has provided an
alerting indication but has not provided a
connect indication within a prescribed
period of time.

subscriber-absent Drop original call | The remote device you attempted to reach
is unavailable and has disconnected from
the network.

call-rejected Drop original call | The destination can accept the call but

rejects it for an unknown reason. This
cause indicates that the equipment send-
ing this cause does not wish to accept this
call, although it could have accepted the
call because the equipment sending this
cause is neither busy nor incompatible.

number-changed Drop original call | The number used to set up the call is not
assigned to a system. This cause is
returned to a calling user when the called
party number indicated by the calling user
is no longer assigned.

non-selected-user-clear- | Drop original call | The destination can accept the call but

ing rejects it because it is not assigned to the
user.

destination-out-of-order |Drop original call  |The destination cannot be reached

because of an interface malfunction, and
a signaling message cannot be delivered.
This can be a temporary condition, but it
could last for an extended period.

invalid-number-format | Drop original call | The connection fails because the destina-
tion address is presented in an unrecog-
nizable format, or the destination address
is incomplete.

facility-rejected Drop original call | The network cannot provide the facility
requested by the user.
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Table 20. Hunt group drop causes (Continued)

Default Behavior

of the Hunt Description
Group Service

Normal | response-to-status- Drop original call | The status message is generated in direct
Event enquiry response fo receiving a status inquiry mes-
(Cont.) sage.

normal-unspecified Drop original call  |Reports the occurrence of a normal event

when no standard cause applies.

Resource |no-circuit-channel-avail- |Hunt for next desti- |The connection fails because no appropri-

Unavai- |cble nation ate channel is available to take the call.
lable network-out-of-order | Hunt for next desti- | The destination cannot be reached
nation because of a network malfunction, and the

condition can last for an extended period.
An immediate reconnect attempt will

probably fail.
temporary-failure Hunt for next desti- | An error occurs because of a network
nation malfunction. The problem will be resolved
shortly.
switching-equipment-  [hunt for next desti- | The destfination cannot be reached
congestion nation because the network switching equipment

is femporary overloaded.

access-info-discarded | Hunt for next desti- | The network cannot provide the requested
nation access information. This cause indicates
that the network could not deliver access
information to the remote user as

requested.
circuit-channel-not- Hunt for next desti- | The equipment cannot provide the
available nation requested channel for an unknown rea-
son.
resources-unavailable  |Hunt for next desti- | The requested channel or service is
nation unavailable for an unknown reason.
Service or gos-unavailable Drop original call | The network cannot provide the requested
Option quality of service.
Not Avail- | focility-not-subscribed  |Drop original call | The remote equipment supports the
able requested supplementary service by sub-

scription only. This cause indicates that the
network could not provide the requested
supplementary service because the user
has not completed the necessary adminis-
trative arrangements with its supporting
networks.

bearer-capability-not-  |Drop original call | The user requests a bearer capability the
network provides, but the user is not
authorized to use it. This can be a sub-
scription problem.

authorized

402 Call router configuration task list



SmartWare Software Configuration Guide 33 ¢ Call router configuration

Table 20.

Hunt group drop causes (Continued)

Default Behavior

of the Hunt
Group Service

Description

Service or

bearer-capability-not-

Drop original calll

The network normally provides the

Option vl el requested bearer capability, but it is
Not Avail- unavailable at the present time. This can
able be due to a temporary network problem
(Cont.) or subscription problem.

service-or-option-not-
available

Drop original call

The network or remote equipment cannot
provide the requested service option for
an unspecified reason. This can be a sub-
scription problem.

Service or

bearer-capability-not-

Drop original calll

The network cannot provide the bearer

Option implemented capability requested by the user.
Not channel-type-not-imple- | Drop original call | The network or the destination equipment
Imple- mented does not support the requested channel
mented fype.
facility-not-implemented | Drop original call | The remote equipment does not support
the requested supplementary service.
only-restricted-digital- | Drop original call | The network cannot provide unrestricted
available digital information bearer capability. This
cause indicates that a device has
requested an unrestricted bearer service
but the equipment sending this cause only
supports the restricted version of the
requested bearer capability.
service-or-option-not- | Drop original call | The network or remote equipment cannot
implemented provide the requested service option for
an unspecified reason. This can be a sub-
scription problem.
Invalid invalid-call-reference Drop original call | The remote equipment receives a call with
Message a call reference value that is not currently

in use.

channel-does-not-exist

Drop original call

The receiving equipment is requested to
use a channel that is not activated on the
interface for calls. This cause indicates that
the equipment sending this cause has
received a request fo use a channel not
activated on the interface for a call.

call-identity-does-not-
exist

Drop original call

This cause indicates that a call resume has
been attempted with a call identity, which
differs from that in use for any presently
suspended call.
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Table 20. Hunt group drop causes (Continued)

Default Behavior

of the Hunt Description
Group Service

Invalid call-identity-in-use Drop original call | This cause indicates that the network has
Message received a call suspends request. The call
(Cont.) suspend request contained a call identity
which is already in use for a suspended

call within the domain of interfaces over
which the call might be resumed.

no-call-suspended Drop original call | The network receives a call resume request
when there is not a suspended call pend-
ing. This can be a transient error that will
be resolved by successive call retries.

call-has-been-cleared | Drop original call | The network receives a call resume
request. This call resume request contains
a call identity that once indicated a sus-
pended call. However, the suspended calll
was cleared either by time-out or by the
remote user.

incompatible-destination | Prop original call Indicgtes that an attempt is made to con-
nect incompatible equipment.

invalid-transit-network | Drop original call | This cause indicates that a transit network
identification of an incorrect format was
received.

invalid-message Drop original call  |Received an invalid message with no stan-
dard cause.

Protocol |mandatory-ie-missing | Drop original call  |The receiving equipment receives a
Error message that does not include one of the
mandatory information elements. This
cause indicates that the equipment
sending this cause has received a
message that is missing a call property
that must be present in the message before
that message can be processed.

message-type-not-imple-|Drop original call | The receiving equipment receives an
mented unrecognized message, because the mes-
sage type is invalid or the message type is
valid but not supported.
message-type-not-state- |Drop original call | The remote equipment receives an invalid
compatible message with no standard cause. This

cause indicates that the equipment send-
ing this cause has received a message
such that the procedures do not indicate
that this is a permissible message to
receive while in the current call state.
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Table 20. Hunt group drop causes (Continued)

Default Behavior

of the Hunt Description
Group Service

Protocol |ie-does-not-exist Drop original call | The remote equipment receives a message
Error that includes information elements or call
(Cont.) properties that are not recognized.
invalid-ie-contents Drop original call | The remote equipment receives a message
that includes invalid information in the
information element or call property.
recovery-on-timer- Drop original call | Your call was not completed, probably
expiry because an error occurred.
protocol-error Drop original call | An unspecified protocol error with no
other standard cause occurred.
Inter- interworking Drop original call | An event occurs, but the network does not
working provide causes for the action it takes. The
precise problem is unknown.

Example: Create a hunt group service

This example shows how to configure the hunt group service as shown in figure 66 on page 397.

SN( cf g) #context cs

SN(ct x-cs)[switch]#service hunt-group HUNT- BRI
SN(func) [ HUNT- BRI ] #cyclic

SN(func) [ HUNT- BRI ] #t i meout 6

SN(func) [ HUNT- BRI ] #route dest-interface IF-BRIO
SN(func)[HUNT-BRI ] #route dest-interface |F-BRI1
SN(func) [ HUNT- BRI ] #route dest-interface | F-BRI 2
SN(func) [ HUNT- BRI ] #route dest-interface | F-BRI 3
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Creating a distribution group service

A distribution group service distributes a call to multiple destinations interfaces. Figure 67 shows an example
scenario where a call from a SIP interface is first processed by several tables. The second table decides that the
call must be forwarded to phones that are connected to various FXS interfaces. The distribution now lets ring
all the four phones at the same time.

Context

interface sip IF-SIP interface fxs PHONE10

Call Router

inferface fxs PHONE11

first routing fable  routing table

inferface fxs PHONE12

distribution group

service
E A
- B foute inferface fxs PHONE13
mapping table

Figure 67. Distribution group service

The distribution group service accepts a call routed to it by a routing table or directly from an interface and
creates four other calls that are offered to each of the configured destination interfaces.

All phones connected to the FXS interfaces (PHONE10 — PHONE13) start ringing. Eventually one of the
phones (e.g. PHONEI10) goes off-hook. The other three calls to interfaces PHONE11, PHONEI12 and
PHONEI3 are immediately dropped and the phones on these interfaces stop ringing. Now the distribution
service is no longer needed. Thus the service merges the original call to the accepted destination call to inter-

face PHONE10.

You can configure how the distribution algorithm works in many ways. You can specify the maximum number
of destination interfaces that are called at the same time. Then you can specify a timeout after which a next des-
tination is added to the destination calls. This makes it possible to configure a scenario where a call is offered to
two destinations, and (when no one answers) stop ringing the first phone but try another third destination.
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Figure 68. Distribution group service examples

Procedure: To create and configure a distribution group service

Mode:

Step
1

Context CS

Command

node|ctx-cs)[switch]#service distribu-
tion-group service-name

Purpose

Creates a new distribution group service and enters distribu-
tion group configuration mode.

2 | node(svc-hunt)[service-namel]#cyclic Configure the distribution group for cyclic operation mode.
Subsequent calls try another first destination in a round-robin
method. Default is not to use cyclic mode — always to start
with the first configured destination(s).

3 |nodelsvc-hunt)[service-name]#max =  |Configures how many destinations shall be called at the

concurrent max-concurrent same time. If you also configure a timeout, the first call is
cleared and an additional call is made after that timeout.
Thus only the specified number of destinations is ringing at
the same time.

4 | node(svc-hunt)[service-name]#timeout |Configures a timeout in seconds after which one destination

timeout is dropped and a next destination is called.
5 |node(svc-hunt)[service-name]#route Adds a route to a destination. This is the interface, table or
call dest-interface interface-name  |service that is tried to call during the distribution group’s
attempt to make calls to the destinations. The destination can

or either be an interface or you can route the call again to a
node(svc-hunt)[service-name]#route routing table or directly to another service. This allows you
call dest-table table-name cascading services.
or
node(svc-hunt)[service-name]#route call
dest-service service-name

6 Repeat step 5 to add additional hunting destinations.

Note

If you specified the maximum number of concurrent destinations and the

distribution group tried each destination, the final destinations ring until
someone picks up one of the phones.
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Note It does not make sense to configure the maximum number of concurrent
destinations but no timeout, though the software does not prevent this con-
figuration.

Deleting call services
To remove individual call services you can use the no form of the service command.

Procedure: To delete a call service

Mode: Context CS

Command Purpose

1 | nodectx-cs)[switch]#no service service-|Delete the service service-name.

name :
Note: You do not have to enter the type of the service when

just deleting it. The type must only be specified when creating
a service.

Example: Remove an entire mapping table

SN( cf g) #cont ext cs
SN(ct x-cs)[switch]#no servi ce HUNT- BRI

Activate the call router configuration
Prior to activate the call router configuration you can show the whole context CS configuration and the entire
call routing tables.

The call router configuration is activated as soon as the CS context comes out of shutdown (e.g. at boot time or
by manually entering command no shutdown). You can modify the configuration at runtime; changes will be
active after 3 seconds. SmartWare offers a number of possibilities to monitor and debug the CS context and
call router configurations. For more information refer to chapter 42, “VoIP debugging” on page 497.

Note It is not necessary to shutdown the CS context prior to making any configu-
ration changes.

Procedure: To show and activate the call router configuration
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Mode
Context CS

Step Command Purpose

1 | nodelctx-cs)[switchl#show call-router |Show the actual call router configuration. This displays ll
config routing and mapping fables in the current context CS. When
you are inside a routing or mapping table configuration
mode, only the current table is displayed.

2 | node|ctx-cs)[switchl#show running- |Show the whole running config includes the call routing

config tables
3 | node|ctx-cs)[switch]#debug call- Enable the call router debug monitor. Use level 1 for get
router detail /evel informed about errors and increase the level up to 5 to track

calls during route lookups.

4 | node(ctx-cs)[switch]#no shutdown Activate the whole CS context configuration including the calll
router configuration.

5 |node|ctx-cs)[switchl#show call-router |Show the actual call router status. This command can be used
status to examine whether or not the call router accepted all routing
entries as entered in the configuration.

Note Unlike previous versions of SmartWare you must explicitly enter the no
shutdown command to activate the call router.

Test the call router configuration

After activating the call router configuration you can test the call router by simulating a route lookup as if a call
is routed to a table. You have to execute the test call-router command and specify all necessary call properties
together with the routing table you want to test.

Note You must activate the call router using the no shutdown command first.

Procedure: To test the call router configuration

Mode: Context CS

Step Command Purpose
1 | node(ctx-cs)[switch]#debug call- Enables the call router debug monitor. Chose level 5 to trace
router detail level route lookups in detail.
2 |nodelctx-cs)[switch]#test call-router |Tests the routing or mapping table table-name with the speci-
table-name [property-type property- fied call property. You can repeat the optional section multi-
value] ple times and thus enter as many call properties as you want.

Example: Create and test a routing table

SN( cf g) #cont ext cs
SN(cts-cs)[switch]#routing-table called-el64 TEST
SN(rt-tab)[ TEST] #route 1 dest-interface |IF1
SN(rt-tab)[ TEST] #route 1[0-4] dest-interface |F2
SN(rt-tab)[ TEST] #route 11 dest-interface |F3
SN(rt-tab)[ TEST] #route 111T dest-interface |F4
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SN(rt-tab)[ TEST] #route default dest-interface IF5

SN(rt-tab)[ TEST] #exi

t

SN(ct x-cs) [ swi tch] #no shut down
SN(ct x-cs)[switch] #debug call-router detail 5
SN(ctx-cs)[switch]#test call-router TEST call ed-el64 123

Par anet er s

Ti me:

Resul t:
Destinati on:
Ti meout :

Property Contai ners

Properties

Properties
E164- Nunber :

Properties

16:55:33 CR > [switch] Routing-Looku

16:55:33 CR >
16:55:33 CR >
(no tineout) matches
16:55:33 CR >
(no tineout) nmatches
16:55:33 CR >
match 11
16: 55: 33
match 111
16: 55: 33
16: 55: 33
16: 55: 33
16: 55: 33

9999 9

Fi nd best-matching c

01: Prefix Tinmeout
1

02: Prefix Tinmeout
1] 0- 4]

03: Prefix Tinmeout

04: Prefix Tinmeout

Sel ecting entry 2
Execute all el enents
Execute all el enents
Lookup result: Route

2004- 03- 02T16: 55: 33<-- Tinme of the | ookup
rout e- f ound- pl ace-cal | <-- Lookup result

| F2<-- Dest. Interface

0<-- Digit-Coll. TO

123 (String)<-- CdPN after | ookup/change

gi | ed-element in table test
Expressi on: E164- Nunmber of 123 conpletely
Expression: E164- Nunber of 123 conpletely
Expressi on: E164-Nunmber of 123 does not
Expressi on: E164- Nunber of 123 does not
in table | F2

in table route-found-place-call
found; place call (tinmeout=0)
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Example: Enterprise network with local breakout and IP carrier access

Consider the following Enterprise Network.

Carrier Carrier
Apple Orange

A—

PBX

(%)
=

@

>

[%2)

=

@

-~]

Hormr

||
I

PBX

J Node A

Node C

Carrier
Melon

Figure 69. Call routing example network

Note The SmartNodes in this Network may be owned and operated by the Com-
pany or by a Service Provider.

The goal of this scenario is to connect the two PBX of sites 4 and B. The two sites are connected to a broad-
band IP provider. The IP network is used to exchange data and voice calls between the two sites. On the IP
network there is also a PSTN gateway (Node C) to an alternative voice carrier Melon that shall be used for most
call destinations.

Sites A and B also have connections to the local ISDN network. This is called the local breakout connection.
The local breakout is to be used as a fallback for ISDN data connections.

We assume the following:

The number block for site A is 022 782 55 00 to 99
The number block for site B is 033 665 2 000 to 999
The Carrier Access Code (CAC) for Apple is 1055
The Carrier Access Code (CAC) for Orange is 1066

Carriers Apple, Orange and Melon do not support ISDN data calls (PC with ISDN Terminal Adapter
behind PBX A)
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When calling through carrier Melon the CLI (calling party number) must not use the public number blocks
of Site A and B

Carrier Orange is to be used for national calls

Carrier Apple is to be used for calls to mobile

The requirements for the call router can be summarized as:

S A A

Route ISDN data calls to the local breakout.

Route inter-site calls to the opposite SmartNode (node A to node B and vice versa).
Route international calls to carrier Melon.

Provide a fallback for all VoIP calls on the local breakout.

Route local calls to the local breakout.

Route national calls to carrier Orange.

Route mobile calls to carrier Apple.

Calls from the PSTN, nodes B and C are forwarded directly to the PBX.

The remainder of this example will focus on the configuration for Node A. The configuration for Node B can
be built accordingly. Node C has an even simpler configuration.

It is a good idea to specify the required call router elements and names before starting the configuration. A

sketch may be helpful:

Bearer capability table named 7AB-ISDN-SERVICE, needed for requirement 1.

Called party number table named 74B-DEST-A, needed for requirements 2, 3, 6 and 7

CAC insertion for Apple MAP-CAC-APPLE, needed to add a carrier access code for Apple
CAC insertion for Orange MAP-CAC-ORANGE, needed to add carrier access code for Orange
CLI replacement for Melon MAP-CLI-MELON, needed to add carrier access code for Melon
PSTN interfaces IF-PBX-A and I[F-LOCAL-BREAKOUT, needed for requirements 4, 5 and 8.
H.323 interface /F-NODE-B, needed for requirement 2.

SIP interface /F-NODE-C, needed for requirement 3.
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Figure 70 shows the corresponding CS Context and call router elements in node A:

Context

inferface isdn IF-PBX-A

interface isdn IF-LOCAL-BREAKOUT

Call Router i
MAP-
» (AC-
APPLE
MAP-
> (AC-
! ORANGE interface h323 IF-NODE-B

TAB-
ISDN- | — DEST-
SERVICE A

v

interface sip IF-NODE-C

Figure 70. CS context and call router elements

We assume that the CS interfaces have already been created and configured. So we can start directly with the
call router elements.

Since the command sequence is quite long it is useful to create the configuration offline and download it using

TFTP.

Note In the following lines the prompt is omitted as in a configuration file and for

better readability.
He o m ot n nf e e e e e e e e e e e e e e el
# Call Router Config File
B m e e e e

context cs switch

#

# Hunt-group service "SVC FALLBACK" to catch Vol P network errors
#

servi ce hunt-group SVC FALLBACK
no cyclic
ti meout 6
route call 1 dest-table | SDN SERVI CE
route call 2 dest-interface LOCAL- BREAKOUT
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#
# Bearer capability routing table TAB-ISDN- SERVI CE
#

routing-table itc TAB-1SDN- SERVI CE
route unrestricted-digital dest-interface |F-LOCAL- BREAKOUT
route default dest-table TAB-DEST-A

#
# Called party nunmber routing table TAB-DEST-A
#

routing-table call ed-el64 TAB- DEST-A
route O dest-interface | F-LOCAL- BREAKOUT NAP- CAC- ORANGE
route 00 dest-interface |F-NODE-C MAP-CLI - MELON
route 07[4-6] dest-interface |F-LOCAL- BREAKOUT MAP- CAC- APPLE
route 0336652... dest-interface | F-NODE-B
route default dest-interface |F-LOCAL- BREAKOUT

#
# Nunber mani pul ati on CAC-APPLE ; add prefix 1055
#

nmappi ng-tabl e call ed-el64 to cal |l ed-el64 MAP- CAC- APPLE
map (.% to 1055\1

#
# Nunber mani pul ati on CAC- ORANGE ; add prefix 1066
#

mappi ng-tabl e call ed-el64 to cal |l ed-el64 NMAP- CAC- ORANGE
map (.% to 1066\1

#

# Nunber nmani pul ation CLI-MELON

# Truncate CLI to last 2 digits and add 08004455 prefix in front
#

mappi ng-table calling-el64 to calling-el64 MAP-CLI- MELON
map .%..) to 08004455\1

Prior to downloading this file you should make sure there are no other tables and functions in the call router.

SN(ct x-cs)[switch]#copy tftp://172.16.36.20/ configs/ SRconf.cfg runni ng-config
Downl oad. . . 100%

Now we have to enable advanced call routing for outgoing calls and basic interface routing for incoming calls:
Calls arriving on the interface from the PBX are routed to the SVC-FALLBACK service while incoming calls
from the other interfaces are routed directly to the IF-PBX-A interface.

SN(ctx-cs)[switch]#interface isdn | F-PBX-A

SN(i f-pstn)[|F-PBX-A]#route dest-service SVC FALLBACK
SN(i f-pstn)[I|F-PBX-A]#exit

SN(ct x-cs)[switch] #i nterface isdn | F-LOCAL- BREAKOUT
SN(if-isdn)[|F-LOCA~]#route dest-interface |F-PBX-A
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SN(i f-isdn)[I|F-LOCA~] #exi t
SN(ctx-cs)[switch]#interface h323 | F- NODE-B

SN(i f-h323)[| F- NODE- B] #rout e dest-interface |F-PBX-A
SN(i f-h323) [ | F- NODE- B] #exi t
SN(ctx-cs)[switch]#interface sip | F-NODE-C

SN( |1 F- NODE- C) [ | F- NODE- C] #rout e dest-interface | F- PBX-A
SN( | F- NODE- C) [ | F- NODE- C] #exi t

The configuration is now complete. Prior to activating the configuration enable the call router debug monitor
to check the loading of the call router elements.
SN( cf g) #debug cal | -rout er

SN( cf g) #cont ext cs
SN(ct x-cs) [ swi tch] #no shut down

02:14:30 CR > Updating tables in 3 seconds...

02:14:33 CR > [switch] Rel oading tables now

02:14:33 CR > [switch] Flushing all tables

02:14:33 CR > [switch] Loading table ' TAB-| SDN- SERVI CE’

02:14:33 CR > [switch] Loading table ' TAB- DEST-A

02:14:33 CR > [switch] Loadi ng table ' CAC- APPLE

02:14:33 CR > [switch] Loading table ' CAC- ORANGE

02:14:33 CR > [switch] Loading table 'CLI-MELON

02:14:33 CR > [switch] Loadi ng table ' MAP- CAC- APPLE

02:14:33 CR > [switch] Loading table ' MAP- CAC- ORANGE

02:14:33 CR > [switch] Loading table ' MAP-CLI- MELON

02:14:33 CR > [switch] Loading table 'IF-LOCAL- BREAKOUT-precall-service’
02:14:33 CR > [switch] Loading table '|F-PBX-A-precall-service’
02:14:33 CR > [switch] Loading table 'I|F-NODE-B-precall-service’
02:14:33 CR > [switch] Loading table '|F-NODE-C- precall-service’

SN(ctx-cs)[switch] #
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Introduction

This chapter gives an overview of SmartWare call-progress-tone profiles and tone-set profiles, and describes the
tasks involved in their configuration.

In-band tones keep the user informed about the state of his call or additional services such as call-waiting, hold
etc. Other tones can be assigned to any event that occurs during a call, a call waiting tone, for example. The in-
band tones are referred to as call-progress-tones. Call-progress-tones can be defined for different uses, for tone-

set profiles, and for MGCP events.

Tone-set profiles

In traditional PSTN networks the in-band tones (dial tone, alerting tone, busy tone etc.) are generated by the
network, i.e. the Central Office switch or a similar device, and are relayed transparently by the SmartNode. In
voice over IP networks however this model of a network side providing services including in-band tones is not
given in all situations. For example, two SmartNodes may be connected directly to each other over the access
network without the intervention of a traditional Central Office switch. This imposes the need to generate the
local in-band tones directly on the gateways (SmartNodes) since none of the attached ISDN devices (PBXs,
phones) will do so itself (ISDN USR side). The in-band tones that can be generated by the SmartNode are the
following:

* Busy tone—Tone you hear when you try to reach a remote extension but it is busy.

* Confirmation tone—Tone you hear when you enable a supplementary service and the system has accepted
and activated it (for future use).

* Congestion tone—Tone you hear when you try to reach a remote extension but the network is busy or out
of order (for future use).

* Dial tone—Tone you hear when you lift the handset and the network is ready to accept the dialed digits of
the called party number.

* Hold tone—Tone you hear when you are in an active connection and the remote extension sets you ‘On
Hold’ to reach a third party extension.

* Release tone—Tone you hear when you are in an active connection and the remote extension terminates the
call.

* Ringback tone—Tone you hear when the called party number is complete and the remote extension is ring-
ing.

*  Special dial tone—Tone you hear when you lift the handset and the network is ready to accept the dialed
digits of the called party number but on your system is still a supplementary service activated (for future
use).

* Special Information tone—Tone you hear when you try to reach a nonexistent remote extension (for future
use).

*  Waiting tone—Tone you hear when you already have an active connection and a second new extension tries
to reach you.

All call-progress-tones are collected in a tone-set profile. A tone-set profile collects typically all the required
tones for one country. The tone-set profile is assigned to the PSTN interface (ISDN, EXS, FXO) or if it is
required to have different tones for individual PSTN interfaces it’s possible to assign for each PSTN interface
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